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AHHOTAUUSA

[JaHHbIM  JOKYMEHT cofepXuT o6y wHGopMaumio MNo  WUCMOJAb30BaHUI MNPOrpaMMHOro
npoaykta <«XTSM.00087-03 93 01. Kpuntollpo CSP. [punoxeHne KOMaHAHOMW CTPOKW»,
npegHasHa4vyeHHoOro Ans paboTtel ¢ cepTudmMkKaTtaMm C MCMOAb30BAaHUEM MHMPACTPYKTYPbl OTKPbITbIX
Katodeln, wudpoBaHus/pacwmndpoBaHus coobuieHnin, cogepxawmxcsa B dannax, co3gaHus/npoBepku
3JIEKTPOHHbIX MOAMUCEN U X3LWNMPOBaHMUS coobleHur, cogepxawmxcs B danne wam rpynne ganios.

1. CucteMHble TpeboBaHus

Windows
BkntouaeT nporpaMMHO-annapaTHble cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bknouaetr auctpubyTmebl Linux, yposBnetBopstoowme cTtaHgapTty Linux Standard Base ISO/IEC
23360 Bepcumn LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

T4 OC ANC ®CCIN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CunHTe3-0C.PC (x86, x64);

MK «CnHTesaM-KnueHT» B cocTase Kl «30C «CuHTe3aM» (x64);
MK «CnHTe3aM-Cepsep» B cocTaBe Kl «30C «CuHTeaM» (x64);
KM «OC «CuHTe3sM-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC JloTtoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nbbpyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

Unix

BkioyaeT nporpaMMHO-annapaTHble cpeabl:
OC 2nbbpyc Bepcus 3 (2nbbpyc);
ALT Linux 6/7 (x86, x64, ARM);
AnbT CepBep 8, Anbt 8 CIT CepBep (x86, x64, ARM, ARM64);
AnbT Pabouas ctaHuusa 8, AnbT Pabouas ctaHuus K 8, Anbt 8 CIN Pabouasa cTtaHuusa (x86,
x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKENDb (x86, x64);
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FreeBSD 11, pfSense 2.x (x86, x64);
AIX 6/7 (POWER);
Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
Bknitouaer rnporpaMMHoO-anmnapaTtHbie Cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish
BkioyaeT nporpaMMHO-annapaTHY cpegy:
SailfishOS 2.1.1.12 (ARMv7).

i0S
BiktoyaeT nporpaMMHo-annapaTHble cpeabl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2
/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyanbHble _cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

MNpumeyaHus:
1. Bepcusa POSReady.
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2. /icrnonb3oBaHne nporpamMmbl

2.1. 3anyck nporpammbl

MporpamMMa peanusoBaHa B BuAe UCMOAHSeMoro darna «cryptcp.exe».
Ona ee 3anycka HeO6X0AMMO BbIMNOSIHUTL CNEAYOW Y0 KOMaHAy:

[nyTb]lcryptcp [<koMaHaa> [<onuuu u dainbi>]]
nyTb MyTb K MECTOPACMNOJ/IOXEHUIO NporpaMmbl (HanpuMep, «c:\utils\»);
cryptcp wuma mncnonHsemoro daina NpuNoXeHus;
KOMaHAAa OJHa U3 AOMNYCTUMbIX KOMaHA (CM. HUXeE);
onuumM napameTpbl KOMaHAbl (CBOM AN KaXXA0OW KOMaHAbl), HaYMHaKOLWKNECH C «-»;

cdhamnbl vMeHa ogHOro MM AByX Gannos, B 3aBUCUMOCTM OT KoMaHAabl. Mopsagok dainos B
KOMaHAHOW CTPOKEe OTHOCWUTENBHO APYr Apyra AO/MKEH OblTb TakoW, Kak ykasaHo B
ONUCcaHun KoMaHabl.

MpumeyvaHme: K noHATMIO dalin TakKe OTHOCATCA Macku ¢danos.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbBOAUTCS CMUCOK BCEX AOCTYMHbIX KOMaH4 C WX
KpaTKuM onucaHueMm. [na nonydyeHus 6onee AeTanbHOrO OMUCaHUS onpefesieHHOW KOMaHAbl,
HeobxoanMo ykasaTb onuuto -help.

Mpn onucaHum onuui 3Be3goudkor (*) nomedeHa onuua Mo yMos4vaHuio (A0S HECKONbKMX
B3aUMOMUCKITOYAOLWMX ONLUN).

2.2. Kputepuin nomcka cepmmdpukaTos

Kputepuin noucka ceptudukatoB (manee - KIMNC) ucnonb3dyetcsa Ans 3a4aHus CBeAeHWn o
cybbekTax, u4bM cepTudukatbl OyayT WCMNONb30BATbCS MNpPU  BbINOJIHEHUWM KOMaHAbl (Hanpumep,
wndpoBaHne mnm NOANUCh AaHHbiX). Ecnm koMaHga TakoBa, yto KIMC gomkeH yaoBNeTBOPSATb TOJIbKO
oanH ceptudwukaTt, To Takoh KIC 6ypmetr ob6o3Hauatbcs KIMC1l. KMC 3agmaetca B dopme onuumn
KOMaHAHOM CTPOKW, KOTOPblE UMEIOT CNeAyHLWNin CUHTAKCUC:

[-dn <RDN>]n pas [-issuer <RDN>]m pa3[-{m]|u}[<uma>]|-f <dann>]k pa3 [-thumbprint
<ortnevartok>] [-all|-1]|-q[N]] [{-nochain|-errchain [-norev]}]

-dn ykasaHue cTpok ansa noncka B RDN (MHa4ve nouck He 3aBucut ot RDN). Ecnum
BBOANTCS HECKOJIBKO CTPOK Ana noucka, 1o byaet HangeHo 6onbliee
KOSIN4YeCTBO CepTUPUNKATOB;

RDN cnucoK CTPOK (4epes 3ansaTyto), UCMOAb3yeMbIX A/ NoMcCKa cepTudukaTos.
6yayT HaligeHbl ceptudmkaTel, B RDN cybbekTa/usgaTens KOTOpbIX
NPUCYTCTBYIOT BCE 3TU CTPOKMU.

-issuer wucnonb3syetcsa RDN um3pgaTens ans nomcka

-m [OUCK ocylecTBnaeTcs B xpaHunuwax komnetotepa (LOCAL_MACHINE);

-u* nouck ocyuwecTBaseTcsa B xpaHunuwax nosb3oBaTtens (CURRENT_USER);

MMA HasBaHuWe XpaHwiuwa (no ymonyaHuio «My» ans cosgaHus moanucu nam
pacwmndpoBkn n «My+Addressbook» ansa ocTasnbHbIX Crly4vaes);

-f B KauecTBe xpaHWIMWa uMcnonablyeTcs coobweHne nnu dann ceptudurkaTa;
cdaimn  uma dalina;
-thumbprint oTneuvaTok ceptudmkaTa;
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-all* wucnonb3oBaTb BCe HalaeHHble cepTudukatol (* ansa KMC);
-1* 6yget HanaeH TONbKO OAMH cepTudukaT, nHadye - owmnbka (* gna Krcil);
-q[N] ecnun HangeHo MeHee N cepTudUKaToB, TO BbIBECTM 3anpoc 4Js Bbibopa
Hy>Horo (no ymondanuto N=10);
-nochain He nNpoBepsATb LEnOYKM HaNAeHHbIX CepTUPUKaTOB;
-norev He NpoBepsaTb cepTUdUKaATbl B LLeNoYKe Ha npeaMeT OTO3BaHHOCTH;
-errchain 3aBepwaTb BbiNONHEHME C OWMOKON, ecnn XoTs 6bl oanH cepTuduKaT He
npoLuesi NpoBepKyY.
MpuMepbl ucnonb3osaHua KIC MOXHO HAaWTU B OMUCAHUAX KOMaHA,
NCMONb3YIOWMX ero.

MpuMmeuyaHne: Ecnm BHyTpu onumn wmMma win  RDN  npucyTcTtBytoT npobenbl, To ee
HeobXx0AMMO 3aK/KUYUTb B KaBbMKW. TO XK€ OTHOCUTCS K MMeHaM dannoB M Narnok.

MpumMmep:

UBaH NBaHOB,a@b.c — HEBEpPHO;
“UBaH UBaHOB,a@b.c” - BepHO;
CN=UBaHoB,E=a@b.c — BEPHO.

2.3. Komangp! wmdpoBaHus/paclumdpoBaHms

Ona Toro, 4To6bl 3awmdpoBaTb AaHHblE W co3A4aTb coobuieHne, HeobxoAMMO BbIMNOSHUTL
crnepyouwy KOMaHay:

-encr <KMNC> [-der] [- strict] [-encryptionAlg <OID>] <BxopaHou c¢aiin> <coobuieHune>

KMC KIC nonyyartenen;
-der wucnonb3oBaTb dopmaT DER BMecTo BASE64;
-strict lcnonb3oBaTb ogHO3Ha4yHoOe koaupoBaHume DER (a He BER);
-encryptionAlg 3agaTtb anroputm wndposBaHus
BxoAaHoOM dain dain, coaepxxalmin BXogHble AaHHble;
coobuweHue daiin, KoTopbin 6yaeT coaepxaTb CO3AaHHOE CoobLleHMe.

MpuMmeuyaHune: [na Toro 4utobbl 3awmndpoBaTb AaHHble «Ha cebsa», Heobxoammo ykasaTb KIIC
cBoero cepTtudukara.

MpumMmepnbi:

cryptcp -encr -dn "MBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundposaTb coaepxumoe darna "test.txt" B "testl.msg" (6buHapHbii dopmaT), MCNONb3yS
BCE cepTtudmkaTtbl xpavumnuwa "Nlndubie" ("My") Tekywero nonb3oBaTens (a He JIOKasbHOMo
KoMnbloTepa), copepxawune B none "Cybwekt" ("Subject") noactpokm "MBaHoB [eTp" wu
"ivanov@bank.ru".

cryptcp -encr -f "a:\Petr's cert.p7b" test.txt testl.msg
3awundposatb cogepxumoe danna «test.txt» B «testl.msg» (dopmat BASE64), mcnonb3ys
ceptudukaT 13 darna «a:\Petr's cert.p7b».

Ona Toro, uTobbl pacwmndpoBaTb AaHHble U3 CoobleHnss, HEOHBXOANMO BbINOSHUTL CleaYIoLLYO
KoOMaHAay':
-decr <KMNC1> [-start] [-pin <naponb>|-askpin] <coobuwieHue> <BbixogHoOh cdann>

KNC1 KIC nonyvaTtens;
-start oTkpbTb (3aNyCcTuUTb) MNOAYYEHHbIM dalin;
-askpin 3anpocuTb NMaponb KJOYEBOro KOHTENHEpPa C KOHCONM;
-pin 3azaTb NapoJjib K/OYEBOro KOHTelHepa;
naposib Maposb K K/IlOYEBOMY KOHTENHepy;
coobuweHune daiin, cogepxawmn coobLeHne;
BbixogHOM daitn dalin, B KOTOpbIM 6yAyT 3anMcaHbl AaHHble U3 COO6LLEHMS.



XKXTAN.00087-03 93 01. Kpuntollpo CSP. MNMpunoxeHne KOMaHAHOM CTPOKMU

Mpumep:
cryptcp -decr -dn "MBaHoB lMeTp,ivanov@bank.ru" -start test.msg test2.txt

Pacwudposatb coobuweHne mn3 darnna «test.msg» B dann «test2.txt», ncnonbays 3akpbmbii
K/II0Y, CBA3a@HHbIM C cepTudUKATOM XxpaHunuuwa <«JIyHble» («My») Tekyllero mnofnb3oBaTens,
cogepxawmMm B none «CybwbekT» («Subject») noactpoku «WMBaHoB lMeTp» u «ivanov@bank.ru», a
3aTeM OTKpPbITb NOSyYeHHbIn dann.

2.4. Pabota c naketamn ¢annos

MNponsBecTu X3 WMpoBaHue coAep>XMMoro dannos " 3anmcaTtb pesynbtaT B
«UMSI_MCxXoAHoro_danna.hsh» MOXHO C MOMOLLbIO KOMaHAbI

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>] [-hashAlg <OID>] [-hex] <macka
cdannos>
-dir ykasaTb nanky ansa GannoB CO 3HAYEHUAMUN X3W-PYHKLNN, NHaAYE —
Tekywas;
-provtype ykasaTtb Tun kpuntonposangepa (N) (no ymonyaHuio 75);
-provhame YykasaTb uMsa kpuntonposangepa (CSP);
-hashAlg 3agaTb anropuTM X3 LWKMPOBAHUS
OID OID anroputMa xawmpoBaHua: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 ana FOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ana N'OCT P 34.11-2012 512 bit
-hex 3HaueHune xaw-dyHKUMM B danne B Buae WecTHaaLaTUPUYHON CTPOKMW;
Macka paWwioB CTaHAapTHas Macka XaWwupyembix ¢annos.

MpumeuaHme: Ecan onuua -provhame He ykasaHa, To 6yaeT ucnonb3oBaH npoBangep no
YyMONYaHUo ykasaHHoro Tuna (-provtype). Ecnin ykasaHHas nanka He cywecTByeT, TO oHa bygeTt
co3jaHa.

Mpwumep:

cryptcp -hash -dir hashes -provtype 75 *.exe

MocuntaTb Ana Bcex dannoB C paclIMpeHMEM «exe» TeKYLLEN nanku 3HaYeHue X3W-@yHKLn
M 3anucatb wux B nanky <«hashes». T[pu x3WwWunpoBaHMM wmCMOAb30BaTb KpUMTOMpoBankgep no
yMon4yaHuo anga tuna 75.

MpoBepuTb 3HaueHue x3uW-dyHKUUIA dalna, coszgaHHoe C MOMOLLbI MpeabidyLlie KoMaHabl,
MOX>XHO C MOMOLLbK KOMaHAbI:

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>][-hex] <macka c¢ainos>

-dir ykasaTb nanky ans ¢annoB CO 3HAYEHUSIMU X3 LW-PYHKLUN, NHaAYE -
Tekywas;
-provtype yka3saTtb Tun kpuntonposaigepa (N) (no ymondauuiwo 75);
-provhame ykasaTb uMs Kpuntonposangepa (<CSP>);
-hex 3HauyeHve xaw-dyHKUUM B dalisie B BUAE WECTHAALATUPUYHON CTPOKMU;
mMacka ¢paWwioB CcTaHAapTHas Macka npoBepsieMbix (ainios.

MpumeuaHme: Ecan onuma -provhame He ykasaHa, To 6yaeT mMcnonb3oBaH npoBaiaep no
YMOSYaHUIO yKa3aHHoro tuna (-provtype).

Mpwumep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

MNpoBepuTb AN Bcex @GaWnoB C paclMpPEHUEM <«exe» TeKyLelh Mnankyu 3HavyeHue X3oL-
dYHKUMKN, 3TanoHHble 3HaudeHus XpaHaTcsa B nanke "c:\hashes". Tpu X3wupoBaHUM MCNONb30OBaTb
KpunTonposanaep no yMmonyaHuio ansg tuna 75.

7
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CozpaTtb noanucu ainoB M 3anmcatb UX B (annbl «MMS_MCXOAHOro_darnia.sgn» MOXHO

cneaytoulen KoMmaHaomn:

[nyTtb]cryptcp -signf [-dir <nanka>] <KMNC1> <macka ¢ainos> [-cert] [-cri] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display]

-dir

Knci
-cert
-crl
-der
-strict
-sd

-SS

URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OoID

-askpin
-pin
napoJsb
-display

Macka c¢awioB

yKasaTb nanky ans ¢ainoB ¢ noannucsiMn, MHavye - Tekyllas;

KMNC asTopa noanucwu;

nobasnaTb B nognucu ceptudukaT oTnpaBuTens;

[o6aBnaTb B NOANMUCU CMUCOK OTO3BaHHbIX CepPTUDMKATOB;
ncnonb3oBaTtb ¢opmat DER BMecTOo BASE6G4;

Ncnonb3oBaTb ogHO3HauyHoe koampoBaHme DER (a He BER)

[06aBUTb B MOANUCH LUTaMM BPEMEHM Ha NOAMUCbIBAEMble AaHHblE
(noanucaHHbIA aTpubyT);

[06aBUTb B MOANUCH LITaMM BPEMEHM Ha noanucb (HenoAmnMcaHHbIN
aTpmbyT);

aapec cnyx6bl wrtamnos B Buae "http://..." (MOXHO 3ajaTb pa3Hble ANng
onuwnn -ss n -sd, HO, ecnu 3agaH ANnsg O4AHOM U3 HWUX, TO UCMONb3yeTcsa U Ans
BTOpOWN);

He TpeboBaTb BK/IOYEHUA B WTaMN cepTudmKaTa ciyx6bbl WTaMnos
BpeMeHn (ucnonb3yeTtcsa emecTe € -sd U/mnun -ss);

NpoBepuUTb LEeno4YKy cepTudmkaTa B LUTAMMNe BPEMEHMU

co3gaBatb nognmucb CAdES-X Long Type 1 (ecnu gaHHbIM napaMeTp 3ajaH,
napameTp -ss 6yaeT NpourHopMpoBaH)

cnyx6a wramnos BpeMeHu ans noanncm CAdES-X Long Type 1

agpec cnyxb6bl wramnos B Buae "http://..."

3a4aTb aaropuTtM X3LWMPOBaHUS

OID anroputMma xswmupoBaHusa: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa NOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ansa NOCT P 34.11-2012 512 bit

3anpocuTb Naposib KJKOYEBOrO KOHTEMHEpa C KOHCOMW;

3a4aTb Naposb KAYEBOro KOHTenHepa;

napofib K K/IlOYEBOMY KOHTenHepy;

BbIBOAUTb MHQOPMALMIO Ha 3KpaH CpeAcTBa AOBEPEHHOIr0 OTob6paxkeHus
NoANUCbIBaeMbIX AAHHbIX;

CTaHAapTHas Macka noanucbiBaeMbix anios.

MpuMmeyaHue: Ecnn ykasaHHas nanka He cylwecTBYyeT, TO oHa byaeT co3aaHa.

Mpwumep:
cryptcp

-signf

-dir \signs -uMyCerts -dn "MBaHoOB [leTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

MoanuncaTb coaepxumoe BCcex GannoB C pacwmpeHnem «doc» M3 KOPHEBOW manku gmcka «d:»,

NCMoNb3ys
nosib30BaTeNs,

3aKpbITbil
coaepxawmMm B none

CBSI3@aHHbIN C
«CybbekT»

KJoY, ceptudmkaTtom xpaHunuwa «MyCerts»

(«Subject») nopcTpokn «MBaHOB

TeKyuero
MNetp» wu

<<ivanov@bank.ru>>, nony4yeHHble noAnNMCU COXpaHUTb B Manke <<signs>> B KOpHe TeKyuwero Agwucka.

Kpome >TOrO,

MOSlyYMUTb LITaMMbl BPEMEHM Ha KaXAbM noanvcbiBaeMbin dain M BNOXUTb UX B

COOTBETCTBYIOWME nMOANMUCHA.

MpoBepuTb NOANUCK CoAepXUMOro ¢annoB, CO3A4aHHble C MOMOLLbLIO Mpeablaylien KoMaHabl,
MOXHO cregylowmM obpasom:

[nyTb]cryptcp -vsignf [-dir <nanka>] [-sd[<Bpema>]] [-ss[<Bpema>]]

[-xlongtypel | -nocades] <KMNC> <macka c¢dannoB>

-dir ykasaTtb nanky c gannamMm, cogepXxawmnumm MnoANUCKU, MHaye - Tekylias;
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KNC KIrC aesTopa noanvcu;
Macka panoB CTaHAapTHas Macka npoBepsieMbix alinos.
-sd npoBepuTb LITAaMMN BPEMEHM Ha MOAMUCAHHbIE AaHHble (MNOANMCAHHbIN
aTpubyT);
=SS MpOBEpUTb LUTAaMMN BPEMEHW Ha NOANUCH (HEMOAMWCAHHbIM aTpubyT);
BpeMSA YyKa3blBAaeTCs B Yacax; ecsm yKasaHo, To nposepseT, 4tobbl wramn 6o caenaH
HE paHee yKa3aHHOro KoAnyecTBa 4YaCoOB Ha3ad OT TeKylero MOMEHTa;
-xlongtypel npoeeputb nognucb CAdES-X Long Type 1, KMNC 6yaeT npourHopmpoBaH
-nocades 3anpeTuUTb UCMO/Ib30BAHME BJIOXKEHHbIX B MOAMNUCH AOKAa3aTesbCTB
Mpwumep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

MNpoBepuTb BCe dainbl C pacwmpeHmeM «doCc» M3 KOPHEBOW Manku gucka «d:», ucnosb3ys
CO3[aHHble paHee MOAMMCW W3 MNanKu «signs» B KOpHe TeKyuwero amcka. lNouck ceptudwukaTta Ans
NpoBEpKN noanucen uckaTb B XxpaHunuuwe «MyCerts» Tekywero nonb3osaTtensd. Kpome 3Toro,
NpOBEpPUTbL LITaMMn BPEMEHW Ha NoAnNucCb (HenoAmnuCaHHbIi aTpmbyT) U NpoBepuTb, YTOObI 3TOT WTamn

6bln BbldaH He paHee, 4eM CYTKWU Ha3aa.

[Job6asutb nognuck danna B 'McxogHbM_dain.sgn' MOXHO KOMaHAOMN

[nyTb]cryptcp -addsignf [-dir <nanka>] <KMNC1> <macka cdaimnos> [-cert] [-crl] [-der]
[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naposnb>|-askpin]

-dir ykasaTb nanky ana ¢annos C NOANUCAMU, MHAYe — TeKyllas;
KNC1 KIIC aBTopa noanucw;
-cert pobaenatb B nognucm ceptudukaT oTnpaBuTens;

-crl pobaBnatb B NOAMMCK CMMCOK OTO3BaHHbIX CEepTUPUKATOB;

-der wucnonb3oBaTtb popmaT DER BMecTO BASE6G4;

-sd pobaBuTb B NOANMCH WITAMM BpeMeEHM Ha NoAnucCbiBaeMble AaHHbie
(noanucaHHbIA aTpubyT);

-ss p06aBuTb B NOAMUCH WITAMM BPeMEHM Ha NoANUCb (HeNoAnMCaHHbIN
aTpubyT);

URL agpec cnyx6bl wtamnos B Buae "http://..." (MOXHO 3aaaTb pa3Hble Ans
onuwnn -ss n -sd, HO, ecnu 3ag4aH ANnsg OAHOM U3 HWUX, TO UCMONb3yeTcsa U Ans
BTOpOWN);

-nostampcert He TpeboBaTb BKAOYEHMS B WTaMn cepTudukata cnyxbbl LWTaMnoB
BpPEMEHMU

-stampchaincheck
-xlongtypel

-cadesTSA
URL

-askpin

-pin

naponb

Macka c¢aiioB

(ncnonb3yetcs BMecTe € -sd U/mnu -ss)

NPOBEPUTb LLEeNoYKYy cepTudmkaTa B WUTaMne BpeMeHU

nobasutb nognuce CAdES-X Long Type 1 (ecnu AaHHbIA napaMeTp 3ajaH,
napameTp -ss 6yaeT NnpoMrHopMpoBaH)

cnyx6a wramnos BpeMeHu gnsa noanncm CAdES-X Long Type 1
agpec cnyxb6bl wramnos B Buge "http://..."

3anpocuTb Naposib KKYEBOro KOHTENHEpa M3 KOHCO/n

3a4aTb Naposib KAKOYEBOr0 KOHTEHepa

napofib K K/JKOYEBOMY KOHTenHepy

Macka gns otbopa nognuceiBaemMbix dannos

Mpumep: cryptcp -dir -dn "E=ivanov@test.ru, CN=Ivanov

/testdocuments/*.doc

-addsignf /signs  -uMy

MoanucaTtb Bce dannbl ¢ paclmpeHneMm «doc» u3 aumpekTopum testdocuments ¢ nomoubto
cepTndMKaTOB, HaXOASAWMXCA B XpaHunuwe «My» TeKylwero noJsib30BaTeNs, YAOBETBOPSOLWMX
cnepgywuwmMm  kputepusim:  E=ivanov@test.ru, CN=Ivanov. [ognucu pobaButb B  alinbl,
pacnosioXXeHHble B AMPEKTOPUM Sings, COOTBETCTBYIOLWME YCIOBUIO 'MCXOAHbIM_dain.sgn'
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2.5.

Pabota ¢ noanucamm

MopgnucaTb AaHHble M co34aTb CcoobLieHME MOXHO cneayownm o6pa30M:

[nyTb]cryptcp -sign <KIMNC1> [-nocert] [-cri] [-der] [-strict] [-authattr <aTpnbyT>]n pa3
[-attr <aTpnbyT>]k pa3 [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display] <BxopaHoi#1 ¢daiin>

Knci1i
-nocert
-crl

-der
-strict
-authattr
-attr
aTpubyT

-sd
-ss

URL

-nostampcert

-stampchaincheck
-xlongtypel
-cadesTSA

URL

-hashAlg

oID

-askpin
-pin
naponb
-display

BXoAaHOW dain

coobweHune
Mpumep:
cryptcp -sign

<coobiweHne>

KrNC aBTopa noanucu;

He n06aBnaTb B coobuweHne cepTudukaTt oTnpaBuTens;

nobaBreHne cnucka O0To3BaHHbIX CepTUdUKaTOB;

ncnonb3osaTtb opmaT DER BMecTo BASE6G4;

Mcnonb3oBaTb 0A4HO3HA4YHOe koauposaHue DER (a He BER);

nob6aBuTb NoanMCcaHHbiM aTpmbyT B NOAMNUCH;

nob6aBuTb HENOAMUCAHHLIM aTpMbyT B NOAMUCH;

"<OID>, <cann € 3aKoAMpOBaHHbIM COoAEepPXUMbIM aTpubyTa>"(npumep:
"1.2.3,attr.bin™);

[o6aBuTb B MOANUCH LUTaMMN BPEMEHM Ha NOAMUCbIBAEMble AaHHblE
(nognuncaHHbIn aTpubyT);

[06aBuTb B MOANUCH LWITAaMN BpeMEHW Ha NoAnucb (HenoAnMCaHHbIN
aTpuoyT);

aapec cnyxb6sbl wramnos B Buae "http://..." (MOXHO 3aaaTb pa3Hble Ans
onuwui -ss n -sd, HO, ecnu 3agaH 4Ns OAHOM M3 HUX, TO UCMOSIb3YEeTCsa U ans
BTOpOW);

He TpeboBaTb BKJIOYEHWNS B WTaMN cepTudurKkaTa Cayx6bbl WTamMnos BpeMeHu
(ucnonb3yetcs BmecTe € =sd n/mnn =-ss);

NpoBepuUTbL LernoyvKy cepTudmkaTa B WUTAMMNe BPEMEHHU

nposeputb noanucb CAdES-X Long Type 1, KINC 6yaeTt npourHopmposaH
cnyx6a wramnos BpeMeHu ans noanncm CAdES-X Long Type 1

aapec cnyxb6bbl wramnos B Buae "http://..."

3a4aTb aJropuTM X3 LWIMPOBAHUS

OID anroputMma xawupoBaHusa: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 ana F'OCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 gna N'OCT P 34.11-2012 512 bit

3anpoCuUTb NapoJib KIKOYEBOro KOHTEMHEpPA C KOHCOU;

3a4aTb Naposib KJKOYEBOro KOHTenHepa;

naposib K K/IOYEBOMY KOHTelHepy;

BbIBOAMTb MHMDOPMALMIO Ha 3KpaH CpeAcTBa AOBEPEHHOro oTobpaxeHus
NoANUCHbIBaEMbIX AAHHbIX;

dann, coaepxalimin BXoAHble AaHHble;

dann, koTtopbii byaeT coaepxaTb Co34aHHOE coobLieHue.

-mMy -dn CegmoB -g5 -nocert -crl -der test.txt test2.msg -

sshttp://cryptopro.ru/tsp/tsp.srf

MognuncaTtb copepxumoe danna «test.txt» m cosgaTe nognucaHHoe coobueHne «test2.msg»
(B 6uHapHOM BuAae), He BKJo4Yatowee B cebs Mcnosblyembii cepTudukaT, HO BK/KOYawLee CrnMcokK
0TO3BaHHbIX CepTUdMKATOB LeHTpa cepTuduKkauumu, BblaaBLlero Mcnosbldyembii ceptudukaTt. Kpome

3T0ro,

noayvynTb WTaMn BpeMeHM Ha CO34aHHYK noAnuUCb U BJIOXKUTb €€ B coobuweHmne. MMonck

MCMoNb3yeMOro cepTudukaTa NpoucxXoamuT creayowmm o6pasom:

1. HaxoasTcs

BCe

ceptudmkaTbl XpaHunuwa <«JIM4yHble» Tekywero rnonb3oBatens u

JIOKa/IbHOINo KOMMNbKOTEPA.

10
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2. Ecnn ux Hawnocb 6onee naATM, To - owwubka, MHa4ye Monb3oBaTeNto byaeT npeasioxXeHo
BblbpaTb OAWH U3 HaWAEHHbIX CepTUdUKATOB.

,ﬂO6aBMTb 3JIEKTPOHHYIO noaAnnChb B coobLeHMe MOXHO C MOMOLLbIO BbiI30BaA:

cryptcp -addsign <KMNC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin]
[-authattr <aTpubyT>]n pa3 [-attr <aTpubyT>]k pas <coobuweHue>>

Knci
-nocert
-crl
-authattr
-attr
aTpubyT

-sd
-ss

URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin
-pin
naposnb
coobueHne

MpuMmeyaHue:

KrC aBTopa noanucu;

He fobaBnsaTb B coobuweHne ceptudmkaT oTnpaBuTens;

nobaBneHne cnmcka 0TO3BaHHbIX CepTUdUKATOB;

[o6aBuTb NoANUCaHHbIM aTpubyT B NOANUCH;

nob6aBUTb HEMOAMMUCAHHLIM aTpMbyT B NOANMUCH;

"<OID>, <dalin c 3aKoAMpPOBaHHbLIM COAEPXMMbIM aTpubyTa>"(npumep:
"1.2.3,attr.bin™);

[06aBUTb B MOANUCH LUTaMMN BPEMEHM Ha NOAMUCbIBAEMble AaHHblE
(nognucaHHbIM aTpUbyT);

[o6aBuUTb B NOANUCH LWITAMMN BpeMeHu Ha noanucb (HenoAnuCaHHbIA
aTpubyT);

agpec cnyxb6bl wramnos B Buae "http://..." (MOXHO 3a4aTb pa3Hble Ans
onuwui -ss n -sd, HO, ecnu 3ag4aH ANnsg OAHOM U3 HWUX, TO UCMONb3YyeTCcsa U Ans
BTOpOW);

He TpeboBaTb BK/OYEHUA B WTaMn ceptudukarta cayxbbl WTAaMNoOB BPEMEHMU
(ncnonb3yetcsa BmecTe € =sd n/unn -ss);

npoBepuUTb LEeno4vKy cepTudmrkaTa B LUTaMMNe BPEMEHMU

nobaeutb noanuce CAdES-X Long Type 1 (ecnu gaHHbIA NapaMeTp 3a4aH,
napameTp -ss 6yaeT NponrHopmMpoBaH)

cnyx6a wramnos BpeMeHnun gnsa nognucu CAdES-X Long Type 1

agpec cnyx6bbl wramnos B Buge "http://..."

3a4aTb anNropuTtM X3LWMPOBaHUS

OID anroputMa xawupoBaHusa: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 ana TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ana NOCT P 34.11-2012 512 bit

3anpocuTb Naposib KAKYEBOr0 KOHTENHEpPA C KOHCOMN;

3a4aTb Naposb KAOYEBOro KOHTelnHepa;

napofib K K/JKYEBOMY KOHTeMnHepy;

dann, coaepxawmii coobuieHme.

Ncnonb3yeTcs uCKAUUTENbHO Ans pobasBneHuMs noanvcu B NoAMMCaHHble

coobuweHuns. na TeKCcToBbIX Man apyrux dannos He paboTaer.

Mpumep:

cryptcp -addsign -m -dn "MBaHoB lMeTp,ivanov@bank.ru" test.msg

Job6aBuTb B MNoAnMMCaHHoe coobuieHne

«test.msg» noAnMMCb, WCMOMAb3YyS 3aKPbITbIA KJIHOY,

CBSI3@HHbI C cepTuduMKaToM XpaHunuwa <«JIndHbie» («My») JloKasbHOro KOMMbKOTEpaA, coAepXXallinm
B none «CybbekT» («Subject») noactpokm «MBaHoB [MeTp» u «ivanov@bank.ru». B po6aBneHHyto
noanuce 6yaeT BKAOYEH cepTudMKaT OTKPbLITOro K/4da aBTopa noanucu.

Ypanutb 3/1eKTPOHHY0 NOAMNUCH M3 COOBLLEHNS MOXHO KOMaHAOM

Knci
coobweHune

-delsign <KMNC1> <coobuweHne>

KMNC asTopa noanucwu;
dann, cogepxawmii coobuieHue.
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MpoBepKa 3NEKTPOHHOM MOAMUCU

-verify [<KMNC> | -verall] [-start] [-sd[<Bpemsa>]] [-ss[<Bpems>]]
<coobweHue> [<BbixoaHOW chann>]

KNC KIC aBTopoB noanucei;
-verall npoBepaTb BCe noanucu (MHave - TonbKo noanucum asTopos m3 KIC);
-start oTkpbMb (3anycTuUTb) NoNy4YeHHbIh dann;
-sd npoBepuTb WTaMN BPEMEHN HAa NOAMUCAHHbIE AaHHble (NOAMNCAHHbLIN
aTpubyT);
=SS [pOBEPUTbL LITAMMN BPEMEHM Ha NoAMUCb (HEemoANUCaHHbIN aTpubyT);
BpeMs YKa3blBaeTCs B Yacax; eC/M yKasaHo, To npoBepsieT, 4Tobbl wrtaMn 6bu1
CAenaH He paHee yKa3aHHOro KoJndyecTBa 4YacoB Hasaj OT TeKyllero
MOMEHTa;
-xlongtypel npoeeputb noannce CAdES-X Long Type 1, KMNC 6yaeT npovrHopmpoBaH
-nocades 3anpeTuTb MCMNONIb30BAHME BJIOXKEHHLIX B MOAMUCH A0KA3aTeNbCTB
coobweHune daiin, cogepxawmin cooblieHne;
BbIXOAHOM alin, B KOTOpbIM 6yayT 3anMcaHbl AaHHblE U3 COOBLLEHUS.
cdhan

Mpumeuanume: Ecnm B coobweHnn copepxutca ceptudukaT KOro-To M3 aBTOPOB MNOANUCEN, TO
NCMONb3YEeTCSH UMEHHO 3TOT cepTudmkar.

MpuMepbl:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MposBepuTb noanucb coobuweHuna "test2.msg"”, ncnonb3ys OAWH M3 HaWAEHHbIX CepTUPUKATOB B
xpaHunuwax "inyuee" ("My") u "Opyrve nonb3oBatenn" ("AddressBook") Tekywero nonb3oBaTens,
coaepxawmnx B nose "CybbekT" ("Subject") moacTtpoky “ivanov@bank.ru” n 3anmucatb coaepxumoe
noanucaHHoro coobuweHus B gann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepuTb BCe mnoanucm coobuweHns "test2.msg", ncnonb3ys ceptudumkaTbl, Ccogepxalimvecs B
coobuweHnun. Ecnn pgna kakoh-nubo noanucu B coobuieHun ceptudukaT He yaanoCb HaWTu, TO
noanucChb npoBepeHa He 6yaer. KpoMe 3Toro, mMpoBepuTb LWITaMM BPEMEHW Ha MNoAMMCaHHble AaHHbIe
(noanucaHHbm aTpubyT) M NpoBepuTb, 4YTO6bLI 3TOT wWTamn 6bU1 BbigaH He paHee, 4YeM Tpu vaca
Hasag.

Job6aBuTb HeNoANMCaHHbIM aTpubyT B MOAMUCHL MOXHO C MOMOLLbIO KOMaHAbI
-addattr <KNC1> [-attr <aTtpnbyT>]n pa3 <coobuweHune>

KMNC1 KIC asTopa noanucu;
-attr pobaBuTb HenoaAnUCaHHLIM aTpMbYT B NOAMNUCH;
aTpubyt "<OID>,<dann c 3akoAnMpOBaHHbIM coAepXuMbM aTpubyTa>"(npumep:
"1.2.3,attr.bin");
—-coobuweHune daiin, cogepxawmm coobuieHune.

MpuMeyaHue: Mcnosb3yeTcss WUCKAOUYUTENbHO ANns Aob6aBfieHnss HenoAnMcaHHoro aTpubyTa B
noAnucaHHble coobweHus. Ons TEKCTOBbLIX UK ApYyrux ¢ainoB He paboTaeT.

2.6. Pabota ¢ cepmdpmkaTamm
CkonunpoBaTb CcepTuUdUKaTbl B 3aaHHOE XPaHWINLWLE MOXHO C MOMOLLbO KOMaHAbI
-copycert <KMNC> [-{dm|du}[<uma>]|-df <dann> [-der]]

KNC KIIC, koTopble Hafo CKONMPOBaThb;
12
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-dm
_du*
nms
-df
cdain
-der

KonuposaHue B xpaHunuuwe komnbtoTepa (LOCAL_MACHINE);
KonupoBaHue B xpaHunuuwie nonb3oaTens (CURRENT_USER);
Ha3BaHMe KOHEYHOro XpaHwauwa (no ymonyanuio “My”);

B KayecTBe xpaHunuwa umcnosnbdyeTrcsa dann ceptudukaTa;

nmsa danna;

ncnonb3oBaTtb ¢popmat DER BMecTo BASE64 (Tonbko ¢ kntoyom -df).

MpumeuaHme: Ecnm ykasaH knatod -df, To, B cry4yae, ecniMm HavgeH TONbKO oAuH ceptudukar,
co3fgaeTcsa dann Tmna «.cer», nHaue - «.p7b».

Mpwumep:

cryptcp -copycert -u -df a:\MyCerts.p7b
KonupyeT BCe cepTudukaTbl XpaHunuwia <«JIndHble» («My») Tekylwero nosb3oBaTens B dann
«a:\MyCerts.p7b» (B koanposke BASE64).

CkonupoBaTb cepTuduKkaT U3 KIKYEBOro KOHTelHepa B 3a4aHHOEe XpaHWauvLLE MOXHO C MOMOLLbIO
crnepylouen KomaHabl

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <koOHTelHep>]
[-ku]-km] [-ex|-sg] [-{dm]|du}[<uma>]|-df <dain> [-der]]

-provtype ykasaTb Tvn kpuntonposangepa (N) (no ymonuyaHuio 75);
-provhame ykasaTb uMsa Kpuntonposangepa (CSP);
-cont 3ajaTb MMS KJIOYEBOrO KOHTEeWHepa (Mo yMOM4YaHuK BbIGOp M3 cincKa);
-ku* wucnonb3oBaTb KoHTelHep nonb3oBaTens (CURRENT_USER);
-km uncnonb3oBaTb KoHTeMHep koMmnbioTepa (LOCAL_MACHINE);
-ex* ucnosnb3oBaTb KN4 Ans obMeHa 3awnbpoBaHHbIMU AAHHBIMU;
-Sg WCMonb3oBaTb K4 Ansg paboTbl C NOAMUCSAMU;
-dm «konupoBaHue B xpaHunuuwe komnbtoTepa (LOCAL_MACHINE);
-du* konupoBaHue B xpaHunuuwie nonb3osaTens (CURRENT_USER);
MMA  Ha3BaHME KOHEYHOro XpaHunuwa (no ymon4yauuo “My”);
-df B KauecTBe XpaHUNMLLA MUCMOSb3yeTcs coobleHre unn dan ceptudmkaTa;
cdamn  uma danna;
-der wucnonb3oBaTb hopmMaT DER BMecTOo BASEG4.
MpumeuaHue: Ecnn onuua -provhame He ykasaHa, To 6yaeT wucnonb3oBaH npoBanaep no

YMOJI4aHUIO yKasaHHoro tuna (-provtype). [na onepauunoHHbIXx cucteMm cemenctea UNIX B kadecTBe

napameTpa onuuu

-cont Heobxoammo YKa3biBaTb WMM4A KOHTeVIHepa BMeCTe CO CyuTbiBaTenem B

dopmate “\\.\mmMsa_cuutbiBaTens\ums_koHterHepa” (Hanpumep “\\.\HDIMAGE\cont_name").

Mpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

KonunpyeT cepTudumkaT w3 KAOYEBOro KOHTenHepa «WebServer» kpunTtonpoBangepa no
yMon4aHuio ans tuna 75 nokanbHoro komnbtoTepa B dann "a:\WebServer.cer" (B koanposke DER).
Yaanutb cepTuUduKaT U3 XpaHunuwa MOXHO KOMaHAOM
-delcert <KMNC> [-yes]

KMNC KIC ygansembix cepTudumkaTos;

-yes aBTOMaTU4YeCKM OTBe4YaTb Ha BCe BOMPOCHl «[a».
Mpumep:
cryptcp -delcert -m -dn OldServer
Ypanser Bce ceptudukatbl XpaHumnuwa  «JluyHble» («My») n0OKanbHOrO  KOMMblOTEpa,

cogepxawme B none «Subject» noactpoky «OldServer».
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2.7.

PaboTa c 3anpocamm Ha cepmdukaTt

KomaHaa ans co3gaHns 3anpoca cepTudumkaTa u coxpaHeHue ero B danne PKCS #10.

-creatrgst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex]|-sg|-both] [-ku|-km]
[-cont <umna>] [-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

RDN

[-ext <pacwupeHune>]n pas <uma danna>

cnucok umeH nonen RDN (Hanpumep: CN, O, E, L) u nx 3HauyeHui
Bmaa: <Mmalonsl>=<3Haueunellonal>[, <Umallona2>=<3Hayeumnellona2>

2]

ykasaTb Tun kpuntonposangepa (N) (no ymonuaHuiwo 75);

-provtype
-provname ykasaTb uMmsa kpuntonposargepa (CSP);
-nokeygen 1cnosb3oBaTh CYLWECTBYHOLME KJTHOUM U3 YKA3aHHOIO KOHTenHepa;
-SMIME Bk/104YMTb BO3MOXHOCTM S/MIME (no ymonyaHuio — HeT; Tonbko Windows);
-exprt noMeTuUTb KJKYM KaK 3KCMOPTUPYEMbIE;
-keysize ycTaHOBWUTbL AnnHY Kao4da (n);
-hashAlg 3azaTb anropuTMm X3LWMPOBaHUS
OID OID anroputMa xawupoBaHua: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 anda TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ana NOCT P 34.11-2012 512 bit
-ex Cco034aTb/MUCcnonb3oBaThb KAOUYM ANns obMeHa 3awndpoBaHHBIMU AAHHbLIMU;
-Sg C034aTb/MCMNONb30BaTh KAKOYN TONBKO Ans paboTbl € NOANUCAMMU;
-both* co3aaTb/ncnonb3oBaTb 06a TUNa KOYEN;
-ku* ucnonb3oBaTb KoHTerHep nosib3oBaTens (CURRENT_USER);
-km wucnonb3oBaTb KOHTeNHep kKomnbioTepa (LOCAL_MACHINE);
-cont 3azaTb MMS K/IIOYEBOro KOHTerHepa (ecnv 3agaHa onuua -nokeygen mn He
3agaHa onuusa -cont - BbIBOp M3 cnucka);
-silent reHepauus kntoua 6€3 NONL30BATENBCKOrO MHTEpdENCa KpuntTonpoBanaepa;
-askpin 3anpawwuBaTb Naposb NMpuU CO34aHUM KIHOYEBOI0 KOHTENHEepa C KOHCOJM
(Tonbko UNIX);
-pin yCTaHOBWUTb NapoJib NP CO34aHMM KAKYEBOro KoHTenHepa (Tonbko UNIX);
naposib naposib K Kjto4eBOMYy KoHTenHepy (Tonbko UNIX);

-certusage 3ajaTb HasHayveHusa ceptudukata (OIDs). ECim Ha3HaYEeHUN HECKOJSIbKO, TO
nx HeobxoamMMO yKasaTb yepes 3anatyt (Hanpumep, “1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2");

-requestlic 3anpocutb cepTudmkaT, cogepxawnii pacluMpeHne C ML eH3nen Ha
Kpuntolpo CSP. YL aosxeH 6bMb HAaCTpPOEH Ha Bblga4vy TakKuX
cepTudmKaToB;

-der wucnonb3oBaTb popmaT DER BMecTO BASE64;
-ext pgob6aBuTb paclumMpeHue K 3anpocy;
pacwmpeHue uMs dalina C 3aKoAMpoBaHHbIM pacwmpeHnem (BASE64 wnnu DER);

mmsa cpanna

NMpumeuyaHue:

Ecnn onuwusa

nmsa cdaina, B KOTOPOM criegyeT COXpaHUTb 3anpoc.

-provhame He yka3aHa, To 6yaeT ucnoab3oBaH npoBanaep Mo

YMOJI4aHUIO yKasaHHoro tuna (-provtype). [danee, ecsim He ykasaHbl onuuu -nokeygen m -cont, To
MMS KOHTEeWHepa CreHepupyeT KpuntonpoBangep. [Ons onepauunoHHbIX cuctem cemenctea UNIX B
KayecTBe NapaMeTpa onuuu -cont Heob6xoaMMO yKasbiBaTb MMsSi KOHTEeMHEepa BMECTE CO CUMUTbIBATENEM
B dopmaTe “\\.\umsa_cuutbBatena\mmsa_xkoHtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

Mpwumep:

cryptcp -creatrgst c:\request.der -provtype 75 -cont Ivanov -dn "E=ivanov@bank.ru,
CN=WBaHoB TleTp" -both -ku -provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider"

CoszpaTtb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=VBaHoB [MeTp", NCNONb3ys OTKPbTbIA KAKOY,
CreHepupoBaHHbIN B KOHTelHepe "Ivanov" Tekylwiero nosnb3oBaTenss kpunrtonposanaepom "Crypto-Pro
14
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GOST R 34.10-2001 Cryptographic Service Provider" (tun - 75) wn coxpaHuTb ero B ann
c:\request.der B kogmpoBke Base64. HasHaueHus kawo4da - noanuchb m wndpoBaHme.

YcraHoBka cepTudunkaTta us panna PKCS #7 nnm danna ceptudunkara.

-instcert [-provtype <N>] [-provhame <CSP>] [-cont <uma>] [-ku|-km]
[-{dm|du}[<uma>]] [-noCSP] [-pin <naponb>|-askpin] <uma c¢danna>

-provtype ykasatb TUn kpuntonposangepa (N) (no ymonuanuiwo 75);
-provhame YykasaTb uMs Kpuntonposangepa (CSP);
-cont 3ajaTb MMA KJIIOYUEBOrO KOHTeMWHepa (Mo yMoJlYaHuio Bbibop M3
cnucka);
-ku* wuncnonb3oBaTb KOHTelHep nonb3oBatens (CURRENT_USER);
-km uncnonb3oBaTtb KoHTenHep kKoMmnbtoTepa (LOCAL_MACHINE);
-dm ycTaHoBKa B xpaHunuwe komnbioTepa (LOCAL_MACHINE);
-du* ycTaHoBKa B xpaHunuuwe nonb3osatensd (CURRENT_USER);
MMA Ha3BaHWEe KOHEYHOro XpaHuauuwa Aas yCTaHOBKM (MO yMOSYaHMIO
«My»);
-noCSP He coxpaHsaTb cepTudMKaT B KOHTENHEpe KpunTonpoBanaepa;
-askpin 3anpocuTb Maposib KAKYEBOro KOHTEMHepa € KoHconu (Tonbko UNIX);
-pin 3ajaTb Naposib K4YEBOro KoHTenHepa (Tonbko UNIX);
naposib Maposib K KAOYEeBOMY KOHTelHepy (Tonbko UNIX);
-enable-install-root He 3anpawuvBaTb pa3pelleHne Ha YCTAHOBKY KOPHEBOro cepTudukarta B
XpaHunuuwe <«JloBepeHHble KopHeBble LeHTpb» (Root) (Tonbko UNIX);
mma cdamna wums daiina, cogepxaliero ceptudukar

MpumeuaHnmne: Ecnm ykasaHa onuums noCSP, To onuum provhame, provtype, cont, km, ku
urHopupytTtcsa. Ecnm onumsa -provhame He ykasaHa, To 6yaeT ucCnosnb3oBaH npoBanaep no
YMOAYaHUIO yKasaHHoro Tuna (-provtype). [na onepauunoHHbix cucteMm cemerictea UNIX B kayecTse
napameTpa onuum -cont HeobxoAMMO yKasblBaTb WMMS KOHTEeMHepa BMecTe CO cuuTbiBaTenem B
dopmaTte “\\.\mmMsa_cuutbiBaTensa\umsa_koHterHepa" (Hanpumep, “\\.\HDIMAGE\cont_name").

N3BneyeHmne nHbopMaLumm 0 HaCTpoiMkax NapaMeTpPoOB YYETHbIX 3anNncei nosib3oBaTens Ha YL
-listDN [{-CA <appec LC>}|{-CPCA <apgpec LIC>} |{-CPCA20 <apgpec LIC>}]

-CPCA yka3saTb agpec Beb nHTepdemnca Kpuntollpo YL;
apapec YL Buaa \"http://xxx.yyy/zzz\" wnu \"https://xxx.yyy/zzz\";
-CPCA20 vyka3aTb agpec Beb nHTepdeinca Kpuntollpo YL, Bepcun 2.0;
apgpec YU sBuaa \"https://xxx.yyy/zzz/{folder}\";
folder o6o03Havaet GUID nanku YL, wnu nyTb nankum B nepapxmm nanok YL, npu atom
pasgenuteneM UMeH nanok B NyTW sBnseTcs cumeon ‘|’

Perncrpauusa nonb3osaTens Ha YL
-creatuser [-CPCA <appec YL >] [-field <ID nona = 3HauyeHue>]n pas

-CPCA yka3saTtb agpec Beb nHtepdeiica Kpuntollpo YL;

aapec YL Buga \"http://xxx.yyy/zzz\" wvnu \"https://xxx.yyy/zzz\";

-CPCA20 yka3aTtb agpec Beb mHtepdeinca Kpuntollpo YL Bepcumn 2.0;

appec YU Buga \"https://xxx.yyy/zzz/folder\"; folder o6o3HavaeT GUID nanku YL, nnn
nyTb Nanku B nepapxum nanok YU, npu aToMm pasgenuteneMm uMmeH nanok B
nyTn aBnseTcs cumeon ‘|’

-field po6asutb none B DN perncTtpuMpyemMoro nosb3oBaTens
ID nona waeHTudukatop nonas DN. Cnncok nmaeHTUUKaATOPOB MOXHO MOCMOTPETb
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KoMaHgomn cryptcp -listDN

MpuMmeuvaHue: [lpy ycnewHOM BbINOJIHEHUM KOMaHAa BO3BpallaeT Mapkep BpeMeHHOro
AocTyna ansa ayteHtudukaumm Ha YL Kpuntolpo n naponb K Mapkepy BPeEMEHHOro AocCTyna

[MpoBepuUTb, 3aperncTpmMpoBaH N1 noab3oBaTesib Ha YU

-checkreg -token <ID mapkepa> -tpassword <naponb> [-CPCA <apgpec YL >]

-token
-tpassword
-CPCA

aapec YL
-CPCA20

aapec YL

3a4aTb MapKep BpeMeHHOro A0CTyna Ans NpoBepKu cTaTyca
3a4aTb Napo/lb K MapKepy BPeEMEHHOro A0CTyna

ykasaTtb agpec Beb nHtepdenca Kpuntollpo YL,

nHa4e 310 agpec "CP CSP Test CA": https://cryptopro.ru/ui
Buaa "http://xxx.yyy/zzz" vinn "https://xxx.yyy/zzz"
yKasaTb agpec Beb nHtepdenca Kpuntollpo YL Bepcum 2.0,
nHaye 3710 agpec "CP CSP Test CA": https://cryptopro.ru/ui
Buaa "https://xxx.yyy/zzz/

Co3gaTb 3anpoc Ha cepTudUKaT, OTNPaBUTb €ro B LEHTP CeEPTUDUKALUKU, MOAYYUTb BbIMMUCAHHBIN
cepTUdUKAT M YCTAHOBUTbL €rO.

[nyTb]cryptcp -creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-{eXx|sg|both}]

[-cont <uma>] [-ku|-km] [-certusage <OIDs>] [{-CA <appec LLC>} |{-CPCA <aapec YL >}]
[-requestlic] [{-token <ID TokeHa> -tpassword <naponb>}| -clientcert KIMncC1 ]
[-{dm|du}[<uMma>]] [-noCSP] [-silent] [-pin <naponb>|-askpin] [-keysize <N>]
[-FileID <Uma c¢danna>] [-ext <pacwupeHue>]n pas [-enable-install-root]

RDN

-provtype
-provhame
-SMIME

-nokeygen
-exprt
-keysize
-hashAlg
oID

-ex
_Sg

-both*
-ku*

-km

-cont
-certusage

-CA

apapec LC

-CPCA
aapec YL
-CPCA20

cnucok umeH noneri RDN (Hanpumep: CN, O, E, L) n ux 3HayeHun sBmpa:
<Umalonsal>=<3HauveHunellonsal>[, <UmMalona2 >=<3HaueHunellons2>...]
ykasaTb Tun kpuntonposangepa (N) (no ymonuanuo 75);

yKasaTb umMs kpuntonposargepa (CSP);

BKJIOUYUTb BO3MOXHOCTU S/MIME (no yMon4aHuio - HeT; TONbKO
Windows);

NCNONb30BaTb CYLLECTBYOLWME KIIOYN U3 YKa3aHHOIo KOHTelHepa;
NMOMETUTb K/IIOUYM KaK 3KCNOPTUPYEMbIE;

YCTaHOBUTb ASINHY Kto4da (n);

3a4aTb aJroOpuTM X3 LUMPOBaHUS

OID anroputMma xawmnpoBaHusa: 1.2.643.2.2.9 ana N'OCT P 34.11-94
1.2.643.7.1.1.2.2 ansa F'OCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ana N'OCT P 34.11-2012 512 bit
€034aTb/MCNob30BaTh KUY ans obMeHa 3awmdpoBaHHbIMU LAHHBbIMU;
€034aTb/MCNONb30BaTb K/IOUYM TOMLKO AN paboTbl C noanncsaMu;
co3gaTtb/mncnosnb3oBaTbh 0b6a Tuna Kawyewn;

ncnonb3oBaTb KOHTenHep nonb3oBatens (CURRENT_USER);
NCnosb3oBaTb KOHTeWHep komnbtoTepa (LOCAL_MACHINE);

3a/aTb UMS KJIIOYEBOTO KOHTeMHepa (Mo yMOMYaHUIo BbIBOP M3 CMMCKa);
3afaTb Ha3HayvyeHus cepTtudukata (OIDs). ECnm Ha3zHaYeHUN HECKOSbKo,
TO UX HYXXHO yKasaTb Yyepes 3andaTyto (Hanpumep,
"1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2");

yKasaTb agpec ueHTpa cepTudukaumm, nHadye ato agpec “CP CSP Test
CA";

Buaa “http://xxx.yyy/zzz” vnu “\\cepsep\umallC"” (cM. "CuctemHbie
TpeboBaHua"”);

yKasaTb agpec Beb nHrepderica Kpunrtollpo YL;

Bmaa \"http://xxx.yyy/zzz\" wvnun \"https://xxx.yyy/zzz\";

yka3saTtb agpec Beb nHtepdeinca Kpuntollpo YL Bepcun 2.0;
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aapec YU Buga \"https://xxx.yyy/zzz\";
-tmpl 3azatb wWabnoH 3anpawmBaemMoro ceptudukaTa (Tonbko YL Kpuntollpo
Bepcum 2.0);
uMa  HasBaHue wim OID wabnoHa (Tonbko YU Kpuntolpo Bepcum 2.0)
-token wucnonb3oBaTb Mapkep BPEMEHHOro AOCTyrMna Ans ayTeHTudukaumm
Ha YL Kpuntollpo;
-tpassword 3agaTb Naposb K MapkKepy BpPEMEHHOro A0CTyna;
<KMNC1> wucnonb3oBaTb cepTudukaTt Ana ayteHtudbukaumm Ha YL, Kpuntollpo
(Tonbko ansa Unix);
-dm ycTaHoBka B XpaHunuuwe komnbtoTepa (LOCAL_MACHINE);
-du* ycTaHoBKa B XpaHunuuwe nonb3osatens (CURRENT_USER);
MMA Ha3BaHMEe KOHEYHOro XpaHunuuwa Ans ycTaHoBkKW (Mo ymondaHuio “My”);
-NOoCSP He coxpaHsaTb cepTUdMKAT B KOHTENHEpE KpunTonpoBanaepa;
-silent reHepaunsa knoua 6e3 nonb3oBaTeNbCKOro UHTepdeiica
KpunTonpoBanaepa;
-askpin 3anpawmBaTb Naposib NpM CO34aHUMN KJIIOYEBOI0 KOHTEMHEPA C KOHCO/M
(Tonbko UNIX);
-pin  yCTaHOBMWTb Naposib NP CO34aHUM KOUEBOro KOHTeNHepa (TOsIbKO
UNIX);
napoJsib napofb K Kjato4eBOMYy KoHTenHepy (Tonbko UNIX);

-requestlic 3anpocutb cepTudmkaT, cogepxawn pacluMpeHne C nmueH3nen Ha
Kpuntolpo CSP. YL, aomkeH 6bMb HAaCTpPOEeH Ha Bblaayvy Takux
ceptudmkKaTos;

-FileID wumMmsa danna, ncnonblyeMmoro ans 3anucu maeHtudumkatTopa 3anpoca B
cnyvae

-enable-install-
root

-ext
pacuwvpeHue

“oTnoxeHHon Bbigaun” ceptudukata (cm. -pendcert). Ecnu dann He
yKa3saH, T0 ngeHtudukatop byaeT BbiBEAEH Ha dKpaH.
He 3anpalwvBaTh pa3pelleHne Ha YCTAaHOBKY KOpHeBOro ceptudukarta B

xpaHunuuwe “[loBepeHHble KOopHeBble LeHTpbl” (Root) (Tonbko UNIX);
nobaBUTb pacluMpeHMe K 3anpocy;
uMsa darna ¢ 3aKkogMpoBaHHbIM pacwupeHnem (BASE64 wnn DER);

MpumeuaHme: Ecnm onuus -provhame He yKasaHa, To 6yaeT wucnosb3oBaH MnpoBanaep ro
YMOJIYaHUIO yKasaHHoro tuna (-provtype). [danee, ecnm He ykasaHbl onuuu -nokeygen m -cont, To
MMS KOHTelHepa creHepupyeT KpunTonposangep. [Ons onepauuoHHbiXx cuctem cemenctea UNIX B
KayecTBe NapaMeTpa onuuu -cont Heob6xoaMMO yKasbiBaTb MMsS KOHTEMHEpa BMECTEe CO CUMTbIBATENEM
B dopmaTe “\\.\umsa_cuutbBatena\mmsa_xkoHtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

NMpoBepuTb, He BbINyLWEH M cepTuduKaT, 3anpoc Ha KOTopbi 6bi1 OTNpaB/ieH
paHee, NONYYUTb BbIMUCAHHbLIM CepTUdMKAT U YCTAHOBUTb €ro.

-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <uma>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <apgpec LIC>} ]
[{-token <ID TokeHa> -tpassword <nmaponb>} | -clientcert KINC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-FileID <Umsa ¢aiina>]

[-pin <maponb>|-askpin]

-provtype
-provhame
-cont

-ku*

-km

-CA

yKkasaTb Tvn kpuntonposangepa (N) (no ymonuanuwo 75);

yKasaTb umsa kpuntonposangepa (CSP);

3aflaTb UMS KJHOUYEBOro KOHTeMHepa (Mo YMOMYaHUIo BbIGOP M3 CMMCKa);
MCNoNb30BaTb KOHTelHep nosnb3oBatens (CURRENT_USER);
Mcnonb3oBaTb KOHTenHep komnbioTepa (LOCAL_MACHINE);

yKasaTb agpec ueHTpa ceptudukaumm, nHadve ato agpec “CP CSP Test
CA";

appec LUC Buaa “http://xxx.yyy/zzz” vnn “\\cepsep\umallC” (cM. "CuCTEMHbIE
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-CPCA
aapec YU
-CPCA20
aapec YLI}
-token

-tpassword
<KMnci>

-dm
-du*
nma
-noCSP
-FileID

-askpin

-pin

naponb
-enable-install-root

MpuMmeuyaHue: Ecnn

UrHOpUpYIOTCH.

napaMeTpa onuun

Ecnn onuunsa

TpeboBaHua”);

ykasaTtb agpec Beb nHtepdeica Kpuntollpo YLU;

Bmaa \"http://xxx.yyy/zzz\" wnn \"https://xxx.yyy/zzz\";

ykasaTtb agpec Beb nHtepdeica Kpuntollpo YL, Bepcun 2.0;

Buaa \"https://xxx.yyy/zzz/\";

MCMNONb30BaTb Mapkep BpeMEHHOro AoCTyna Ana ayTeHTudukaymm

Ha YU Kpuntollpo;

3a4aTb Naposib K MapKepy BpeMeHHOro A0CTyna;

MCNONb30BaTb cepTudukaT ans ayteHTudunkauum Ha YL Kpuntollpo
(Tonbko ans Unix);

ycTaHoBKa B XpaHunuue komnbtoTepa (LOCAL_MACHINE);

yCTaHoBKa B XpaHunuuwie nonb3oBatens (CURRENT_USER);

Ha3BaHWEe KOHEYHOro XpaHuauwia Ans ycTaHoBku (Mo ymon4vauuio “My”);
He COXpaHATb cepTudunKkaT B KOHTENHEpPe KpunTonposangepa;

umMa daina, cogepxauwero naeHTndumnkaTop 3anpoca. Ecnm He dann He
yKasaH, TO ngeHTudukaTop Hy>XHO 6yaeT BBECTU BPYUHYIHO.

3anpoCcuTb NMapoJib KAKYEBOro KOHTEMHepa ¢ KoHconu (Tonbko UNIX);
3a4aTb Naponb KN4YeBOro KoHterHepa (Tonbko UNIX);

naposib K KA4YeBOMYy KOHTelHepy (Tonbko UNIX);

He 3anpalmBaTh pa3pelleHne Ha YCTaHOBKY KOpHeBOro ceptudukarta B
XpaHunuwe “loBepeHHble KopHesble LeHTpbl” (Root) (Tonbko UNIX);

ykasaHa onuua noCSP, To onuuu provname, provtype,
-provname He YykKasaHa,

cont,

dopmaTe “"\\.\numa_cuntbiBaTenda\mmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

2.8.

KoManaa ons pabotbl € cepuinHbIM HOMEPOM NnueH3un (Tonbko ans Windows)

CoxpaHuUTb/MoKasaTb CEPUIHBIA HOMED NNLLEH3UN.

-sn [<cepuitHbIii HOMep>]

CepUiHbIX HOMEp CEpPUNHbLIN HOMEpP, KOTOPbIN HEOBX0AMMO COXPaHUTb (MOXHO yKasbiBaTb

MpuMmeuyaHue: [ns Toro Ytobbl NOCMOTPETL COXPAHEHHbLIA CEPUIHDBIA HOMEpP, AOCTAaTOYHO yKa3aTb

KaK C pasgenutensiMu, Tak n 6e3 Hux).

KoMaHay -sn 6e3 napameTpa. B onepauunoHHbiX cuctemax cemenctea UNIX komaHaa
MCMoNb3yeTcs.

Mpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIi CEPUNHbIA HOMEpP JINLLEH3UM Ha KOMMbIOTEpE.

2.9. yCOBeleJeHCTBOBaHHaFI SNIEKTPOHHAasA noArn1cb

MpunoxeHne KOMaHOHOWM CTPOKM  MNoAdepXMBaeT  BO3MOXHOCTb  CO34aHUS  YJIyUdLIEHHOM
3NIEKTPOHHON noAanucKu, cooTBeTcTBywen cTaHaapty CAdES (cm. RFC 5126 "CMS Advanced

Electronic Signatures (CAdES)"). Mcnonb3oBaHue ¢dopMaTa yCOBEPLIEHCTBOBAHHOM MNOAMUCU MMeeT

3Ha4YuUTENbHbIE NpeuUMyLLeCcTBa, obecneymBas:

km, ku
To 6ypeTr wucnonb3oBaH npoBavgep nNo
YMONYaHUo ykasaHHoro tuna (-provtype). [na onepauunoHHbIXx cucteM cemenctBa UNIX B kadecTBe
-cont HeobxoAMMO yKa3blBaTb WMS KOHTENWHepa BMeCTe CO CYMUTbiBaTeNlEM B


http://www.ietf.org/rfc/rfc5126.txt
http://www.ietf.org/rfc/rfc5126.txt

XKXTAN.00087-03 93 01. Kpuntollpo CSP. MNMpunoxeHne KOMaHAHOM CTPOKMU

e [0Ka3aTeNIbCTBO MOMEHTA MOAMUCU AOKYMEHTA U AENCTBUTENIbHOCTU cepTuUdMKaTa Kitoua
NoAMMCKU Ha 3TOT MOMEHT;

e OTCYTCTBME HEOBXOAMMOCTM CEeTEBbIX 06palleHnit npu NpoBepke NOAMNUCH;

e ApXVMBHOE XpaHEHWe 3NEKTPOHHbIX AOKYMEHTOB;

e MPOCTOTY BCTPanBaHus.

Ons pokasaTenbCcTBa MOMEHTa MOAMUCU WUCMONb3YKTCS LWTaMnbl BPEMEHM, COOTBETCTBYHOWME
MexayHapoaHol pekomeHgauum RFC 3161 "Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)".

[JokazaTtenbCTBa [AeWUCTBUTENbHOCTM cepTudukata B MOMeHT noanucu obecneymBaroTcs
B/IOXKEHWEM B PEKBU3UTbl AOKYMEHTa Lenodkn ceptudumkaTtoB A0 AoBepeHHoro YL n OCSP-oTBeTOB.
Ha >Tu gokasaTenbCTBa TakXe MoslydyaeTcs WTaMmn BPeMEHW, NOATBEPXAAMWMA UX LLeNOCTHOCTL B
MOMEHT MpPOBEPKMW.

MpuM Takux yCNoBUSAX MOSABAAETCS BO3MOXHOCTb MPOBEPUTbL MNOAMUCH B peXuMe OTCYTCTBUS
ceTeBbIX COeAMHeHWn, pocTyna K cnyxbam OCSP u cnyxbam wrTaMnoB BpeMeHU. Takxe BCA
JononHuTenbHas wHdoOpMauus XxpaHuTca B pekBumsuTax danna noanmcu, 4dto Tpebyetca ans
ApPXMBHOIO XpaHEeHMUs! 3J/IEKTPOHHbIX AOKYMEHTOB.

Ons wucnonb3oBaHua dopMaTa YCOBEpLIEeHCTBOBAHHOW MOAMUCKU peasin3oBaHa BO3MOXHOCTb
MPUMEHEHNsT cneuuasbHblX MapaMeTpoB MpW CO34aHuM, [06aBNEHUM U TMPOBEPKE 3JIEKTPOHHbIX
noanucen.

Cnepytowime atpmbyTbl MOXHO MCMOAb30BaTb Npu paboTe C NoanUCAMU:

-xlongtypel wucnonb3yetcsa ¢dopmat nognmucm CAdES-X Long Type 1
-cadesTSA vyka3sbiBaeTcs cnyxba wramnos BpemMenn ans nognucu CAdES-X Long Type 1
-nocades VCKJlOYAETCA UCMOJIb30BaHNE BJIOXKEHHbBIX B MOAMUCH AOKAa3aTesbCTB

MpumeyaHue: [na paboTbl C YCOBEPLWEHCTBOBAHHOMW MNOAMUCHLID HEo6XoAMMO Hanuyme Ha
kKoMnbtoTepe nonb3oBatens MO Kpuntollpo TSP Client n Kpuntolpo OCSP Client ¢ gencrteytowmumm
JIMUEH3USAMMN, KOTOpble BBOAATCS vepes ynpasnenue nuyeHsnamm Kpuntollpo PKI.

Mpumep:
cryptcp.exe -sign -dn "CN=WBaHoB MNeTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn

Co3paTtb noanucbk ¢opmata CAdES-X Long Type 1 gnsa danna test.txt, nmcnonbsys 3akpbirbii
K/II0UY, CBSA3aHHbIM C cepTudUKATOM XpaHunuuwa <«JInyHble» («My») Tekywero nosb3oBaTens,
cogepxawmm B none «CybbekT» («Subject») noactpoky «MBaHoB [eTp», C MpOBEpPKON LENOYKM
HangeHHbIX CcepTU@UKATOB, UCMONb3Yya CNyX6y wTamnoB BpeMeHu http://tsp.test/tsp_root/tsp.srf, n
coxpaHuTb pesynbtaTt B dann test.txt.logn_sgn
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3. Bo3BpaluaeMble koAbl OLLMOOK

Kon Kopn

ownbkn ownbkmn OnucaHue ownbkun

(DEC) (HEX)
536871012 20000064 | Mano namsaTun
536871013 20000065 | He yaanocb OTKpbITL hann
536871014 20000066 | Onepaunsa 0OTMEHEHa NOJIb30BaTeNEM
536871015 20000067 | HekoppekTHoe npeobpa3oBaHne BASE64
536871016 20000068 | Ecnm ykasaH napameTp '-help’, To Apyrnx 6bITb HE J0HKHO
536871017 20000069 | ®ann ciMwkKom 60/1bLION
536871024 20000070 | Mpowu3soLina BHYTPEHHsSsS olimbKa
536871112 200000C8 | Yka3aH nuMwHun dann
536871113 200000C9 | YKka3aH Heun3BeCTHbIV KoY
536871114 200000CA | Yka3aHa NMWHAS KOMaHaa
536871115 200000CB | nsa kno4ya He yka3aH napameTp
536871116 200000CC | He yka3aHa KOMaHAa
536871117 200000CD | He yka3aH He06X0AMNMbIN K/THOY &
536871118 200000CE | Yka3aH HEBEPHbI KOY :
536871119 200000CF | NapameTpoM kn4a '-q' 4O/HKHO 6bITb HAaTYypasbHOE YNCI0
536871120 200000D0 [ He yka3aH BxoaHOW dhann
536871121 200000D1 | He yka3saH BbixoaHOW dhann
536871122 200000D2 | KomaHpa He ncnosb3yeT napameTp c uMeHeM danna
536871123 200000D3 [ He yka3aH davn coobuieHus
536871212 2000012C | He ynanocb OTKpbITb XpaHuanuie cepTMdnKaToB:
536871213 2000012D | CepTudukaTtbl He HalaeHbl
536871214 2000012E | HanpeHo 6onee ogHoro ceptndumnkarta (kawoy '-1")
536871215 2000012F | KomaHaa noapa3symeBaeT MCNoib30BaHME TOJIbKO 0OAHOro ceptudurkaTra
536871216 20000130 | HeBepHO yKa3aH HOMep
536871217 20000131 | HeT ncnonb3yemsbix cepTnUdKaToB
536871218 20000132 | JaHHbIV cepTUdMKAT HE MOXET NPUMEHATbBCS A1 3TOW onepaunm
536871219 20000133 | Llenoyka cepTndurKaToB HE NpoBEpPEHa
536871220 20000134 | KpunTonpoBanaep, NoAAepPXXmBatoLWwmi Heo6X0AUMbIN aJITOPUTM HE HaaeH
536871221 20000135 | Owmnbka npuv BBOAE Napossd HA KOHTENHep
536871222 20000136 | He yaanocb NONy4YmTb 3aKpbIThI KAOY cepTuUduUkaTa
536871312 20000190 | He yka3zaHa Macka danios
536871313 20000191 | Yka3aHbl HECKOJIbKO MacokK aiinos.
536871314 20000192 | ®annbl He HANAEHbI
536871315 20000193 | 3apgaHa HeBepHas Macka
536871316 20000194 | HeBepHbIl X3 W
536871412 200001F4 | Kntoy '-start' ykasaH, a BbIXOAHOMW pann HeT
536871413 200001F5 | Cogepxunmoe hania - He noANUCaHHOE CoobLeHne
536871414 200001F6 | HensBeCTHbIN anropnTMm No4NMCK
536871415 200001F7 | CeptudukaT aBTopa NnOANNCKY HE HANAEH
536871416 200001F8 | Moanuck He HalaeHa
536871417 200001F9 | NMoanucb He BepHa
536871418 200001FA | LUTamn BpeMeHU He BepeH
536871512 20000258 | Coaepxumoe danna - He 3alimnd poBaHHOEe coobLieHne
536871513 20000259 | HensBeCTHbIV @aNropuTM WK poBaHUSA
536871514 2000025A | He HanaeH cepTUMUKAT C COOTBETCTBYHOLLMM CEKPETHbLIM K/IIOYOM
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536871612 200002BC | He yaanocb niuumnanmamposatb COM
536871613 200002BD | KoHTeWHepbl HE HalaeHbl

536871614 200002BE | He yaanocb nosly4nTh OTBET OT CEpPBEpa
536871615 200002BF | CepTudukaTt He HangeH B OTBETE cepBepa
536871616 200002C0 | ®ann He coaepXxutT naeHtTudukaTop 3anpoca:
536871617 200002C1 | HekoppekTHbii agpec LIC

536871618 200002C2 | Nony4yeH HeBepHbI Cookie

536871619 200002C3 | LIC oTknoHmA 3anpoc

536871620 200002C4 | Owwmnbka npun nHnymanmsaumm CURL
536871712 20000320 | CepUMNHbI HOMEP COAEPXMUT HEAOMYCTMMOE KOJIMYECTBO CUMBOJIOB
536871713 20000321 | HeBepHbI KOA NPOAYKTa

536871714 20000322 | He yaanocb NpoBEPUTL CEPUNHDIN HOMEP
536871715 20000323 | He yaanocb COXpaHUTb CEPUNHBIN HOMED
536871716 20000324 | He yaanocb 3arpysmtb CEpUNHbI HOMED
536871717 20000325 | JlnueH3nsa npocpoYveHa

MpuMmeuvaHune: Kpome KOAOB, NpuMBEAEHHbIX B Tabnuue, MPpUNoOXeEeHNE MOXET

BO3BpawaTb Koa nobon cucteMHom owmnbkm Windows.
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