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AHHOTaUuUs

Hactoswee PykoBoacCTBO coaepxuT obllee onucaHve cpeactsa Kpuntorpaduyeckom
3awmTbl  MHGopmauun Kpuntollpo CSP v. 3.9 (OKTAM.00083-01) v pekoMeHgauum no
mcnonb3oBaHmio CK3U B pasnnyHbIX aBTOMaTU3NPOBAHHbIX CUMCTEMaX.

B 3aBMCMMOCTM OT KOMMJEKTaUuuM M WCNOMb3yeMOM MNpOrpaMMHO-annapaTHOW cpeabl
dyHKuMoHmnpoBaHus CK3M cnepyeT pyKOBOACTBOBATbLCS TakXxe AokyMeHTamm [9] - [19].

NHCTpyKumn aAMUHUCTpaTopam 6e3onacHocTn " nosb3oBaTesnsam pa3nYHbIX
aBTOMaTM3MPOBAHHbIX cUcTeM, mcnonbayowmx CK3U Kpuntolpo CSP, aonxHbl paspabaTtbiBaTbCs C
y4yeToM TpeboBaHuii HacToswero PykosoacTtea

Cnu1CcoK coKpaLleHNi

CRL Cnuncok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)
IETF Internet Engineering Task Force

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

rMa TMBKMUN MarHUTHLIN AUCK

Acy JaTtunk cny4darHbix ymucen

HDD XXecTKku MarHUTHbIN AUCK

HCAO HecaHKLMOHNUPOBAHHbIA AOCTYN

ocC OnepauunoHHas cuctema

MAK lMporpaMMHO-annapaTHbI KOMMNEKC

MNK3n MoacucremMa kpunTorpaduyeckon 3awmtbl MHHOPMaLnm

no MporpamMmmHoe obecneyeHune

Perncrpaums MNMpucBoeHne onpeaeneHHbix aTpnbyTos (aapeca, HoMepa Kio4a, npas

MCNO/Ib30BaHNA U T.M.) abOHEHTY

PernameHT COBOKYMHOCTb MHCTPYKLUUWI U APYIOM pernaMeHTupyrowen JoOKyMeHTaumm,
obecneumBatowen GyHKLUMOHMPOBaHNE aBTOMAaTU3MPOBAHHON CUCTEMbI BO
BCEX pexumax.

CepTtudukar DNEKTPOHHbIN AOKYMEHT, MOATBEPXAAIOLWMIA NPUHAANEXHOCTb OTKPLITOrO
K/0Ya UK KJIoYa NPOBEPKU SNEKTPOHHOM MOAMUCK U ONpPeAENEHHbIX
aTpMbyTOB KOHKPETHOMY aboHEHTY

CepTndurkaumsa Mpouecc n3rotoBneHns cepTudmkaTa OTKPbITOrO Ktoya Uan Kioda
NpOBEPKN 3NEKTPOHHOM noanucu aboHeHTa B LeHTpe cepTudukaumm

CK31 CpeactBo kpunTorpadunyeckon 3awmTbl MHpopMauumn

CcocC Cnucok oTo3BaHHbIX cepTudunkatos (Certificate Revocation List)

cC CnpaBOYHUK CEPTUPMKATOB OTKPbITbIX K/IOUEN U KIKOYeNn NpOBEPKU
3NEeKTPOHHOM noanucu. CeTeBol CNpaBoOYHUK.

CoK Cpena pyHKUMOHMPOBAHMS KOMMJIEKCa

LC Llentp Ceptudmkaumm YL

vyl YpoctoBepsowmi LieHTp

P LleHnTp Perncrpaunn YU

34 DNEeKTPOHHbIN AOKYMEHT

2N DNeKTPOHHasa NoAnnchb
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OCHOBHblEe TEPMUHbI U NOHATUSA
ABTOMaTM3MpoBaHHas MHhOPMaLMoHHas cucTeMa

KoMnnekc mporpaMMHbIX U TEXHUYECKUX CPeAcTB, NMpefHasHaueHHbIX Ansi cbopa, XpaHeHWusi, nmoucka U
BblAauun MHdopMaumm no 3anpocam.

ABTOMaTM3npoBaHHas cucrema

CucteMa, cocToswass W3 MepcoHana M KOMMJeKca CpeacTB aBTOMaTu3auuMu ero  AesiTefbHOCTY,
peanusytowas MHHOOPMALMOHHYO TEXHOSIOMMIO BbIMOSIHEHMS YCTAaHOBMIEHHbIX (PYHKLMA.

ABTOPCTBO MHMOPMaLIMK

OAHO3HauYHOE COOTBETCTBME MeXAy coAepxaHueM u/unu ¢popmol nHdbopMaunmn n cybbekToM (06bekToMm),
copMupoBsaswnM 3Ty MHbOpMaumio. [na nonb3oBaTens aBTOPCTBO MOSYYEHHOMW MM U3 CUCTEMbl WK
KaHana cBs3W WHGPOpMauMM O3HavaeT OAHO3HAYHOe YCTaHOBMIEHME MCTOYHMKa, CPOpMMpOBAaBLUErO 3Ty
MHpopmauuio (ee aBTopa).

AKTyanbHOCTb MHdOpMaLnm

CBOMCTBO MH(MOPMaUUM COXpaHSaTb CBOM CBoMCTBa (LEHHOCTb) Ans cybbekTa (nosib3oBaTesisl) B TeYeHue
onpeAeneHHoro nepmoaa BpeMEHMU.

AaMuHUCTpaTop 6e3onacHocTu

CybbekT pocTyna, OCHOBHOWM 0643aHHOCTBIO KOTOpPOro sBnsercs obecnedeHune 6He3onacHOCTU
KOHbMAEHUMANbHOW CBSI3M Ha TOM y4yacCTKe CETW, KOTOpYH OH KypupyeT. CuctemMa aAMMHUCTPATUBHOIO
ynpaBneHnss 6e30nacHOCTbI0  BKOYaeT B Cebss  KOMMIEKC OpraHM3auMOHHO-TEXHUYECKUX  Mep,
HanpaB/ieHHbIX Ha obecneyeHrne KOHDUAEHUNANBHOCTU CBS3N.

OCHOBHbIe HarnpasfeHus AeaTeNbHOCTU agMUHUCTpaTopa 6e3onacHocTH:
- KOHTPOJ1b LENOCTHOCTN NpPOrpaMMHOro obecneveHus;

- yrnpaBfeHue K/IYEeBOW CUCTEMOW: XpaHeHue, BBOA B AENCTBME W CMeHa KJ/l4el Mnosb3oBaTenen,
reHepauus 3aKpbITbIX M OTKPbITbIX K/OYelr MNOoAMUCKU Mofib30BaTeNnen, KJKYen 31eKTPOHHOW noanucu,
Kto4Yen NpPoBEPKM 3N1EKTPOHHOM NOAMNUCH ;

- yrnpaBfieHMe AOCTYMNOM Mofnb30BaTeNel CUCTEMbl K MPOrpaMMHOMY obecneyeHuio U AaHHbIM, BKO4Yas
YCTQHOBKY W MNEpUOAMYECKYD CMEHY Maposfieil, YynpaBleHWe CpeacTBaMU 3aliMTbl KOMMYHUKaALWiA,
nepefaBaeMblX, XpaHUMbIX U 06pabaTbiBaeMbIX AAHHbIX.

AOMUHUCTPATOP 3aLUUTLI

Cy6beKkT AocTyna, OTBETCTBEHHbIM 3@ 3aluUTy aBTOMaTU3MPOBAHHON CUCTEMbl OT HECaHKLUMOHUPOBAHHOIO
[0CTyna K nHdopMauum.

AyTeHTUdunKaums

MpoBepka MPUHAANEXHOCTU Cy6beKTy AO0CTyna MNpeabsBlIEHHON0 UM MAeHTUdMKaTopa, NOATBEPXAEHME
NOASIMHHOCTU.

AyTeHTUdunKaumsa nHbopmaumnm

YcTaHoBMeHWE MNOANNHHOCTU MHAOPMaLMKU UCKITHUYUTENIbHO Ha OCHOBE BHYTPEHHEW CTPYKTypbl caMoi
MHGpOPMaUMM HEe3aBUCMMO OT WCTOYHMKA 3TOW WHQOpMauuu, YCTaHOBIEHWE 3aKOHHbIM Mony4yaTenem
(BO3MOXHO apbuTpoM) ddakTa, 4YTO nosydyeHHas WH@opMmaums Havbonee BepoATHO 6Oblna nepenaHa
3@KOHHbIM OTnpaBuTeneM (MCTOYHMKOM) M UYTO OHa MpPW 3TOM He 3aMeHeHa W He wuckaxeHa. Jliobbie
npegHaMepeHHble U crydaliHble MOMbITKN UCKaXeHUI nHbopMaunmn o6HapyXnBakTCsl C COOTBETCTBYOLLEN
BEPOSATHOCTHIO.

Be3onacHoCTb

CoCTOsIHME 3aLUMLLEHHOCTM >XM3HEHHO BAXHbIX WMHTEPECOB /NMYHOCTM, obliecTBa M rocyaapcrea oT
BHYTPEHHUX U BHELIHWX Yrpo3.

OTCcyTCTBME HEAOMYCTUMOr0 pUCKa, CBSA3AHHOIO C BO3MOXHOCTbIO HaHeceHus yulepba.
BesonacHocTb MHbOpMaumn (MHbopMaunmoHHaa 6e3onacHoCTb)

CocTosiHMe WHpopMauMmM, WMHPOPMALMOHHBIX PecypcoB U WMHMOPMALMOHHbLIX CUCTEM, MPU KOTOPOM C
TpebyeMoli BEpOSITHOCTbIO obecneunBaeTcs 3almTa MHhopMauum (AaHHbIX) OT YTEUKU, XULEHUS, YyTpaThl,
HECAHKLUMOHMPOBAHHOIO  YHUYTOXEHMUS, UCKaxeHus, Moaudukaumm (noadenku), KOMMpOBaHUS,
6nokupoBaHusa u T.Mm..

CocTosiHMe 3almleHHoCTn uHdopMaunu, obpabaTbiBaeMoli CpeAcTBaMU BbIUUCIUTENBHON TEXHUKU UK
aBTOMaTM3NPOBAHHOW CUCTEMbI, OT BHYTPEHHUX WU BHELIHMX Yrpo3.

BnoknpoBaHne nHbopmaumm
MpekpalleHre unm 3aTpyaHeHne A0CTyna 3aKOHHbIX Nofib3oBaTenei K nHbopmMauun.
Bepudukaums
YcTaHOBMIEHWE COOTBETCTBUS MPUHSTON M NepeaaHHON MHPOPMaUMM C MOMOLLbIO JIOFMYECKMX MEeTOA0B.

npouecc CpaBHeEHUA  ABYX ypOBHeﬁ CI'IeLJ,MCbVIKaU,I/WI cpencrts BbIUMC/IUTENTBHON  TEXHUKM nnn
ABTOMAaTU3NPOBAHHbLIX CUCTEM Ha HaANexaulee COOTBETCTBUE.

Bnageneu nHdopmaumm

CybbeKkT, OCyLeCTBASWNI BnageHne U nonb3oBaHWe uHdbOpMaunen wn peanusyowmii MNOJHOMOYUS
pacnopsXeHust B npeaenax npas, YCTAHOBJ/IEHHbIX 3aKOHOM WM/UNK CO6CTBEHHWKOM WHGOpMaLmK.
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Cy6bekT WHMOPMAUMOHHbLIX OTHOWEHWNM, obnagalowmin  NpaBoM  BRAAEHWUS, PacrnopsiXXeHus U
nosfib30BaHMeM MHPOPMAUMOHHbBIM PECYPCOM MO AOroBOpy C CO6CTBEHHMKOM MHMOPMaLUK.

Bnapeneu nHdopmaunmn, MHOOPMaLMOHHOM CUCTEMBI

Cy6beKT, B HEMocpeACTBEHHOM BEAEHWW KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoAsaTCs MHdopMauus,
MHbOPMaLMOHHAR CTPYKTYypa.

FocyaapcTBeHHas TavHa

3awmiaemMble rocyAapcTBOM CBefeHUst B 061acTu ero BOEHHOM, BHELHENOoINTUYECKON, SKOHOMUYECKO,
pa3BeablBaTeNbHOM, KOHTppa3sBeAblBaTebHOW n onepaTUBHO-PO3bICKHOW OeATenbHOCTH,
pacrnpocTpaHeHne KOTOpbIX MOXET HaHecTu yuepb 6esonacHocT Poccuitickoin deagepaunn.

pud KoHDMAEHLMANBHOCTH

CneumnanbHass oTMeTKa Ha HocuTene uHdbopMauum nMb0 B COMPOBOAUTENBbHLIX AOKYMEHTaxX Ha Hero,
CBUAETENbCTBYHOLAS O TOM, YTO HOCUTESIb COAEPXUT KOHDUAEHLMANBbHYO MHPOPMaLUIO.

pnd cekpeTHOCTU

PekBu3nNTbI, CBMAETENbCTBYOWME O CTENEHW CEKPETHOCTU CBEAEHWUI, COAEepXalUMXCS B WX HOCuTene,
npocTaBisemMble Ha CaMOM HOCUTENE U/ B CONPOBOAUTENbHOM AOKYMEHTaLUMN Ha Hero.

LJoKyMeHT
[lokyMeHTUpoBaHHasa MHbopMaums, cHabxeHHas onpeaeneHHbIMU peKBU3UTaMun.

MaTepuanbHbll 06bEKT C WHQOpMauMeln, 3aKpernseHHOW Cco34aHHbIM YesloBeKOM cnocobom ans ee
nepefayun BO BpPEMEHW W NPOCTPAHCTBE.

[JokyMeHTMpoBaHHas nHpopMaums (4OKYMEHT)
3aduKcMpoBaHHaa Ha MaTepuasnbHOM HocuTene WH@opMauus C pekBUM3UTaMu, MO3BONSAOWNMKN ee
naeHTUdULUMpoBaThb.

NMpumeuaHue. [JOKyMeHTMPOBaHHas WHGPOpPMaUMs C OrpaHUYEeHHbIM AOCTYNOM MO YCNOBUAM ee
NMpaBoOBOro pexuma rnoapasgenserca Ha WHbOpMauMio, OTHECEHHYH K TrOCyAapCTBEHHOMW TalHe, U
KOHMdUAEHUMANBHYIO.

[JOKYMEeHT B 9N1eKTPOHHOM hopMe (D/1EeKTPOHHbIA AOKYMEHT)
DNeKTPOHHbIN 06pa3 AokyMeHTa (nfaTexHoOro WAM uMHoro) - ain, [OCTOBEPHOCTb KOTOPOro

obecneunBaeTca KOMMNJIEKCOM MeponpuaTUin no 3awnte nHdopmauuun. Mpn 3ToM dann MOXeT coaepxaTb
HECKONbKO AOKYMEHTOB (MakeT AOKYMEHTOB).

3 npeactasnser Ccobon OOKYMEHTUMPOBAHHYKO COBOKYMHOCTb [AaHHbIX, 3adMKCMPOBaHHbIX Ha
MaTtepuanbHOM  HocuTene  (MarHUTHOM  uam  6yMaxXHOM) C  peKkBM3WUTaMu,  MNO3BONSIOLNMM
naeHTudunumMpoBaTb 3Ty MHMOPMauuilo M aBTOpoB AOKyMeHTa. UaeHTudwukauma SO obecneumsaetcs
CpeAcTBaMM 3aliMTa Ha OCHOBE anroputMoB LWKMGPOBAHWUSA, 3MEKTPOHHOW MOAMUCKM W 3aluTbl OT
HEeCaHKLUMOHUPOBAHHOIO AOCTYNa.

D[ CcOo3[4aeTcA YYaCTHMKOM CUCTEMbl Ha OCHOBE OYMaKHOro [AOKyMeHTa /iMb0 Ha OCHOBaHMM ApYroro
3/1eKTPOHHOMO [AOKYMEHTa U NOJIHOCTLIO NOBTOPSAET €ro No coaepxaHuto. D 06pabaTbiBalOTCA U XpaHATCA
B DBM 1 MOryT nepenaBaThCs Mo 3MEKTPOHHbLIM KaHanam CBSA3W.

JocTtyn K nHgopmaumm

Mony4yeHne Cy6'beKTOM BO3MOXHOCTMU O3HaKOMJieHna C VIHCbOpMaLlIAeVI, B TOM 4ucne C nomMouwbto
TEXHUYECKUX CPEACTB.

O3HakoMmfieHe c wuHdopMauveit, ee 06paboTka, B YaCTHOCTM, KOMUPOBaHWe, MoaudMKaumUs WIu
YHUUTOXEHWE UHbopMaLuu.

JocTtynHocTb nHdopmaunmn

CBonctBOo MHMOPMauUnKM, TEXHUYECKUX CPeacTB W  TexHonormm o06paboTku, XxapakTepusytlolweecs
cnocobHoCTbio obecneunBaTb HeCnpensaTCTBEHHbIN AOCTYN K MHbOpMauum cybbekToB, MMEKLWMX Ha 3TO
Haanexalume nosHoMouus.

3aBepeHune (HoTapu3saums)

Pernctpauma faHHbIX Y AOBEpPEHHOro TpeTbero avua ANns MNOBbIWEeHUS YBEPEeHHOCTU B MpaBUIbHOCTU
TaKUX XapaKTeEPUCTUK, KaK coaepXXaHNE, NCTOYHUK AaHHbIX, BpEMA OOCTaBKW.

3aKpbITbIN KNOY (CEKPETHbIN KOY — 3/IEMEHT K/IHOYEBOM Napbl)

Kpuntorpadunyeckuii K4, KOTOPbIN XpaHUTCS MOMb30BaTeNeM cUCcTeMbl B TaviHe. OH ucnonb3lyetcs ans
dOpMMpPOBaHNSA 3IEKTPOHHOM NOANMUCK U pacln@poBaHMS 3awMppOBaHHbIX COOBLLEHUN.

3awuTa nHdopmaumm
JesTenbHOCTb MO MpeaoTBpaLLEeHUIO YyTeYKM 3aluuiaemMor MHbOopMaumn, HecaHKUMOHMPOBAHHbLIX U
HernpeaHaMepeHHbIX BO3AENCTBUI Ha 3alimaeMyto MHhopMaLmio.
Komnnekc ™MeponpusTuiA, NPOBOAMMBIX C LeNblo MNpefoTBpalleHns  YyTeuyku, XULeHus, YyTpaThl,

HECAHKLMOHMPOBAHHOMO YHUUYTOXEHUSA, U3MEHEHMS, MoaudUuKkaummn (noaaenkun), HeCaHKLUMOHUPO-BaHHOMO
KOMMpPOBaHUs, 61OKMPOBaHUA MHGOPMaLMK.

3awmTa nHdopmauum ot HCA

CocTaBHast YacTb obuien npobnembl obecneyeHns 6e3onacHOCTU MHGOpMauMM. MeponpuaTua No 3awmTe
nHdopmaumm ot HCL [A0MXHbI OCYLECTBASTLCS B3aMMOCBSI3aHO C MEpOonpUSiTUSAMWU MO cneumnanbHOM
3allMTe OCHOBHbIX M BCrOMOraTeslbHbIX CPEACTB BbIYUCAUTENIbHON TEXHUKU, CPEACTB U CUCTEM CBSA3U OT




XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

TeXHUYECKUX CPeACTB pa3BeAKMW M NMPOMBbILLNEHHOrO WNKMOoHaxa. B obwem cnyyae, KoMniekc NporpaMMHoO-
TEXHUYECKUX CPeACTB M OpraHu3auuoHHbIX (NpouedypHbIX) peleHui no 3awuTte uHdopmaumm ot HCA
peanusyeTcs B paMKaxX CUCTeMbl 3almTbl MHGopmaumm oT HCA, yCNOBHO COCTOSILEN M3 cnenyowmnx
yeTblpex NMOACUCTEM: yMnpaBfieHWs AOCTYMNOM; perncrpaumm u yderta; kpuntorpaduyeckon; obecneveHus
LLe/IOCTHOCTH.

3awuiieHHoe CpeacTBO BblYMCINTENBHOM TEXHUKN (3alUMLLEHHAs aBTOMATU3MpPOBaHHasa cnuctema)

CpefcTBO BbIUMCIUTENBHON TEXHWKKU (aBTOMaTM3MpOBaHHasi CUCTEMA), B KOTOPOM peaniu3oBaH KOMMIeKC
CPeACTB 3aluThI.

IA32, IA64, x64, SPARC, Power PC
AnnapaTtHble NnaTtdopMbl, UCNONb3yeMble NponssoauTensamMmn NIBM
NaeHTudunkaums

MpucBoeHne cybbekTam M obbekTaM AocTyna uaeHTudukatopa u (MNM) CpaBHEHUE MpPeabsBSEMOro
naeHTudunkaTopa C nepeyHeM NPUCBOEHHbIX MAEHTUHOUKATOPOB.

MMuTo3awmTa
3awmTa cUCTeMbl WNGPPOBAHHOW CBSA3M OT HaBsA3biBAHMS JIOXKHbIX AaHHbIX.
MMuTOBCTaBKa

OTpe3ok uHbopMaunm GUKCUPOBAHHOW ANNHbI, MOJTYYEHHbIA MO OonpeaeneHHOMY MpaBuily U3 OTKPbITbIX
OAHHbIX M K/toda 1 gobaBneHHbIN K 3alundpoBaHHbIM AaHHbIM Ansa obecneyeHns MMMTO3almThI.

KBannduumpoBaHHbIW cepTuduKaT Ko4a NPOBEPKN /TIEKTPOHHOM NOAMUCH

CepTudukaTt Kao4va NpoBEPKN 3NEKTPOHHOW MOAMUCK, BbIAAHHbIN aKKpPeAWTOBAHHbLIM YAOCTOBEPSIOLLUMM
LEeHTPOM WAW AOBEPEHHbIM JIMLOM aKKpeAUMTOBaHHOrO YAOCTOBepsowWwero ueHTpa AnMbo deaepanbHbIiM
OpraHoM MCMNOSIHUTENbHOW BNAacTU, YNOHOMOYEHHbIM B cepe UCMOosb30BaHUSA 31€KTPOHHOM NOAMUCH.

Kntoy (kpyntorpadunyeckmnin Kntou)

KOHKpeTHOe CeKpeTHOe COCTOSIHME HeKOTOpblIX MapaMeTpoB  aaroputMa  Kpuntorpapuyeckoro
npeobpasoBaHus AaHHbIX, obecneunBatolee BbIGOP O0AHOrO Mpeobpa3oBaHUs U3 COBOKYMHOCTU
BCEBO3MOXHbIX 4715 AAHHOro anroputMa npeobpasosaHuin [3].

Koy NpoBepKyM 3NEKTPOHHOW NoANNCK

YHuKanbHas nocnenoBaTelbHOCTb CUMBOJIOB, OAHO3HAYHO CBSA3aHHAsA C KJIHOYOM 3/1IEKTPOHHOM MOAMNUCU U
npegHasHa4dyeHHasa Ansga npoBepkun NoASIMHHOCTU 3J'IeKTpOHHOVI noanucu.

Koy 31eKTpoHHOM noanucu
YHuKanbHasa nocnefoBaTenNbHOCTb CUMBOIOB, NPpeAHa3HaYeHHas A9 CO34aHuA 3/1EKTPOHHOM NOANUCH.
KomnpomeTauus kato4a

YTpata [oBepusi K TOMy, 4TO MCMoJib3yeMmble KouM obecrneumBatoT 6e3onacHocTb MHdopmauun. K
CObbITUSIM, CBSA3aHHbIM C KOMMpPOMeTauuel KiYyeil OTHOCATCS, BKJOYas, HO He OrpaHMYMBasiChb,
cnepyowme:

1. MNoTeps kNOYEBLIX HOCUTENEN.
2. TloTeps KIOYEBbIX HOCUTESEN C UX MOCNeayWwmnM obHapyXeHneM.
3. YBONbHEHME COTPYAHUKOB, MMEBLUMX AOCTYN K KIOYEBOW MHGOpMaLMW.

4. HapylweHve NpaBWi XpaHEHUS U YHUUTOXEHUS (NMoCsie OKOHYaHMsa Cpoka AeNCTBUS) 3aKpbITOro
Koua.

5. BO3HMKHOBEHME TMOAO3PEHWN Ha YTeuyKy WHGOpMaLUMM WAN  ee WUCKaXeHWe B cucteme
KOHMWAEHUMANbHOM CBA3MWN.

6. HapyweHune neyaTtn Ha ceride C KI4YEBbIMU HOCUTENSMU.

7. Cnydyau, Korga Hesnb3s JOCTOBEPHO YCTAaHOBWTb, YTO MPOMU3OLLIO C KIKOUEBbIMU HOCUTeNsiMu (B
TOM uucfie cnyyaun, Korga K/oUYeBOW HOCUTENb BblleS M3 CTPOos WM AOKasaTeflbHO He OMnpoBeprHyTa
BO3MOXHOCTb TOrO, 4TO, AaHHbIM (akT npousolwen B pesyfbTaTe HECaHKUMOHWMPOBAHHbLIX AEWCTBUiA
3/10yMbIWEHHWKA)

Pasnuuatotca ABa BMAa KOMNpPOMETaAUMU 3aKpbITOro Kjya: ssBHafA U HesiBHaA. [lepBbie yeTbipe cobbITnA
TPaKTYIOTCS KaK siBHas KomMnpoMmeTtauus knawouden. Cneayowme Tpu TpebyroT cneunmanbHOro paccCMoTpeHus
B KaXAOM KOHKPETHOM Cniy4ae.

KoHduraeHunanbsHoCTb MHGopMaLmm

CybbekTuBHO onpeaensemas (NpunucebiBaemMas) MHdopMaumm xapaktepmuctnka (CBOMCTBO), YKa3sbiBatoLlas
Ha Heo6Xx0AMMOCTb BBEAEHUSI OFPaHUYEHMIA Ha KPYT CyH6bEKTOB, UMELWMX AOCTYN K AaHHOM MHdopMaumm,
n obecneuymBaemMasi CNOCOBHOCTbIO CUCTEMbI (CpeAbl) COXPaHATb yKa3aHHYK WH@OpMauui B TaliHe OT
Cy6beKTOB, HE MMEIOLLMX MOHOMOYUNI Ha NpaBo AOCTyna K Hel.

KoHduraeHumnanbHas nHgopmaums

[JokyMmeHTMpoBaHHas UMHdopMauusa, AOCTyNn K KOTOPOW  OrpaHW4MBaeTcs B  COOTBETCTBMM C
3akoHogaTenbLCcTBOM PO, [pyras nHdopmauusa, Tpebytowasn 3awmnThbl.

KoHTponb AocTyna (ynpasneHue AOCTYMOM)
Mpouecc orpaHWYeHns 4OCTyna K pecypcaM CUCTEMbl TOSIbKO paspelleHHbIM cybbekTaM Unm obbekTam.




XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

Kpuntorpaduyeckas 3awmta
3awmTa AaHHbIX NpY NOMoLWM KpunTtorpadunyecknx npeobpasoBaHuii AaHHbIX.

Kpuntonposanaep
Peanunsyetr @yHKuMn wndpoBaHns, BbIYUCIEHUS WMUTOBCTaBKM, X3WMPOBaHWUA, (OPMUPOBAHUA W
NnpoBepKU NoAMnNuCU, reHepaumu nonb30BaTeNbCKMX kwdeln. ObecneunmBaeT paboTy C CECCUMOHHbIMU
KnoYamMn WndgpoBaHua (reHepaunsi, 3KCNOPT/MMMAOPT B 3alUMLLEHHOM BWAE), 3aKPbITbIMU U OTKPbITbIMU
kntovyamm O 1 obMeHa, BBOA K/KOYEN C KHOYEBBLIX HOCUTENen, 3aWwuéHHoe XpaHeEHNE N YHUUYTOXEHNE

Knoyen B onepaTUBHOM namsaTh. PeanusyeTtcs kak 6ubnuoTeka, AMHaMMYECKW 3arpyxaemas B eauHoe
aZipecHoe MpOCTPaHCTBO NMpouecca, MHULUMUPYEMOro NpUKIagHOM 3aaaden.

Kpuntonpoapavisep

Pea}'IVI3YET (DYHKLI,VIVI LIJVI(prBaHVIﬂ N BblHUCNEHMA UMUTOBCTABKU, X3WWMPOBaAHUA U MNPOBEPKU nNoaANUCHU.
ObecneunBaeTr paboTy C CECCMOHHbIMM KOYaMu WKdpoBaHus (reHepaums, 3KCNOpPT/MMMOPT B
3aluLLEeHHOM BKae), knvammu npoeepku 3, apeMepHbIMM 3aKPbITbIMU U OTKPbITbIMKA Kto4aMu obmeHa,
3alMWLEHHOE XpaHEeHWE W YHUYTOXEHME KoYeil B onepaTUMBHOW MaMsiTU. 3arpyXaertcs B aapecHoe
npoctpaHcteo sapa OC.

Mo cBoeMy wHTepdency n QyHKUMOHANbHBbIM BO3MOXHOCTSAM KpunToApanBep obecneyvMBaeT BO3MOXHOCTU
KpUnTonpoBaiaepa 3a MCK/oYeHneM yHKLUMA hopMMPOBaHnNs LMGPOBOA MoANMCK, paboTbl C HOCUTENEM KITHOYEN,
reHepaumm KtoYen nonb3osaTtens. [103BONSET OpraHu30BbIBaTh LUMMPOBaHME AaHHLIX W MPOBEPKY LMPpPOBOA
NoAMMCK Ha YPOBHE SApa OnepauMoHHON CUCTEMbI U YCKOPUTL KpunTorpadmyeckme onepaumm C NoTOKOM AaHHbIX 33
CYET UCKIKOYEHNS U3 Npouecca 06paboTKn AaHHBIX MX NEPEChIKY C YPOBHS SApa Ha YPOBEHb MPUIOXEHUA 1 0bpaTHO.

KpunTtocepsuc

Mpouecc, 3anyckaeMblii B COBGCTBEHHOM aApecHOM MpoCTpaHcTBe. KpunTtocepBucC, Kak U
KpunTonpoBaiaep, BbIMOMHSAET BCe KpuUMNTorpaduueckve @yHKLUMM, BK/IOYAsS reHepauuio Kioden
nonb3oBaTtens. KpuntocepBMC MOXKET WMCMOMb30BATbCA HECKOSbKMMU MpoleccamMu. Bsaumoaeictsue
KpUnTocepBmMca C MpoLeccaMm OCyLLeCTBAsieTCA Mo npoTtokony RPC B pexuMe pasgenieHusl KIMEeHTOB.
KntoueBas MHbOPMaLMs C HOCUMTENEn BCeX KIIMEHTOB K3LWMPYETCS B HECBOMUPYEMYIO YacTb aApecHoro
MpoCTpaHCTBa KpunTocepauca.

Kpuntorpacuueckoe npeobpasoBaHune
MpeobpaszoBaHue MHMOPMaLMM C UCMOIb30BaHMEM KPpUNTOrpacbuyecknx anroputMoB.
JInueHsmpoBaHue B 061acTy 3aluuThl MHOPMaLMK

[lesTeNbHOCTb, 3aK/loyalowWwascs B nepejade WAM MoAyYeHUWM MpaB Ha nposeaeHWe paboT B obnactu
3aWmMTbl UHdOPMaLUK.

MeponpuaTus No 3awmTe nHdopmauum

CoBOKYMHOCTb AENCTBUI NO pa3paboTke 1/unn NpakTUHYECKOMY NpMMeHeHMo cnocoboB N CPeAcTB 3aluThl
nHdopmaunm.

MeponpusaTMs N0 KOHTPONO 3PPEKTUBHOCTM 3aLUMTbl MHGOPMaLMK

COBOKYMHOCTb AeWcTBMi no pa3paboTke wu/Mnu NpakTUYECKOMY MPUMEHEHMI0 CnocoboB M CpeacTs
KOHTPONS 3DEKTUBHOCTM 3aLUnNTbl MHDOPMaLUN.

MeTka KOHdJM.U,EH UnanbHOCTU

DneMeHT UHdOpMaLMM, KOTOPbIN XapakTepusyeT KOHbUAEHUMANbHOCTb MHbOPMaUnMn, coaepxalleics B
obbekTe.

Hapywutenb 6e3onacHocTn MHdopmaumm

dusmyeckoe MU0, CAyYarHO WNM MNpeAHAaMEepPeHHO CcoBepllallee AeNCTBUSA, CNeacTBUMEM KOTOPbIX
ABNAETCS HapyleHne 6e3onacHOCTM MHdopMaumn Npun ee obpaboTke TEXHUUYECKUMN CPeACTBaMMU.

Hapywwutenb npaBun pasrpaHUyeHnsa AocTyna
Cy6beKkT AocTyna, OCyLLeCTBASOWNA HECAHKLMOHUPOBAHHbIV AOCTYN K MHdOpMauuu.

HeKoppeKTHbIN 3N1EeKTPOHHbIN AOKYMEHT
DNEeKTPOHHbIM AOKYMEHT, He Mnpolweawnini npoueaypbl paclndpoBaHna AaHHbIX, NPOBEPKN 3/1EKTPOHHOMN
noanucu uHdopMaumsi, KOHTpons dopmaTta AOKYMEHTOB, a TakKXe [AOKYMEHT, MUMEKLWUN UCKaXEHUs B
TekcTte coobweHuns (Hanuyme cumBosioB, 6ykB wnn umdbp B pacwmndpoBaHHOM (OTKPbLITOM) TeKcTe
AOKYMEHTa, He MO3BOMISIOWMNX NOHSATL €ro CMbICH).

HenpeaHamepeHHoe BO34eNCTBME Ha MHMOPMaLnIo

Owwnbka nonb3oBaTens MHdopMauumen, cbon TEXHUYECKUX W MPOrpaMMHbIX CPeACTB WH(OPMALMOHHbIX
CUCTEM, @ TakKXe MpUPOAHOE SB/IEHUE WIN WMHOE HeuefeHanpaB/ieHHOe Ha W3MeHeHue uHdbopMauuu
BO34eNCTBUEe, CBA3aHHOe C (YHKLUMOHMPOBAHMEM TeXHWYECKUX CPeACTB, CUCTEM WU C AeATeNbHOCTbIO
nogen, nNpuBOASLLIME K  WCKaXeEHUIO, YHWYTOXEHMIO, KOMUMpoBaHWIO, 6M0KMpOBaHWMIO AdocTyna K
nHdopMaumMK, a Takxe K yTpate, YHUUTOXEHUIO nnm c6ot0 GyHKLUNOHMPOBAHUS HOCUTENS MHdOopMaLmK.

HecaHKUMOHIApOBaHHoe BO34ENCTBME Ha VIHCbOpMaLLVHO

Bo3aelicTBMe Ha 3alMllaeMyl0 MHGOPMaUMIO C HapyLUEHWEM YCTAHOBJMIEHHbIX MpaB W/WAW NpaBWi Ha
U3MeHeHve WHdOopMaLMK, MpUBOASLIEE K WCKAXKEHWUIO, YHUUTOXEHWIO, 6/IOKMpOBaHUIO AocTyna K
MHdOpMaLMK, a TakxkKe K yTpaTe, YHUYTOXEHUIO unn c6oto PyHKUMOHMPOBaAHUS HOCUTeNs MHbOopMaLmnu.
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HecaHKUMOHMPOBaHHbIN A0CTYN K MHGopmauun (HCAO)

1. MonyyeHue 3awmLiaemMolt MHDOPMaLMM 3aUHTEPECOBAHHBIM CY6bEKTOM C HapyLLlEeHNEM YCTaHOBIEHHbIX
NpaBoOBbIMW AOKYMEHTaMW Unn COBCTBEHHWKOM, BNaenbLeM MHbOpMauun npas WaW NpaBuia AocTyna K
3awnwaemMon nHhopMmauum.

2. Joctyn K wuHdOpMauumM, Hapywalwmii YCTaHOBJIEHHbIE MpaBu/ia pasrpaHMYeHuss p[ocTyna, C
MCNONb30BaHWEM LWITATHbIX CpeacTB, npepoctasngembix CBT wnm AC. loa wTaTHbIMM CpeacTBaMu
MOHMMAETCS COBOKYMHOCTb MPOrpaMMHOI0, MUKPOMPOrpaMMHOr0 M TexHu4yeckoro obecrnieyeHus CBT wnum
aBToOMaTusnpoBaHHomn cucrtembl (AC).

Hocutenb nHdopmaumnm

du3nyeckoe NMLO UNM MatepuanbHblil 06BEKT, B TOM uucie gusanyeckoe nosne, B KOTOPbIX MHGPOpMaLms
HaXxoAuT cBoe oTobpaxeHue B BMAE CMMBOMOB, 06pa3oB, CUrHaN0B, TEXHUYECKUX PEeLleHUn U NpoLeccos,
KOJINYECTBEHHbIX XapaKTePUCTUK DU3NYECKUX BENNYMH.

O6beKT gocTtyna

EavHnua  vMHMOpMauuoHHOro  pecypca  aBTOMaTU3MPOBAHHOW  CUCTEMbI, [OCTYNn K  KOTOpOW
pernamMeHTUpyeTca nNpaBuaaMn pasrpaHuyeHns aocTyna.

O6beKT 3almnTbI

1. MHdopMauma unn HocuTenb MHMOpPMaUMK, UM MHAMOPMALMOHHbIA MPOLECC, B OTHOWEHUU KOTOPbIX
Heo6xoAnMo obecneunBaTh 3aWUTY B COOTBETCTBUM C MOCTAB/IEHHON LIENbIO 3alMTbl MHbOpMaLMK.

2. WHdopmaumsa, TexHudeckme cpeactea W TexHosnorms ee 06paboTkm, B OTHOWEHUM KOTOPbIX
HeobxoanmMo obecneunTb 6€30NacHOCTb MHMOPMaLMK.

O6paboTka MHbOpMaLumm
MNepenayva, npueM, XxpaHeHune, npeobpasoBaHme 1 oTobpaxkeHne nHpopMaumm.
OpraHu3aumsa 3almTbl MHGopMaumm
CoaepxaHue 1 nNopsaoK AenNcTBuMin No obecneyveHunto 3awmTbl MHbOPMaLUK.
OTKPbITbINA KtOY
Kpuntorpaduyecknin knwo4d, KOTOPbIA CBS3@aH C 3aKpbiTbiIM C MOMOLWbLIO 0CO60ro MaTeMaTUyeckoro
COOTHOWeHMSA. OTKPbITbIN KUY M3BECTEH BCEM APYrMM MOMb30BaTeNsIM CUCTEMbl U MpeAHasHayeH Ans
NPOBEPKN 3NEKTPOHHOW MoAMMCKM W 3awundpoBaHMa, HO He MNO3BONSET BbIYUCAUTL 3aKPbITbIN
Knto4. OTKPbLITLIN KW CcYMTaeTCs NpuHaaiexallMMm Monb30BaTento, ecin OH 6bil 3aperncTtpupoBaH
(cepTndurumMpoBaH) yCTaHOBNEHHbIM MOPSAKOM.
Maponb
1. Wpentndukatop cybbekTa AoCTyna, KOTOPLIN sBnseTcs ero (Cybbekra) cekpeToM.
2. CekpeTHas nHdopMauma ayTeHTUdUKaumm, o6bl4HO nNpeacTasnsowas cobor CTpoKy 3HaKoB, KOTOPOW
Ao/KeH obnagaThb nonb3oBaTenb AN AOCTYNa K 3alWMILEHHbBIM AaHHbIM.
MnaHoBas cMeHa knwo4en
CMeHa knto4el ¢ yCTaHOBIEHHOW B CUCTEME MEPUOANYHOCTLIO, HE Bbi3BaHHas KOMMpOMETaunen Kaoyen.
Mo6oyHble 3NEKTPOMArHUTHbIE U3TYHYEHUA U HAaBOAKM
1. DnekTpoMarHWTHblE U3yYeHUS TEXHUYECKUX CpeacTB 06paboTkn MHdopMaLmnm, He npegHasHayYeHHble
AN nepejayu, npuvemMa WM NpeAHaMepeHHOro WCKaxXeHust uHdopMauuu, a TakXe HaBOAKW OT
TEXHUYECKUX CPEACTB B OKPY>XalLWMX NpeaMeTax.
2. HexenaTenbHble U3y4YeHUS N HaBOAKMW, NposBASOWMECS B BUAE NOOBOYHbIX, BHEMOMNOCHbIX, LWYMOBbIX
W HaBOAMMBIX CUFHANoOB, MNOTEHUMaNbHO 06pasyloWMX  HEKOHTPOSIMpYEMble  KaHalbl  YTeYKwu
KOHdMAeHUNanbHON nHdopMauunm.
Mob6oyHoe 3neKTpOMarHUTHOE U3nyyeHune
HexxenatenbHoe WHMOPMALMOHHOE 3f1EKTPOMarHUTHOE  U3/ly4YeHue, BO3HMKawllee B
pe3ynbTaTe HeSIMHENHbIX MPOLECCOB B 3/IEKTPUYECKUX uensx npu obpabotke mHdopmauum
TEXHUYECKMMUN CPeACTBaMU U NPUBOASLLME K yTeuke UHdopmaLmu.
MNMonb3oBaTtenu

IpaxkaaHe, opraHbl rocyAapcTBEHHOW BNacTW, OpraHbl MECTHOr0 CaMoyrnpaBfieHUsl, OpraHusauum wu
obLiecTBeHHble 06beanHEHMS 061aAaloT paBHbIMKM NpaBaMu Ha AOCTYN K FOCYAapCTBEHHbLIM pecypcaM U He
06a3aHbl 060CHOBbIBaTb Nepes BnajenbLeM 3TUX PecypcoB Heo6X0AMMOCTb MOyYeHUs 3anpalinBaeMon
UMK MHpopMaumn. NckntoueHne coctaBnsieT MHbOpMaUns C orpaHUYeHHbIM OCTYMOM..

MNMonb3oBatens (NnoTpebutenb) nHbopmaumm
1. CybbekTt, obpawamwmnca K WHOOPMALUMOHHON CUCTEME WM  MOCPEeAHMKY 3a MoJlydeHueM
HeobxoanMon emy MHMOPMaLUNKN 1 NONb3YHOLWWIACS eto.
2. CybbekT, nonb3ywwuics uHGopMaumen, NOAy4YeHHOW OT ee COB6CTBEHHMKA, BNagenbua wan
nocpefHMKa B COOTBETCTBUWU C YCTAHOB/IEHHbIMM MpaBaMy W MpaBuaaMu AoCTyna K nHdopMaunm nmbo c
WX HapyLeHneM.

MoNHOMOYHBIV NpeACTaBUTENb OpraHn3aumum
MpeactaBuTens opraHuMsaumMm M3 4Yucna NepBbiX AO/MHKHOCTHbIX UL B COOTBETCTBUM C YCTaBHbIM
AOKYMEHTOM W/IN, NMEIOLUMIA COOTBETCTBYIOLLYIO AOBEPEHHOCTD.
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MpaBuno AoCTyna K 3aluiaemMon nHhopMaumm

COBOKYMHOCTb NPaBwi, periaMeHTUpYIoLWmMX NOpAAOK M yCloBUSA AOCTYMa K 3aliuiaeMoin MHdbopMaumm un
ee HoCcuTensAM.

MpaBuna pasrpaHnyeHnsa gocrtyna (MPA)
CoBOKYMHOCTb NpaBu/, pernaMeHTUpyoLWwmux npasa 4oCTyna cybbekToB A40CTyna K o6bekTaM AocTyna.
MpaBo foCTyna K 3awmLiaeMon nHpopMauum; npaso

COBOKyI‘IHOCTb npaBua AoCTyna K 3awmaemMon VIHqJOpMaLI,VIVI, YCTaHOBJIEHHbIX NMpaBOBbIMN AOKYMEHTaMU
07 CO6CTBeHHVIKOM, Bnagenbuem VIHCbOpMaLI,MVI.

MpoBepKa 3N1eKTPOHHOM MOAMMCU AOKYMEHTA

MpoBepka COOTHOLWIEHWUS, CBA3bIBAOWEro xew-MgyHKUMIO AOKYMEHTA, MOAMWUCL MOA 3TUM [AOKYMEHTOM WU
K04  MPOBEPKWM 3NEKTPOHHOW noAmnMuMCcH  noanucaeBllero nosnb3oBatens. Ecnm  paccmaTtpuBaemoe
COOTHOLWIEHWE OKa3blBaAeTCs BbIMNOSIHEHHbIM, TO MOAMUCbH MPU3HAETCA NpPaBWIbHOW, @ caM AOKYMEHT -
MOAJIMHHBLIM, B TMPOTMBHOM CJlydae [OKYMEHT CYMTAeTCs W3MEHEHHbIM, a MoAMMCb MNoA HUM -
HeAEeNCTBUTENbHOMN.

HecaHkuMoHMpoBaHHOe AoBeAeHWe 3awumwaemon nHdopmauun Ao notpebutenen, He uMeOWMX MNpasa
AO0CTyna K 3To nHdopMauum.

PacwundpoBaHune aaHHbIX
Mpouecc npeobpasoBaHms 3awMdpPOBaHHbIX AaHHbIX B OTKPbITbIE AAHHbIE MPW NOMOLWM Wwndpa.
PernameHnTaums

Cnocob 3awuTbl MHdopMauum B npouecce MGYHKLMOHMPOBAHMS CUCTEMbI MEPOMPUATUI, CO3AaOWMX Takmne
ycnosus nepepaboTky 3awmuiaeMblX [aHHbIX, MpU  KOTOPbIX BO3MOXHOCTM HeCaHKLMOHWPOBAHHOIO
[OCTyna CBOAATCA K MWHUMYMYy. CuuTtaetca, 4YTo Ansa 3PdeKTUBHOW 3awuTbl HeobxoAMMO CTpOro
pernamMeHTMpoBaTb 34aHWUSA, MNOMELLEHMs, pa3MelleHWe annapaTtypbl, opraHusaumilo u obecneyeHue
paboTbl BCEro nepcoHana, cBA3aHHoro ¢ obpaboTkon KoHbMAEHUMaNbHOM MHbOpMaUnn.

CaHKUMOHUPOBAHHbLIN AOCTYN K MHMOopMauumn
JocTyn K nHpopMaumm, He HapyLlaLwWmn NpaBmna pasrpaHnyeHuns gocryna.
CepTudukaTt 3awmTbl

[JoKyMeHT, yAOCTOBEPSIOWNI COOTBETCTBME cpeacTea BbIUNCINTESTBHOWN TEXHUKUN wnu
aBTOMaTM3MPOBaHHOMN cUCTeMbl Habopy onpeaeneHHbIxX TpeboBaHui no 3awmTe oT
HECAHKLUMOHMPOBAHHOIO A0CTyna K uHdoOpMaumum v Aarowmi npaBo pa3paboTumKy Ha WCNOSb30BaHue
W/MnNn pacnpocTpaHeHne X Kak 3allnLleHHbIX].

CepTudukaT Ko4a NPOBEPKU S/IEKTPOHHOW NOAMUCHK

DNEKTPOHHBIN AOKYMEHT WM AOKYMEHT Ha 6yMaXXHOM HOCuTesne, BblAaHHble YAOCTOBEPSIOLWMM LEHTPOM
nM6o [0BEpEeHHbIM NMLOM YAOCTOBEPSIOWEro LEHTpa WM MOATBepXAalolwmne MpUHAANEXHOCTb Kiuya
NMPOBEPKU 3NEKTPOHHONM NOANUCK Bnajenbly cepTudmKaTa Kioua NpoBEPKM 3/TIEKTPOHHOMN MOAMUCH.

CepTudukaT OTKPbITOro Kj4a

CepTudukaTt Kaw4a nNpOBEpPKM 3SAEKTPOHHOW noaAnucuM wunu  WwnudpoBaHua npeacrtasnser cobon
CTPYKTYPUPOBAHHYIO ABOMYHYIO 3anuck B popmate ASN.1, cocTosLlyto 13:

e MMEeHM CybbekTa WiKn 06bEKTa CUCTEMbI, OAHO3HAYHO MAEHTUDULMPYIOLLEN ero B CUCTEME;

e OTKPLITOrO KAoYa CcybbekTa unM o6bekTa CUCTEMbI;

e [OMNOJHUTENbHbLIX aTpUByTOB, onpeaenseMbix TpeboBaHUAMU UCMONb30BaHUS cepTUdMKaTa B CUCTEME;
e 3O U3gatens (YAOCTOBEPSAIOLWErO LLEHTPa), 3aBepsIoLLy0 COBOKYMHOCTb 3TUX AAHHbIX.

®opmaT cepTudurkaTa onpegeneH B pekoMmeHaaumax ITU-T .509 mn pekomeHpaumsax IETF RFC 2459. B
HacTosillee BPEMS OCHOBHbIM MPUHATBIM QopMaToM saBnsfeTcs @opmaT Bepcun 3, MNO3BOSAIOLMN
onpegenuTb AonosHeHus (extensions), C NMOMOLWbIO KOTOPbLIX peanu3yeTcs ornpefeneHHas nonuTuka
6e3onacHoCcTn B cucreme.

CepTudukaT COOTBETCTBUSA

JOKYyMeHT, BblAaHHbI MO MpaBwuiaM CUCTEMbl cepTUdUKAUUM Ana MNOATBEPXKAEHUS COOTBETCTBUS
cepTMdULMpOBaHHOM NPOAYKLMN YCTAaHOBIEHHbIM TpeboBaHMSAM.

Cuctema 3almnThbl MHGOPMaLUK

COBOKYMHOCTb OpraHoB W/WAuM WCMNOMHWUTENEN, UCMONb3yeMas UMW TeXHWKa 3awuTbl MHdOopMauuu, a
Takxke 06bekTbl 3alWuTbl, OpraHM3oBaHHble W @QYHKUMOHUPYHOLWKME MO npaBwuiaM, YCTaHOBEHHbIM
COOTBETCTBYHOLWMMM MPaBOBbIMW, OPraHM3aLUMOHHO-PacnopsSANTENbHBIMWU U HOPMATUBHbLIMW AOKYMEHTaMM1
no 3awmTte nHdopmMaumu.

Cucrema 3awmTbl MHhopMaunmn ot HCA,
KoMnnekc opraHum3auuoHHbIX Mep U MNpPOrpaMMHO-TEXHMYECKMX (B TOM 4ucne Kpuntorpaduyeckux)
CPeACTB 3alMTbl OT HECAHKLMOHMPOBAHHOMO A0CTyNa K MHMOPMaunm B aBTOMaTU3MPOBAHHbIX CUCTEMAX.
CnyxebHasi 1 KOMMep4yeckas TaliHa

1. WHdopmMauuns coctaBnsieT cnyxebHy Man KOMMepYecKyto TaHy B cnydae, Koraa uHdopmaums mmeet
OEACTBUTENBbHYI0 WAW MOTEHLMANbHYD KOMMEPYECKYH LIEHHOCTb B CUTY HEW3BECTHOCTM ee TPeTbuM
nnuaM, K Hel HeT cBoboAHOro AoCTyna Ha 3aKOHHOM OCHOBaHUW, 1 obnagaTtenb MHdOPMaUUKM NpUHMMaeT
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Mepbl K oxpaHe ee KoHduaeHumanbHOCTM. CBeAeHMsl, KOTOpble He MOryT COCTaBnsATb CAyXebHyk wnn
KOMMeEp4YeCKyo TaVIHy, onpeaendarTcda 3aKOHOM U UHBIMKU MPaBOBbIMU aKTaMu.

2. WHdopMaums, cocTaBnsawowas CAyxXebHyl WM KOMMEpYecKyl TaWHy, 3awumwaeTrcs crnocobamu,
NpeAyCMOTPEHHbIMM PaXKAaHCKUM KOAEKCOM P® 1 ApyrMMM 3akoHamu. JSinua, HE3aKOHHbIMW MeToaaMu
nonyyusline uHMOPMaUnNIO, KOTOpas COCTaBASET CNYXeOHY WM KOMMEpPYECKYl TalHy, 06sa3aHbl
BO3MECTUTb MPUYMHEHHbIE YObITKN. Takas xe 0683aHHOCTb Bo3naraeTcs Ha paboTHWUKOB, pa3racuBLUMX
CNy»XebHyl0 MM KOMMep4yecKylo TalHy BOMpPEKU TPyAOBOMY AOroBOpY, B TOM UYMUC/E KOHTPaKTy, W Ha
KOHTpareHToB, CAeNaBLUMX 3TO BOMPEKMN FPpaXkaaHCKO-NpaBOBOMY AOrOBOpPY.

CobCcTBEHHUK MHMOPMaLMn

1. CybbekT MH(MOPMaAUMOHHbLIX OTHOLIEHUM, obnagalowWwnii  PUAMYECKMM  MNpaBOM  BaAeHus,
pacnopsXXeHnss U1 MNoNb30BaHWS WHGPOPMaAUMOHHBIM pecypcoM. Opuamyeckoe MpaBo BaAeHWS,
pacnopsiXeHns n nofnb3oBaHUS WMHMOPMALMOHHBIM PECYPCOM MPUHAANEXUT AuuaM, MNOJYyUYMBLUMM 3TOT
WH(OPMaLMOHHBIN pecypc Mo HacneacTsy. ABTOpaM OTKPbITUI, W300peTeHui, Hay4HO-TEXHUYECKMUX
pa3paboToK, paLuMOHaNN3aToOPCKUX NPEASIOXEHUI U T.4. NPUHAANEXUT NPaBO BAAAEHUSA, Pacrnops>XXeHnsa n
nonb30BaHUA MHdOpMaUnen, UICTOHHUKOM KOTOPOM OHU SBASIOTCS.

2. CybbekT, B MNOSHOM 0obbeMe peanu3ylolmii NOHOMOYUS BNaAeHWs, MOMb30BaHUSA WU PacrnopsiXXeHus
WHdOopMaumeln B COOTBETCTBUN C 3aKOHOAATE/IbHbIMU aKTaMu.

3. lOpugunyeckoe unu dusmMyeckoe nvUO, Bragelowee UHbOpMauMen B COOTBETCTBMW C 3aKOHOM O
COBCTBEHHOCTM.

Cnocob 3awmnTbl MHbOpMaumm
I'Iopﬂ,q0|< 1 npaBuna nNnpuMMeHeHnsa onpeaeneHHbIX NpuHUmMnoB U CpeacTs 3allinThI VIH(bOpMaLLVIVI.
Crnocobbl HECaHKLMOHMPOBAHHOIO AOCTyna

1. MNpueMbl 1 NOPSAOK AEUCTBMIA C Lenblo NonyyeHns (Ao6biBaHUA) OXpaHAEeMbIX CBEAEHUN HE3aKOHHbIM
nyteMm. K HUM B TOM 4Ymncne OTHOCATCA:

*  VHWUMATUBHOE COTPYAHMYECTBO (NpeaaTenbCcTBO, U3MEHA).

e CKJIOHEHMe (MpuHYXaeHune, NnobyxaeHne) K coTpyaHmnyecTy (NoaKyn, WaHTax);
e MOACNYLWMBAHWE NEPeroBopoB;

e He3aKOHHOe O3HaKOMJIeHUe;

e XulleHWe;

e noppenka (Moandukaums);

® yHUYTOXeHMe (Mopya, pa3pylleHue);

e He3aKOHHOEe MOAKIIOYEHME K CUCTEMAM U JIMHUSM CBA3U U nepeaavv uHdopMaumm;
e epexBaT aKyCTUYECKUX U DNEKTPOMArHUTHbIX CUrHaNoB;

e BU3yanbHOe HabnwaeHue;

e (oTorpadumpoBaHue;

e cbop 1 aHanu3 AOKYMEHTOB, Ny6anKaumii U NPOMBbILIIEHHBIX OTXOAOB.

2. K ocHoBHbIM cnocobam HC/ oTHocATCS:

e HenocpeacTBeHHoe obpalleHue kK obbekTam AocTyna;

e CO34aHMe NpOorpaMMHbIX U TEXHUYECKUX CpeACTB, BbINONTHAKOLWUX 06anJ,eHVIe K obbekTam AOCTyna B
obxopn CpeAacTB 3alluThbl,

3. Moaudwmkauma CpeacTB 3almTbl, No3sonsatowas ocywectsmtb HCA;

4. BHegpeHue B TexHudeckue cpeactsa CBT wmnu AC NporpaMmMHbIX WM TEXHUYECKUX MEeXaHW3MOB,
HapyLlaLwmx npegnonaraemyo CTpykTypy n dyHkunmn CBT nnu AC 1 nossonsaiowmnx ocywectsute HCA.

CpeD.CTBa BbIUMCINUTESIBHON TEXHUKU

COBOKyI‘IHOCTb MporpaMMHbIX W TeXHUYEeCKUX 3S1EMEHTOB CUCTEM 06pa60TKM AAHHbBIX, CMOCO6HbIX
d)yHKLWIOHVIpOBaTb CaMOCTOATENBHO NN B COCTaBe APYIrUX CUCTEM.

CpeAacTBo 3awwnThl MHMOpMaLK

TexHuuyeckoe, MporpaMMHOE CpPeacTBO, BEWecTBO W/unu  MaTtepuas, npeAHas’HayeHHble  un
MCMoJIb3yeMble ANs 3alUMTbl MHhOPMaLuu.

CpeAcTBo 3alnTbl OT HECAHKLIMOHUPOBAHHOMO A0CTYyNa

MporpaMMHOe, TEXHWYECKOoe WM  MpPOrpaMMHO-TEXHUUECKOE CPeAcTBO, NpeAHa3HayeHHoe Ans
npeaoTBpaLLeHUst UK CYLLECTBEHHOIO 3aTPyAHEHUS HECAHKLMOHUPOBAHHOMO AOCTYyna.

CpeacTtBo KpunTorpaduyeckor 3awwmTbl MHGOpMaLmm

CpenctBo  BbIYMCAUTENBHOM  TEXHUKM,  OCyLlecTBaswlee  Kkpuntorpaduyeckoe npeobpasoBaHue
MHdopMauum ansa obecneyeHms ee 6e€30MacHOCTH.

CybbeKkT gocTtyna
JInuo vnu npouecc, AeNCTBUS KOTOPOro perfiaMeHTUPYTCS NpaBuiaMmn pasrpaHuyeHnst AocTyna.

12



XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

Cy6beKkT MH(pOPMaLMOHHbLIX OTHOLUEHUN

dusmyeckoe uAM topuaMYecKkoe nuuo, obnajatowee onpefeneHHbIM MpaBOM MO  OTHOWEHWUID K
MHMOPMaUMOHHOMY pecypcy. B 3aBMCMMOCTM OT YPOBHS MOSHOMOYUIM Cy6bEKT WHMOPMALMOHHbIX
OTHOLUEHWUIN MOXET 6bITb NCTOYHMKOM, COBCTBEHHMKOM, BRafenbLeM MK nonb3oBaTenem uHdopmaumm.

TexHu4yeckoe cpeacTBo 06paboTkn MHpopMaummn

TexHuWueckoe CpeAcTBO, MNpefHa3HayeHHoe AN NpueMa, HaKoMJeHWsl, XpaHeHus,  Moucka,
npeobpa3oBaHusi, 0To6paxxeHnst 1 nepefaum MHbOpPMaLMKM NO KaHanam CBA3M.

Yrpo3sa 6e3onacHocT

COBOKYMHOCTb YC/IOBUIA U (haKTOPOB, CO3AAIOLLMX OMACHOCTb XM3HEHHO BaXHbIM MHTEpPecaM JINYHOCTHU,
obLiecTBa n rocyaapcraa.

YA0CTOBEPSAIOWMIA LEHTP

LleHTp ynpaBneHns OTKPbITbIMK KAOYaMW U KJlOYaMW NPOBEPKW 3M1EKTPOHHOM MOAMUCKU B COOTBETCTBUU C
pekoMeHzaumnaMm X.509 B 4acTn MCNONb30BaHUSA CEPTUPUKATOB OTKPbITLIX KOYeENn.

YHUUTOXEHUE MHDOPMaLun

[elicTBue, B pe3ynbTaTe KOTOPOro MHGoOpMauMs nepectaeT (PpM3MYECcKM CyLeCcTBOBaTb B TEXHMYECKUX
cpeactBax ee 06paboTku.

YnpasneHue kno4yamu

Co3paHune (reHepauums) Kw4Yen, MX XpaHeHwe, pacnpocTpaHeHue, yaaneHue (YHUUTOXEHMUE), Y4YeT u
NMPpUMEHEeHNe B COOTBETCTBUM C NMOSIUTUKOM 6e30nacHoCTH.

YTeuka nHdopmauunm

1. HeKOHTponMpyeMoe pacnpocTpaHeHue 3awmuiaeMoit MHdopMaunM B pesy/bTaTe ee pasrnalleHus,
HecaHKUMOHMPOBaHHOro A0CTyNa K MHMOPMaLMM 1 NOMyYeHUs 3aumLLaeMoi MHPOPMaLMN pa3BeaKOoN.

2. HenpaBoMepHbIit BbIX0A KOHMMAEHUMANbHON MHMOPMaUMK 3a Npeaesbl OpraHn3aunMmn UavM Kpyra iuu,
KOTOPbIM 3Ta MHMOPMaUMS AOBEPEHA.

DOYHKLMUS X3LWNPOBaHUS

3ako4vaeTcs B COMOCTaBieHUM NMPOU3BOJSIBHONO Habopa AaHHbIX B BUAE MOCNeA0BaTeNbHOCTU ABOUYHbIX
CMMBOJIOB M ero obpasa pUKCMpPOBaHHOM HEBOMbLIOK ANMMHbI, YTO NO3BOASET UCMNOMb30BaTb 3TY MYHKUMIO
B npoueaypax 3N1eKTPOHHON MoAnUCK ANS COKpaLleHUs BPeMeHU MOANUCKU U NpoBepKnM noanucu. dddekT
COKpalleHNs BpeMeHW AOCTUraeTCs 3a CYET BbIYMCNEHMSA NOAMUCK TONbKO noj obpa3oM nmoAnucbIBaeMoOro
Habopa AaHHbIX.

LlenocTtHOCTb MHbOpMaLmnmn

1. CnocobHocTb cpeacTBa BbIYMCAUTENBHON TEXHUKW WM aBTOMaTM3MpPOBaAHHOW cucTeMbl obecneynsaTb
HEN3MEHHOCTb MHMOPMaLNK B YCNOBUAX C/Ty4aNHOro U/unu npeaHaMepeHHOro MckaxeHus (paspyLlueHms).

2. CBoWCTBO MH(pOpMaLMK, 3akyalolleecss B ee CyLeCcTBOBaHUM B HEUCKAXXEHHOM Buae (HEM3MEHHOM
MO OTHOLUEHMIO K HEKOTOPOMY (DUKCUPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3awmThl nHdopMaumnm
3apaHee HaMeyeHHbI pe3ynbTaT 3aWwmTbl MHdopMaLmK.

1. Uenbio 3awmnTbl MHMOpMaLMM MOXeT 6bITb npefoTBpalleHue yulepba cobCTBEHHWKY, Bnagenbuy,
rnosib30BaTeso nHdopmMaumm B pesynbTaTte BO3MOXHOM yTeUKMU nHdbopmaumm n/mnm
HEeCaHKLUMOHMPOBAHHOIO WU HenpegHaMepeHHOro BO3AeNCTBMS Ha MHDOPMaLMIO.

2. UensMn 3awmtbl SBNAKOTCA: MNpeAoTBpalleHne YTeuku, XWULLEHWUS, yTpaTbl, WUCKaXeHus, MOALAESNKU
WHGopMaumn;  npegoTBpalleHMe  yrpo3  6e30macHOCTM  JIMYHOCTM,  obliecTBa, rocyaapcTsa;
npeaoTBpalleHne HeCaHKUMOHMPOBAHHbLIX AENCTBUIA MO YHUUTOXEHUIO, MOANMUKALMKN, MWCKAXKEHMUIO,
KOMUPOBaHWIO,  6/10KMpOBaHMIO  MHMOPpMauMK;  npedoTBpalleHMe  Apyrux  ¢opM  He3aKOHHOro
BMeLlaTenbCTBa B MH@OPMaLMOHHbIE pecypcbl U MHMOPMaUMOHHbIE CUCTEMbl, obecneyeHne NpaBoOBOro
pexuMa JOKYMEeHTUPOBaHHOW MHMOpMaunKn Kak 06bekTa CO6CTBEHHOCTU; 3alumMTa KOHCTUTYLIMOHHBIX Mpas
rpaxaaH Ha CoXpaHeHWe JIMYHOWM TalHbl U KOHDUAEHUMANBbHOCTU NEPCOHaNbHbIX AAHHbIX, UMELNXCA B
MH(POPMaLMOHHbIX cuctemax, coxpaHeHue rocyaapcTBeHHOM TaliHbl KOHMbMAEHUMANbHOCTU
[OKYMEHTMPOBAHHOM MHMOPMaLUMN B COOTBETCTBUM C 3aKOHOAATENbCTBOM; obecrneyeHne npaB Ccyb6bekToB
B MHGOPMaUMOHHbBIX npoueccax W npu pas3paboTke, NMPOU3BOACTBE W MPUMEHEHUN MHGPOPMALMOHHbIX
CUCTEM, TEXHONOMMIN N CpeacTB nx obecneyeHus.

Wndp

CoBOKYMHOCTb 06paTMMbIX NMpeobpa3oBaHMii MHOXECTBA BO3MOXHbIX OTKPbITbIX AaHHbIX Ha MHOXECTBO
BO3MOXHbIX 3allM@PPOBaHHbIX AAHHbIX, OCYLECTBASEMbIX MO OnpeAesieHHbIM MpaBuiaM C NpUMEHEHUEM
KITO4Yen.
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LLncdposaHune
Mpouecc 3awmndpoBaHms nnm pacwmdpoBaHus.

E Kniou 3awmdposanus E Kntou pacwmdpoBanus

ABC

MCXOAHBIN TeKCT

RAO CK3K

3aWwncpPoBaHHbINA TEKCT

3awundpoBaHue PacwudpoBaHue

Puc. 1. WndpposaHmne nidpopmauumn

LLndpoBaHme mHbOpMaLMM — B3aMMHOOAHO3HAYHOE MaTeMatuyeckoe (Kpuntorpaduyeckoe) npeobpasoBaHue,
3aBuUcsLLlee OT Ko4va (CeKpeTHbI napameTp npeobpas3oBaHWUs), KOTOpOe CTaBUT B COOTBETCTBME 610Ky
OTKPbITON WHQOpMauMM, npeacTaBfeHHON B HEKOTOPOW uu@poBolk koaupoBke, 670K LWKNdPOBaAHHOM
nHdopMaumn, Takxe npeacTaBneHHon B uMdpoBon koagnposke. TepMuH wudpoBaHne obbeanHseT B cebe
ABa npouecca: 3awndposaHue 1 pacumndpoBaHne nHdopmaLlmm.

Ecnu 3awmndpoBaHne 1 pacumdpoBaHMe OCYLLECTBASIOTCS C MCMO/b30BAaHMEM OAHOMO W TOr0 e Koua,
TO TakKoW anroputMm Kpuntorpaduyeckoro npeobpasoBaHUs Ha3biBAETCA CUMMETPUYHBLIM, B MPOTUBHOM
crnyyae — aCMMMETPUYHbIM.

MpounTtaTb 3awmndpoBaHHoe coobuieHne (MHDOPMaLNIO) MOXET TOMIbKO MOSb30BaTeslb, UMEIOLWNIA TOT Xe
3aKpbITbIN K/OY WKNdPOBAHNS.

LLindpoBaHme AOKYMEHTOB (TEKCTOB)

MpeobpazoBaHue @OpMbl UCXOAHbIX (OTKPbITbIX) TEKCTOB COO6WEHUMA TakmMm ob6pa3oM, 4TO WMX CMbICH
CT@HOBUTCS HEMOHATHbLIM AN ntoboro nuua, He BNaAelLWero ceKpeTom obpaTHoro npeobpasoBaHus.

LncdpoBanbHble cpeacTsa
CpeacTtsa kpunTorpacbuyeckoi 3awmTsl MHdopmaLmm:

5. peanusylolwme KpuntorpacdmyeckMe anroputMbl npeobpas3oBaHus uMHdoOpMauuuM  annapaTHble,
NporpaMMHble W annapaTHO-MPOrpaMMHble CPEACTBA, CUCTEMbl W KOMMEKCbl, MpeAHa3HayeHHble AN
3aWwnTbl MHboOpMauMn (B TOM 4uC/ie M BXOASALME B CUCTEMbI U KOMMJIEKCbl 3aluTbl MHdopMauuu oT
HECAHKUMOHWPOBAHHOMO [0CTYyrMa), LMPKYIUPYHOLWENR B TEXHUYECKUX CPeACTBax, Npu ee o6paboTke,
XpaHeHUWU U Nepeaaye Mo KaHanam CBs3u, BKoYas WNhPOBabHYO TEXHUKY;

6. peanusylowmne KpunTorpaduyeckme anropuTMbl  nNpeobpasoBaHus MHdOpMauMM  annapaTHble,
nporpamMMHble M annapaTHO-NMpOrpaMMHble CPpeacTBa, CUCTEMbl U KOMMIEKChl 3almTbl OT HaBA3blBaHUS
NOXHOW MHbOpMauum, BKKOYas CpeaCcTBa MMUTO3aLWMTbl U "aNeKTPOHHON noanucu";

7. annapaTHble, nporpaMMHble W annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbI W KOMMJIEKCHI,
npegHa3sHaydeHHble AN WU3rotoBsIEHNUA W pacnpejeneHns KA4eBbiX AOOKYMEHTOB, WCNOJIb3yEMbIX B
LLIVIdeOBaJ'IbeIX cpeacrtBax, He3aBMCUMMO OT BUAa HOCUTENA KJ1t0UeBOM MHCbOpMaLI,MVI.

8. pyuHble Wndpbl, AOKYMEHTbI KOAUPOBAHWUS U APYrMe HOCUTENU KOYEeBON MHdOpMaLmK.
Lndpytowasn darinosaa cncrema

dalinoBas cuctema, nossosstowas obecneumBaTb Kpuntorpadwuuyeckyto s3awmty danna (wndpoBaHue)
He3aBMUCMMO OT ApYyrux danioB C BO3MOXHOCTbIO €ro U3MEHEHUS HE3aBUCMMO KaXAbIM U3 AOMYLLEHHbIX K
HeMy rnonb3oBaTeneu:

DNeKTpoHHasa noanuchb

OaHHble, pobaBnsiemble K 650Ky [aHHbIX MOMYYeHHble B pe3ynbTaTe ero Kpuntorpaduyeckoro
npeobpa3oBaHns, 3aBUCALLENO OT 3aKPbITOro Kya M 6710Ka AaHHbIX, KOTOpble MO3BONAIOT NMPUEMHUKY
AaHHbIX YAOCTOBEPUTLCS B LENIOCTHOCTU 6510Ka [AaHHbIX M MOAMMHHOCTM UCTOYHMKA AaHHbIX, @ Takxke
obecneynTb 3alMTy OT NMOAIora CO CTOPOHbI MPUEMHUKA AAHHbIX.

I'IpOBepKa 3}'IeKTpOHHOI2 noanucu nop 6510KOM OTKprTOVI I/IHd)OpMaLI,VIM npounsBoagnTCca C nNoOMOLWbIO

Kpuntorpacduyeckoro npeobpasoBaHMs U OTKPbLITOrO Kioda (kntoda nposepku 3OM1), COOTBETCTBYHOLErO
3aKkpbiToMy (kntody M), yyacTBOBaBLUEro B npouecce yctaHoBku II1.
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CepTudmkar \< ) ﬁ\j
o OTKPbITOro Knro4a i Y
E CekpeTHbIN kntoy UM aun J ji\‘
ABC ABC
VCXOAHBLIN TEKCT MCXOAHLIN TeKCT
aun ﬁ
®dopmupoBaHue IdLN MpoBeka UM

Puc. 2. ®opmupoBaHue n nposepka M

DneKkTpoHHas noanucb obecneumBaeT LENOCTHOCTb COOOLWEeHN (AOKYMEHTOB), nepedaBaeMbiX MO
He3alMLLEHHbIM TeIeKOMMYHUKALMOHHbIM KaHanaMm obuwero nosib3oBaHMA B cucTeMax 06paboTku
MHdOpMaumMn pasnNYHOro HasHavyeHusl, C rapaHTUpOBaHHOW uAeHTUdUKaumen ee asTopa (NMua,
noanucasllero  AOKYMEHT) DfieKTPOHHas MnoAnWCb  MO3BONSET  3aMeHuTb Npu  6e36yMaxkHoM
AOKYMeHTo060poTe TpaAMUMOHHbIE nevyaTb W noAanucb. lpu NocTpoeHun umdpoBOW NOAMNUCU BMECTO
06bI4YHOM CBSA3M MeXxAy neyaTblo WKW PYKOMWCHOW MOAMUCLIO M ANCTOM 6yMarn BbICTynaeT CoXHas
MaTeMaTMYecKas 3aB1CMMOCTb MEXAY 31EKTPOHHbIM AOKYMeHTOM, Kitodamm DI v nposepku 3.
MpakTnyeckas HEBO3MOXHOCTb MOAAENKW 31EKTPOHHOM MOAMMCK OnupaeTcs Ha o4veHb 6onblon 06beM
onpeeneHHbIX MaTeMaTUYECKNX BblYNCIEHNN.

MpocTaBneHve NoAnWUCK Moj AOKYMEHTOM He MEHSIeT CaMoro AOKYMEHTa, OHa TOMbKO AaeT BO3MOXHOCTb
NpoBepUTb NOAJIMHHOCTbL U @aBTOPCTBO MOJTyYEHHOM MHpOpMaunu.

1. Ha3zHaueHune CK3U

CK3WM npegHasHayeHo Ana 3aWuTbl MHGOpMaUMKW, nepefaBaeMoOl MO KaHanam CBSA3U, WU
obecneuymnBaerT:

e ABTOPU3ALMIO 3JIEKTPOHHbIX LJOKYMEHTOB Ha 6a3e 3N1eKTPOHHOM noanucu;

e ayTeHTUdMKauM CTOPOH NpU Nepegaye 3NeKTPOHHbIX AOKYMEHTOB Ha 6a3e nMpoTOKO/0B
TLS u IPSec;

e 3aLMLIEHHYIO NAPHO-BbIOOPOYHYIO CBSA3b AN obMeHa KOHpuAeHUManbHOn nHpopmMaumnen.

1.1. ®yHKumu 3awmTbl MHPopMmaumm CK3U

CK31M XKTSAKM.00083-01 obecneumBaeT BbINONHEHWE cneayoWwnx GYHKUMA  3aWwmThl
MHdopMauun:
e aBTOpM3auMsa M obecneyeHwe LPUANYECKON 3HAYMMOCTU INEKTPOHHBLIX AOKYMEHTOB
npu obMeHe MMM Mexay MNoJsib30BaTeNssMM MOCPeACTBOM MCMOMb30BaHUSA npoueayp hopMUpoBaHUA M
nposepkn (C ucnonb3oBaHWeM cepTudukatoB craHaapta X.509 Ypoctosepsiowero UeHTpa)
3N1EKTPOHHOM NOAMNUCK B COOTBETCTBUM C OTedYecTBeHHbIMKU cTaHgapTamm (RFC 4357):

FOCT P 34.10-2001. "WHgpopmaumoHHasi TexHosorus. Kpuntorpagpuyeckas 3awynta
nH@opmaymnu. lpoyeccbl popMUpoBaHusi N NPOBEPKUN 3/TIEKTPOHHON UngdpoBoHi nognucm”.

FOCT P 34-11-94. "WH@opmaumoHHasi TexHonorus. Kpuntorpagpuueckass 3awyuta
nHpopmaumn. OyHKUUS XILIMPOBaHUS".

e obecneveHune KOH(bM,CI,EHLI,MaJ'IbHOCTM n KOHTpONA LENOCTHOCTHU MHd)OpMaLI,VIVI
nocpeacTtBoM ee LIJI/ICprBaHVIﬂ N MMUTO3alWNTbl, B COOTBETCTBUN C OTEHECTBEHHbLIM CTaHAAPTOM:

FOCT 28147-89 "Cucrembl 06paboTku nHgopmMaumu. 3alymta Kpuntorpagpuyeckas”;

e KOHTPOJIb LL€NOCTHOCTM CUCTEMHOMO W MPUKIAAHOMO MPOrpaMMHOro obecrnedeHuns ans
ero 3aliMTbl OT HECAHKUMOHWPOBAHHOrO MW3MEHEHWS WAM  OT HapyleHWUs MNpPaBUIbHOCTM
(DYHKLMOHUPOBAHNS;

e ynpaBneHna KNr4eBbIMU 31EMEHTAMN CUCTEMbI B COOTBETCTBUUN C pEr1aMEHTOM;

e obecneyeHne ayTeHTUdUKALMM CBA3bIBAKOLMNXCA CTOPOH, KOHMOWUAEHUMANbHOCTU U
LesIOCTHOCTU nepechbisiaeMon MHpOpMaLmMn C UCMoSb30BaHMeEM cepTudmkaTos ctaHgapTta X.509;
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e yCTaHOB/IEHME QaYTEHTMYHOro 3alMUWEHHOr0 COeAMHEHMS C  UCMNOoSIb30BaHUEM
npoTtokona Kpuntolpo TLS;

e 3awmuta IP-coegmHeHnn c mncnonb3oBaHueM npotokonos Kpuntollpo IKE, Kpuntollpo
ESP;

e obecneyeHne KOHPUAEHLMANBHOCTU U KOHTPOJIS LEeNOCTHOCTM M aBTopusauuns dainos
M MHPOPMaUMOHHbIX COObLEHN;

e obecneveHune ayTeHTUDUKAUUKN, ayTEHTUDUKALNSA NoSb3oBaTeNs B goMeHe Windows.

JononHutenbHble anropuTMbl MOAAEPXKKM K/OYEBbIX CUCTEM, MapaMeTpbl aaropuTMoB,
dopmaTtbl ceptudwukatos, nopaepxumpaemble B CK3W, onpeneneHbl B pokymeHtax RFC 4357,
RFC 4490, RFC 4491.

1.2. MexaHu3Mbl 3alWmnTbl MHPOPMaLMK

e KoHduaeHunanbHOCTb MHbOPMauuM nNpu XpaHeHun (Ha auckax, B 6asze AaHHbIX) U
nepepaye B CeTU CBA3N obecnevynBaeTCs UCMOb30BaHUEM PYHKLUMN WNdpoBaHuS.

o WNpeHTudwukauma u asTOpcTBO. [lpM CceTeBOM B3auMMOAENCTBMWU (YCTaHOBMIEHUW CeaHca
cBA3n) obecneumBaetca  dyHKumMaMm DI Npyv MCNOAB30BaHMWM WX B  npouecce
ayTeHTudmnKauum (HanpumMep, B COOTBETCTBMM C  pekoMmeHgaumsimm  X.509).
Mpun snekTpoHHOM AokyMeHToob6opoTe obecneumBaeTcs McNonb3oBaHWeM @yHKUn Il
3/1IeKTPOHHOr0 AOKyMeHTa. [OononHuTeNnbHO A[onXHa 6blTb nNpeaycMOoTpeHa 3awuTta oT
HaBsA3bIBaHWS, NOBTOPA 3/IEKTPOHHOIO AOKYMEHTa M LeNOCTHOCTb CMPaBOYHWUKOB K/O4eln
nposepku JI1.

e LlenoctHocTb nHdopMaunm. ObecneunsaeTtcs ncnosnb3oBaHuem  yHkumn - 2Ol
3/IEKTPOHHOr0  AOoKyMeHTa. [lpy  wncnonb3oBaHunM  dyHKUMA  wudpoBaHna  (6e3
ncnonb3oBaHusa 2JI) obecneumBaeTcas ummTosawmTon. Ans obecneyeHus LENOCTHOCTU
XPaHUMbIX [aHHbIX MOXeT ObiTb WUCNofb30BaHa @GYHKUMS  XeWwupoBaHUa  nau
MMUTO3aLLNTbI, HO NMPKU 3TOM He obecneymBaeTcs aBTOPCTBO MHpOPMaLMN.

e HeoTkasyeMocTb oT nepeaauu 3/1EKTPOHHOIo AOKyMeHTa. ObecneumnBaeTcs
ncnonb3osaHnem dyHkumin Il (NoANUCb [OKYMEHTa oOTnpaBuTeNneM) W XpaHeHUeM
AOKyMeHTa ¢ Ol B Te4yeHne yCTaHOBIEHHOIrO CpoOKa NpMEMHON CTOPOHOW.

e HeoTkasyeMoCTb OT npueMa 3/7eKTPOHHOro AokyMeHTa. ObecneunBaeTcs MCNONb30BaHNEM
dyHKuMn Il 1M KBUTUPOBaHMEM NpueMa AOKyMeHTa (NOAMUCb KBUTaHUMW nosyyaTtenem),
XpaHeHneM [OKyMeHTa W KBUTaHumMm C 3l B TeYeHMe YCTaHOBMEHHOro CpokKa
OTNpaBNsoLWEN CTOPOHOMN.

e 3awuta OT nepenosTopoB. ObecneunmBaeTcss WCMNOAb30BaHMEM KpuNTOrpadunyeckmx
dyHkumn  3M, wudpoBaHMs UANM  UMUTO3aWMTbl C gobaBneHneM  yHWKanbHOro
naeHTudukaTopa ceteBor ceccun (3/1EKTPOHHOINO [AOKYMEHTa) C nociaeaylwen wux
MPOBEPKOM MNPUEMHOM CTOPOHOM MAM pa3paboTKon cneunannuanpoBaHHOrO MNpPOTOKOoa
ayTeHTUdnkaunm (obMeHa a3NEeKTPOHHbIMU AOKYMEHTAMM).

e 3awmuTa OT HassA3biBaHMSA WMHMOPMaUUM. 3alwmnTa OT HApPyLWMUTENs C Uenbl HaBsA3bliBaHMS
MM TMpUEMHON CTOpoHe cob6CTBEHHOW WHGOpMaunmM, nepepaHHon €kobbl 0T nuua
CaHKUMOHNPOBAHHOIO rnosib3oBartens (HapylweHune aBTOpCTBa nHdopmMaunn).
ObecneunBaeTcss Mcnonb3oBaHMEM QyHKUMA D1 C nNpoBepkolr aTpubyToB 31EKTPOHHOIo
OOKYMeHTa M K/toya nposepku 3l oTnpaBuTens.

e 3awmTa oT 3aKNaAokK, BUPYCOB, MoAUMDUKALMM CUCTEMHOIO M NpuknaaHoro MO

Ob6ecneunBaeTCcs COBMECTHbIM WCMNONb30BaHWEM KpunTorpapuyeckmx Cpeacts, CpeacTs
@HTMBUPYCHOM 3aLlLMTbl N OpraHM3aunOHHbIX MEPOMPUSATUN.

2. TpeboBaHusa k akcnnyataunm CK3U

CK3MW XKTAKN.00083-01 npegHasHayeHo AN 3aliMTbl OTKPbITOM MHMOpMaunmn B MHOOPMaALMOHHbIX
cuctemax obwero nonb3oBaHMSA  (BblUMCNEeHMe/npoBepKa 3NEKTPOHHOM MNoAMWCUM) W 3alWuThl
KOHdMAeHUNaNbHON uHbOpMaumn, He coaepxallel CBeAeHWN, COCTaBASIOWMX FOCYAAPCTBEHHYHO
TanHy, B KOPNOPaTMBHbIX MHPOPMaALMOHHbIX cnuctemax (wudpoBaHue/pacwmdpoBaHue nHpopmaumm,
BblUMCneHne/npoBepka MMUTOBCTABKN, BblYMCIEHNE 3HAUYEHUS Xew-dyHKUUKN, BblYMCNeHe/npoBepka
3NEeKTPOHHOM NoAanucu).

CpeactBamn  CK3W XTAM.00083-01 HE OAONYCKAETCH o6pabaTtbiBath WHbOpMauuio,
CcoLepXKallyto CBeAEHM s, COCTaBsOWME roCyAapCTBEHHYO TanHy.
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CK3M XXTAK.00083-01 MOXET MCHMNOJIb3OBATbCA ans kpuntorpaduyeckon 3awuTbl
nepcoHasnbHbIX AAHHbIX.

YctaHoBouHble Moaynu CK3W  «Kpuntollpo CSP» 1 KOMMAEKT 3KCnjyaTaunOHHOM
AOKYMEHTaUMW K HEMy MOFyT MOCTaBAATbCA MO/b30BaTeso YNONHOMOUYEHHOW opraHusauueii! asymsa
cnocobamu:

1. Ha HocuTene (CD, DVD - aunckn);
2. MNocpeacTsoM 3arpy3sku yepes NHTepHeT.

Ons nony4yeHuUs BO3MOXHOCTM 3arpy3ku yCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo CSP» un
KOMMNEKTa 3KCnayaTauMoOHHOM AOKYMEHTauuuM MNosb30BaTeb HamnpasnsieT CBOM YYeTHble AaHHble
YNO/MHOMOYEHHON opraHmM3aumn. YUeTHble AaHHble MOryT 6biTb HanpaB/ieHbl NOCPEACTBOM 3arno/IHEHUS
cneunanusnpoBaHHOM perncTpaunoHHon gopMbl Ha carTe YNO/THOMOYEHHOW OpraHm3auunm.

Mocne nonyyeHMs YNOAHOMOYEHHOW OpraHM3aumMein YUETHbIX [AaHHbIX M0Jib30BaTeNto
npefocTaBNseTcss AOCTYN Ha CTpaHuLy 3arpy3km yCTaHoBouYHbIX moaynen CK3U «Kpuntollpo CSP» un
KOMMJIeKTa 3KCnyaTaunMoHHON AOKYMeHTauuu. Npu 3arpy3ke nonb30BaTeNeM YyCTaHOBOYHbLIX MOAyneWn
CK3M «Kpuntollpo CSP» w©n KoMMaeKTa 3KChyaTauMOHHON [OKyMeHTauuu YrnosHOMOYEHHOM
OpraHmsauunen npuceBamMBaeTCsl YYETHbIN HOMep, naeHTuduumnpyowmn aklemnnap CK3MN «Kpuntollpo
CSP», npenocTaBneHHbIN N0/b30BaTESIO.

BMecTe C ykasaHHbIMM AAHHbIMW Ha CTpaHWLUe 3arpy3km pa3MeLlatoTcsl KOHTPOJibHble CyMMbl
YCTAHOBOYHbIX MoAynen n gokyMmeHTaumu. KOHTpOSbHble CYMMbl pacCUMTbIBAKOTCS B COOTBETCTBUM C
FOCT P 34.11-94 c yuyétom RFC 4357. Tllonb3oBaTenb, 3arpysuMB YCTaHoOBO4YHble Moaynn CK3U
«Kpuntolpo CSP» 1 3KcniyaTauMOHHYIO AOKYMEeHTauuio, [o/KeH ybeauTbCsd B LENOCTHOCTU
NOSTyYEeHHbIX AAaHHbIX. DTO MOAb30BaTeNb AOJ/IXKEH cAenaTb C MCNOJSb30BaHUEM yTunuTbl cpverify.exe,
Bxogsuwen B coctaB CK3UN «Kpuntollpo CSP», nub6o uHbIM apyrum ceptuduumnposaHHbiMm ®CB Poccum
wudpoBanbHbIM (KpunTtorpaguyeckum) cpeactsom, peanmaytowmm NOCT P 34.11-94.

YcraHoBka CK3UM «Kpuntollpo CSP» Ha pabodee MecTo nonb3oBaTens MoXeT ObiTb
OCYLUEeCTB/IEHa TONbKO B Ciydae MOATBEPXAEHMS LIEeNOCTHOCTU MOJSTYHYEHHbIX YCTAaHOBOYHbLIX MoAyfeWn
CK3U «KpunTtollpo CSP» n skcnayatauMOHHOW AOKYMEHTauuu.

Mpumeuanume 1. CpeacTtBo KOHTpONS uenocTtHocTu (cpverify.exe nnm

MHoe  cepTMdUUMPOBAHHOE  CpPeacTBO)  AO/MKHO  6bITb  MOAyYEeHO  Ha

ANCTpUbYyTUBHOM HOCUTeNe AOBepeHHbiM 06pa3oM WM yepe3 KaHan CBSA3w,

"—.—._“ 3allMLLEHHbIA  cepTudunumpoBaHHbiMm O®CB  Poccum KpmnTorpad)_quCKMMw

== cpeacteamu. lpu 3TOM [ONYyCKAETCs MCMNONb30BaHME YyTunuTbl cpverify.exe us

coctaBa CK3UM «Kpuntollpo CSP» Bepcuint 2.0, 3.0, 3.6 Npu yC/OBUU, UYTO OHMU

6binn  nosyvyeHbl Ha AWUCTPMOYTMBHOM HOCUTENE, a He 3arpyXxeHbl 4epes
obLwenocTynHble KaHanbl CBS3W.

MpuMeuvaHue 2. lonyyeHne 3HAYEHNN KOHTPOJIbHbIX CYMM A@HHbIX,
CKa4yaHHbIX C cailiTa, He rapaHTMpyeT ayTeHTUUYHOCTb 3HadeHun. PekomeHpyeTcCs
noay4yatb 3HAYEHUS KOHTPOJSIbHbIX CYMM ANCTPUGYTMBaA NO AOBEPEHHOMY KaHany
(B oduce OO0 «KPUMTO-MPO», y oduumanbHblX AWIepoB, Yy pa3paboTynkos

|L_!__!_|| npuknagHoro MO, ncnonb3ytouwero dyHkumn CK3N).

[aHHbllA MeTo4 He rapaHTuMpyeT 3awnTy AncTpubyTmBa OT NOAMEHbI.
B cnyuyae nonydyeHus auctpmbytmusa CK3WN yposHa 3awmTbl KC1 wncnonb3osaTb
OaHHbIN MeToa He pekomeHayeTcs. [Ans ypoBHen 3awntbl KC2, KC3 ckaumBaHue
ANCTpnbyTmBa C canTa 3anpeLleHo.

3. MporpaMMHo-annapaTHble cpeabl pyHKUMOHUpoBaHma CK3U

CK3U XTAKN.00083-01 dpyHKUMOHMPYET B ClieAyoLmxX NporpaMMHO-annapaTHbIX cpejax:
= Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64).

1 YnonHoMmouyeHHass opraHusaumsa - npowussoamtens CK3W «Kpuntolpo CSP», nubo opraHusaums-
nuuensnat ®CB Poccnum B 4yacTu pacnpocTpaHeHus wudpoBasnbHbiX (KpynTorpapuyeckmx) CpeacTs
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= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-annapaTHbie cpeabl,
yaoBneTsopsowme ctaHaapTy LSB 4.x:
CentOS 4/5/6/7 (ia32, x64)
TA OC AUC ®CCN Poccum (GosLinux) (x86, x64)
Red OS (x86, x64)
Fedora 23/24/25 (x86, x64)
Linpus Lite 1.3 (ia32)
Mandriva Enterprise Server 5, Business Server 1 (x86, x64)
Oracle Enterprise Linux 4/5/6/7 (ia32, x64)
Open SUSE 13.2, Leap 42 (ia32, x64)
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64
Red Hat Enterprise Linux 4/5/6/7 (ia32, x64)
CuHTe3-0OC.PC (x86, x64
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10
(ia32, x64)
Linux Mint 13/14/15/16/17/18 (x86, x64)
Astra Linux Special Edition (x86-64)
ALT Linux 7 (ia32, x64);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKEJb (x86, x64);
Debian 7/8 (ia32, x64, MIPS);
FreeBSD 9/10, pfSense 2.x (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple iOS 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7
.0.4/7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/
8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10
(ARM, arm64, arm7s);
= MacO0S X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);
=  BupTyanbHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player 7/12 (x86, x64);
VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);
Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).

4. NcnonHeHna CK3U

CK31 XTAW.00083-01 BbinyckaeTca no knaccam 3awmtbl KC1l, KC2 m KC3 B Tpex
MCMOJTHEHMSX.

Ona 3awmtbl knacca KC1 mcnonb3yloTcs OpraHmM3auMoOHHO-TEXHUYECKMe Mepbl, obecrneun-
BaeMble aAMMHNCTPaATOpoM 6e30NacHOCTU.

Ona 3awmtel knaccos KC2 n KC3 wucnonb3ytotca MAK 3awmntbl oT HCO v opraHM3aunoHHO-
TexHu4yeckme Mepbl, obecrneuynBaemble aiMMHNCTPATOPOM He30MacHOCTHU.

UcnonHeHme 1 knacca 3awmtbl KC1 BbINONHEHO B COCTaBE:
KpunTonpoBanaep;
KpunTtoaparieep;
MOAY/b ceTeBol ayTeHTudumkauum (TLS);
MOAY/Nb ayTeHTUdMKaummn nonb3osatensa B gomeHe Windows;
moaynb npotokonos Kpuntollpo IKE, KpunTtollpo ESP;
moaynb wudpytowen dannoson cuctembl Kpuntollpo EFS (OC Windows);
MOAYJ/Ib KOMaHAHOW CTPOKM;
MoAynb noaaepxXku nHtepdenca Microsoft CNG;
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MoAy/1b NoaaepXknm nHrepdgerica Mozilla NSS;
cepBucHble moaynu (cpverify, wipefile, stunnel)
n YHKUMOHMPYET B NporpaMMHoO-annapaTHbIX cpegax n.3.

UcnonHeHune 2 knacca 3awmtbl KC2 BbINOMHEHO B cocTaBe MUcMonHeHuMs 1 ¢ gobaBneHuem
YTUNUTbl BbIPpaboTKM BHELWHEN ramMmbl U (GYHKUMOHMPYET B MNPOrpaMMHO-
annapaTHbIX cpepax n.3 3a ncknwdvenmem Apple iOS (ARM), Mac OS X (x64)
n nnatgopmbl MIPS.

UcnonHeHme 3 knacca 3awunTtbl KC3 BbINOJIHEHO B COCTaBe:
KpunTtoapanseep;
KpUnTocepsuc;
MOAY/b CceTEBOM ayTeHTUduKauum (TLS);
mMoaynb wudpytowen dannoson cuctemol Kpuntollpo EFS (OC Windows);
mMoaynb npotokona Kpuntollpo IPSec;
MOAY/lb KOMaHAHOW CTPOKMW;
yTuAnTa BblpaboTKN BHELUHEN raMMbl;
CepBUCHble NporpamMmbl

N YHKUMOHMPYET B NporpaMMHo-anmnapaTHbIX cpeaax
2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (nnatdopma ia32,
x64) c nakeTtoMm Secure Pack Rus Bepcuun 3.0.

PeanunsyemMble kpuntorpadpunyeckme anropmtMsbl

Anroput™ wndpoBaHus/pacluMdpoBaHNs AAHHbIX U BblUUC/IEHWE MMUTOBCTaBKW peann3oBaH B
cootBeTcTBUM C TpeboBaHuamn T[OCT 28147-89 "Cucrembl o6paboTtkm wuHdboOpmaumun. 3awuTa
KpunTtorpadguueckasn".

AnroputMbl  ¢popMMpoBaHua M nposepku DIl peanusoBaHbl B COOTBETCTBMM C
FOCT P 34.10-2001 "WHdopMaumoHHas TexHonorus. Kpuntorpaduyeckas 3awmta wuHdbopmauumu.
Mpoueccbl GopMUpOBaHUS U MPOBEPKN 3/1EKTPOHHON LndpoBon noanmcu".

Anroput™  BbIpaboTKM  3HAuYeHMs  X3W-(PYyHKUMW  peanm3oBaH B COOTBETCTBUM C
FOCT P 34.11-94 "WHdopMmaumoHHasas TexHosnorusa. Kpuntorpaduueckas 3awmta  WHdopMauuu.
DyHKUMSA X3WwWmpoBaHma".

S-60KCbl, rpynnbl TOYEK Ha 3AJMATUYECKMX KPUBbIX, 3HavyeHus GYHKUMA X3WNPOBaHUSA
onpeaeneHbl B fokyMeHTe RFC 4357.

KntoueBas cuctema CK3W Kpuntollpo CSP obecneumBaeT BO3MOXHOCTb MapHO-BbI6OPOYHOM
CcBsA3n aboHEeHTOB ceTu C BbIpabOTKOWM A1 KaXAoro ceaHca CBSA3M KJKOYel Ha OCHOBe npuHuMna
OTKPbITOro pacnpeneneHns Kito4den ¢ ncnosb3oBaHmem anropmtma Anddu-XennmaHa.
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6. CtpykTypa u coctas CK3U

6.1. Ctpyktypa CK3U
O6was crpykTypa CK3M XTAN.00083-01 npeacraeneHa Ha puc. 1.
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CEK3H Puc. 1. Crpysrypa CE3H "Kpaxrollpo CSP” v. 3.9

6.2. Cocrtas nporpamMmHoro obecrneyenmns CK3U
CK3U XTAKN.00083-01 pyHKUMOHUPYET HA OAHOM U3 ABYX YPOBHEMN:
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- YPOBEHb NPUIOXKEHUS;
- ypoBeHb gapa OC.
B coctaB CK3U XTAN.00083-01 BxoaAT:
. Bubnuoteku dll, cepsucol, gpansepbl Kpuntollpo CSP.
. Moaynb ceteBol ayTeHTUdUKaumn Kpuntollpo TLS.
. Moaynwu IKE, ESP ana ncnonb3oBaHusa B npotokone Kpuntollpo IPSec.
. Moaynb Kpuntollpo Winlogon.
. Kpuntorpaduyeckunit uHtepderic Kpuntollpo CSP.

. MporpaMMHbIN AaTumK cnydarHbix ducen (MACY) ¢ MHCTannsuMen oT (PU3NMYECKOro
OCYH (®OCYH) BcTpanBaeMoro nporpamMMHo-annapaTtHoro komnnekca (MAK) 3awuTbl oT
HCO, Bbuo[CH, BHELWHEN rammbl.

. MNAK 3awmntel oT HCA (B McnonHeHmsax 2 - 3).

. KOHTpO/b LenoCTHOCTM NporpaMMHOro obecneyeHuns.

. CucrtemMa MHXeHepHOo-KpuaTorpadryeckon 3awwnThbl.

. Cuncrema 3awmTbl oT HCl (Mcnonb3yeTcs onuuoHasnbHO).

6.3. Cocrtas nogcmcrteMbl nporpamMHon COK
B coctaB noacmctemMbl nporpaMmMmHoi COK BXoAAT KOMMNOHEHTbI:
. MpunoxeHune (MpuknagHoe nporpaMMmHoe obecneyeHue, ncnonbayrouiee CK3U).
. NHTepdeiic SSPI (noaMHOXeCTBO MHTepdenca Kpuntorpadunyeckmx npoToKonoB
Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) ans peanusauunmu

NpoToKoNa ceTeBol ayTeHTUdUKaummn TLS v. 1.0 (noa ynpasneHunem OC
Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2).

. Moaynu HacTtpoiiku OC Windows ansa obecneyeHus gyHkUnoHupoBaHus CK3N.
. NHTepdeiic CryptoAPI 2.0.
. CpenctBa Crypt32(Win32,64) ans obecnedeHns paboTbl C cepTudmnkaTtamm

ncnonb3oBaHueM nHtepdenca CryptoAPI 2.0 yepes kpunTorpaduyecknii MHTepdenc
Kpuntolpo CSP noa ynpaeneHnem OC Windows 7/2008R2/8/2012/8.1/2012R2.

. CpenctBa Capilite - gna obecneyennss paboTbl C cepTudmnkaTaMm C MCNOb30BAHUEM
mHTepdenca CryptoAPI 2.0 uyepe3d kpuntorpaduyeckun mHtepdenc Kpuntollpo CSP
noa ynpasneHuem OC cemencrtea UNIX (Linux , FreeBSD, Solaris, AIX).

. KpunTtorpaduueckuin nutepoderic Kpuntollpo CSP.
. WTaTHble nHTepdencbl KNYEBbIX HOCUTENEN.
. ASN.1 - cucrtema KOAUPOBaHUS/AEKOANPOBAHMSA AaHHbIX B popmaTtax ASN.1.

Coctas moaynenn CK3U n noacucrtembl nporpaMmHoin COK ans cOOTBETCTBYHOLMX NPOrpaMMHO-
annapaTHbIX cpef KOHKpeTusupyeTtcs B gonosHeHusax XTAM.00083-01 90 02-01, XTAKM.00083-01 90
02-02, >XXTSIN.00083-01 90 02-03, XTAW.00083-01 90 02-04, >XTSK.00083-01 90 02-05,
XKTAN.00083-01 90 02-06, XKXTAN.00083-01 90 02-07 Kk HacToAWEMY LOKYMEHTY.

7. KnwuyeBas cucreMa U KirdeBble HOCUTenu

7.1. Obwme nonoxeHnsa

CK3UN «Kpuntollpo CSP» gBnsieTca CUCTEMON C OTKPbITbIM pacrnpefeneHneM Kiden Ha
OCHOBE aCMMMETPUYHOWN KpunTorpadmm C MCNoSb30BaHMEM 3aKpbITOro KAo4a Ha OAHOW CTOpPOHE U
COOTBETCTBYIOLEro eMy OTKPbITOro Kitova MHHOPMaLNMOHHOIo B3aUMOAENCTBUS.

Monb3oBaTtenb, obnagatowmin NpasoM NOANUCU WU/Mn WNDPOBAHUA AaHHbIX, BblpabaTbiBaeT
Ha cBoeM paboueM MecTe wunAM nonydyaetT y agMuHuUcCTpatopa 6e3onacHoctv (B 3aBUCMMOCTUM OT
NPUHATON NOAUTUKM 6e30MacHOCTM) SIMYHble 3aKpbITbld K4 (ko4 OI1) M OTKPbITbIA KoY (KoY
nposepkn 3I1). Ha ocHoBe KaxAoro OTKPbITOro kito4a (knawo4va nposepku 3l1) YaocToBepsowmMm
LeHTpoM dopmMupyeTcs cepTudukaT OTKPbITOro kato4va (ceptudukaT katoda nposepku 3M).
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7.1.1. LLndpoBaHne faHHbIX

Mpn 3awundposaHnm coobuweHna nonb3oBaTenem A ana nonb3oBaTtens b, nonb3oBaTtens A
dopMUPYET CUMMETPUYHBLIA KUY CBS3N (CeaHCOoBbI K4 MHMDOPMaUMOHHOro obMeHa) Ha OCHOBe
CBOEro 3aKpbITOro kito4a obMeHa 1 OTKPLITOro Kiatoya obMeHa nonb3oBatenss 6. CoOoTBETCTBEHHO, AN1S
pacwudpoBaHna 3Toro coobueHna nonb3osateneMm b opMupyeTcs TOT Ke CMMMETPUYHbBIN K4 Ha
OCHOBE CBOEro 3aKpbITOro Kjt4ya obMeHa 1 OTKPbITOro kitoda obMeHa nonb3oBaTens A.

Takum obpa3omM, ans obMeHa AaHHbIMW KaXXA0My Mosb30BaTeNto Heo6xo4nMMo MMeTb:
e JIMYHbI 3aKPbITbI/ K104 06MEHa;
e OTKpbITble K/tOYM 0B6MeHa ApYyrnx nosb3oBaTenen.

CeaHcoBbIN ko4 MHbDoOpMaunoHHoro obMeHa BbipabaTbiBaeTcst Ha OCHoBe anroputMa Auddu-
XennmaHa. Anroput™M Auddun-XennmaHa obecneumBaeT GOpMMPOBaHME CEAHCOBbLIX KIIHOYEN, HO He
obecneumBaeT ayTeHTU@PMKaALUMIO CBA3bIBAIOWMXCA CTOPOH. [103TOMY [AaHHbLIN anroputM AO0SXKeEH
MCMNoNb30BaTbCs COBMECTHO C MPOTOKONaMu ayTeHTUdUKauuu, HanpuMmep, ¢ npotokonom Kpuntollpo
IKE.

7.1.2. dopmMuposaHme n nposepka 1

[ns dopMMpoBaHUSA 3NEKTPOHHON MOAMUCK UCMOJIb3YETCA KoY 3/IEKTPOHHOW MoAnWCcH, ANS
NpoOBEPKN MOAMUCKM - COOTBETCTBYIOLLMIA KIHOY MPOBEPKM 3MEKTPOHHOM. [pu npoBepke MNoAnucu
NpoOBEPSAIOWMNA [OJHKEH pacrnosiaraTb K/AOYOM MpoBepku (cepTudukatoMm kw4da nposBepku 3SM)
nosib3oBaTeNisi, MOCTaBMBLUEro MOAMUChL. [poBepsitowmnii  Ao/KeH 6biTb MOMHOCTbIO YBEPEH B
NoASIMHHOCTU KJtouya npoBepky II1, a UMEHHO B TOM, YTO MMEOLWMIACS Y Hero kaw4d nposepku I
COOTBETCTBYET KJOUYy NpoBepkn DI KOHKPETHOro mnosb3oBaTensd. [na 3Tol Lenn UCnosib3yeTcs
cepTudmkaT Kroya nposepkun 3, noanmcaHHbI YaocToBepsaowmM LieHTpoM.

KaxxgoMy nonb3osaTento, obnagatoweMy npasoM noanucu, HeobxoammMo UMeTb:
e  KJIOY 3NEKTPOHHOM Noanucu;

e K/OUYM TNPOBEPKW 3NEKTPOHHOM noanucu  (cepTuduKkaTbl  KIKOYEN MNPOBEPKU
3NEKTPOHHOM NOAMNUCK) APYIMX NOSb30BaTeNeMn.

Knou aneKTpoHHOW NOANMUCU MOXKET 6biTb MCNOJ/Ib30BaH TOJIbKO AN (POPMUPOBaHUSA
3.

3aKpbiTbii KJIlO4 06MeHa MOXXeT 6biTb UCNOJZIb30BaH Kak Ans (POpMUPOBaHUSA KJlOUa
CBSAi3M C APYrvM noJsib3oBartenieM, Tak u ansa bopmmposaHus 3N1.

7.2. Knwo4yeBoW KOHTENHEp
3akpbiTbie katoum CK3U «Kpuntollpo CSP» 3anucbiBaloTCS B K/KOYEBOM KOHTEMHepe.
KnioueBon KOHTENHEP MOXET coaepxXaTb:

e TOJIbKO KJIHOY NOAMNUCH;

e TOJNIbKO K/1OY 06MeHa;

e KJ/IOY NOAMUCHK U KNtOY 06MeHa OAHOBPEMEHHO.

EAVMHCTBEHHbIN K/IOY KNKOYEBOr0 KOHTENHepa (KoY nognucu nnu knwd obmeHa) HasbiBaeTcs
rnaBHbIM KNOYOM. EcCnn B KOHTerHepe ABa K/to4va, TO MepBblM KAOY - K/HOY NOANUCK - Ha3bIBAETCA
rNaBHbIM, BTOPOW K/ItOY — K104 O6MeHa - BTOPUYHbLIM.

KntouyeBon KOHTEMHEP COAEPXUT KPOME KIoUEN CryxebHyto MHpopMaumio, Heobxoanmyto ans
obecneueHuns kpuntorpadunyeckon 3alnTbl KIKOYEN, UX LLeSTOCTHOCTN U T. M.

Kaxabiin Kno4eBoln KoHTenHep (He3aBUCUMMO OT Tuna HOCUTENS), SBASIETCS CaMOA40CTAaTOYHbIM
N COAEepXUT BCO Heobxoammyk MHdopMauumio ana paboTbl Kak C CaMUM KOHTEWHepoM, Tak U C
3aKpbITbiIMK (M COOTBETCTBYHLLUMMN UM OTKPbLITBIMU) KJTHOYaMMU.

Ha knio4yeBOM HOoCUTeNe KAumM XpaHaTcsa B dopmaTe KKUYEBOro KOHTEMHepa.

7.3. ®opMaT KI4YeBOro KoHTenHepa

KnioyeBon KOHTENHEP COAEPXUT cneayowyo nHhopMaumio:

rNaBHbIA KUY, MACKW [NaBHOrMO KJK4Ya, KOHTPOJSIbHYI MHMOPMauUUo rlaBHOMO K/o4a,
BTOPWUYHbIN KoY (ONUMOHANbHbBIN), pe3epBHYO KOMWUIO KTIOYEBOro KOHTenHepa.

Kaxkabli 3aKpbITbi KNOY M kNtod Il xpaHutcs B dopmaTe, AOMOJHUTENBHO COAEPIXKALLEM BCe
KOHCTaHTbl, HeobxoanMble Ans pOpMMPOBAHMS U DKCNOPTA OTKPLITOrO K/o4va 1 Kao4da nposepku M.
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dopMaT K/IOYEBOr0 KOHTelHepa ob6ecneymMBaeT UTEHWe KJYeid U COOTBETCTBYHOLWMX Macok
OTAENbHbIMM OMepauMaMmn B pasfesbHble (pa3HeceHHble Mo aapecaM) 061acTv NamaTu, A8 Yero OH
COAEPXWT LWECTb 30H (peanusauuns 30H 3aBUCUT OT TUMa KIOUYEBOro HocuTens).

KntoueBoW KOHTEMHEP COAEPXWUT TakXe AOMOJIHUTESNbHY WH(OpMaumto, HeobxoanMyto ANS
obecneyeHunst ero BOCCTAHOBNEHWUS MPU BO3HUKHOBEHWUW Pas/iMyHbIX MPOrpaMMHoO-annapaTHbiX c6oes
(mononHuTenbHasa MHdopMauns BKIKOYAETCS B TEX Cly4Yasix, Korha pa3Mep KJloUeBOro KOHTelHepa He
OrpaHMYyeH pa3MepaMu NaMsTM GU3NYECKOro HocuTens).

7.4. ®opMupoBaHUeE KoYen

dopMupoBaHWe K/4Yelr Mnonb3oBaTens MNpoM3BOAMTCS C  WUCMONb30BaHUEM
XKTAN.00083-01 90 05 "Kpuntollpo CSP. PykoBoaCTBO nporpammucra") u
TMNa dbopmMmnpyemoro Ko4a: AT_KEYEXCHANGE. AT_SIGNATURE,
AT_UECSYMMETRICKEY.
dopMUpoBaHWe KakYern BO3MOXHO, ecrn:
1. KoHTekcT KpuntonpoBanaepa Kpuntollpo CSP otkpbiT dyHKkumneir CPAcquireContext c
¢dnarom CRYPT_NEWKEYSET © HecywecTBYIOWNM WMEHEM KJ/IHOYEBOro KOHTelHepa,
cneumdunumpoBaHHbiM NnapameTpom pszContainer;
2. KOHTekcT kpuntonpoangepa Kpuntollpo CSP oTtkpbIT ¢dyHkunen CPAcquireContext c
yKa3aHMEeM paHee CO34aHHOMO  KJIOYEBOro  KOHTelHepa, crneumduunmpoBaHHOro
napametpom pszContainer.

CPGenKey (cm.
cneundukauymen

AN

MpuMmeyvaHusn.

1. Ana wvcnonHeHus 1 3akpbiTble kAum DI 1M obmeHa dopMupyroTCca C
ncnonb3oBaHnem MACH c mHMumanusaumein ero ot bnoACH wnm oT BHewHen
rammbl; Ans UCNOMHEHUs 2 - ¢ ucnosnb3oBaHuem MNACYH ¢ MHMUManmn3aumen ero ot
dusmnyeckoro ACH MAK 3awmtel or HCO wnam OT BHewHer rammbl. [ns
ncnonHenna 2 ¢ OC Solaris 9/10 (nnaTtdopma sparc) Ka4yuM A0MXKHbI 6bITb
nonydeHol Ha APM, ocHaweHHbIX CK3W B UcnonHeHun 2 n yTUamMTon BbipaboTku
ramMmmoil.

2. Mpu uWCNONb30BaHUW CuYUTbIBATENEN CMapT-KapT WM YCTPOWCTB 4YTeHus
Tabnetok Touch-Memory DALLAS Heo6x04MMO NpoBeaeHMEe NMPOBEPKU HACTPOMKM
ncnonb3yemblx uMmn noptos MN3BM B BIOS n OC.

3. Mepea ncnonb3oBaHWeM MPOLIECCOPHble KapTbl AO/MKHbI 6biTb "BbiMyLeHbl" C
NCMoNb30BaHWEM TPAHCMOPTHOro MuH-koda u MO Bbinycka KapT (NocTaBnsloTCS
OUCTpUBYyTOpPOM KapT)

4. Mpwn ncnone3osBaHum HIM[ B KayecTBe KAKOYEBOro Hocutens BO u3bexaHue
noTepu Kno4YeBor MHDOPMaLUMN PEKOMEHAYETCSH XpPaHUTb ee KOMNuio.

7.5.

KnwuyeBble HOCUTENU

B kauecTBe K/IOYEBbLIX HOCUTENEN MCNOJIb3YHTCA:

rMg 3,5”;

USB aucku;

3NEeKTPOHHbIN KN4 € nHTepdencom USB (e-Token, Jacarta);
CmaptkapTtbl PUK, Ockap, Maructpa, Y2K;

CmapTtkapTta MS_KEY K;

naeHtTuoumnkaTopbl Touch-Memory DS1995 - DS1996 MAK 3awwntbl ot HCA (Akkopa-AMA3,

3N1eKTPOHHbIA 3aMok "Cobonb);
e Rutoken, Rutoken SD;
e CmaptkapTtbl Athena IDProtect, INPASPOT, MorphoKST, Cha cardOS, Cha JCOP, MPCOS-

Gemalto

e Pazgen HDD MN3BM (B OC Windows - peecTp).

Ncnonb3oBaHMe K/IOYEBbIX HOCUTENEN B 3aBUCMMOCTM OT MpOrpaMMHO-anmnapaTHou niathopMbl
onucaHo B nyHkTax 3.8, 3.9 gokymeHTa "XT5M.00083-01 30 01. CK3U "Kpuntolpo CSP". ®dopmynsp.

dYyHKUMM
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[

MpumMmeuanume 1. B coctas auctpmbytnea CK3U XTAN.00083-01 Bxoaat 6ubnmortekm
noAAepXKM BCEX MepeyncsieHHbIX HOCUTeNel, Ho He BXoasT ApaliBepa ans OC. Mo Bonpocam
nony4yeHus agpanBepoB HeobxoAMMO 06pallaTbCs K MPON3BOANTENSIM COOTBETCTBYOLLMX
YCTPOWCTB.

MpuMmeuyaHme 2. [lonyckaeTcss XpaHeHWEe 3aKpbiTbiX kiwoyen B peectpe OC Windows u B
pasgene HDD (B cnyuyae apyrux OC) npu ycnosuu pacnpoctpaHeHus Ha HDD wnan N3BM ¢ HDD
TpeboBaHMn MO 06paLLEHNIO C KMTOYEBBIMU HOCUTENSIMU, B TOM YMC/IE U NOCNe yAaneHus Kao4ven
13 peecrpa.

Mpumevanmne 3. Vcnonb3oBaHMe HocUTENen APYrux TUNOB - TOMbKO Mo cornacosaHuio ¢ ®Cb
Poccun.
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7.6. Pa3Mepbl Katouen
,U,J'IVIHbI Kitouen BHEKTDOHHOﬁ noanncKn:

KJ1H0Y 3/IEKTPOHHON noanucu 256 6uT;

KJ1H04 NPOBEPKN 3N1EKTPOHHOM MOAMNUCH 512 6urT.
ONWHbI KNOYEn, NCNOoNb3yeMbIX MPU WNQPPOBAHUN:

3aKpbITbIR K/tOY 256 6uT;

OTKPbITbIA K1Y 512 6urT;

CUMMETPUYHbIN K04 256 6uT.

7.7. XpaHeHue KJ4YeBblX HOCUTeNnewn

Mpu XpaHeHuu kuo4velr HeobxoaMMo obecneuynTb HEBO3MOXHOCTb AOCTyNna K KIOYEBbIM
HOCUTENSIM He [OMYLLEHHbIX K HUM nuy. [Monb3oBaTesb HeCeT MepcoHasbHYK OTBETCTBEHHOCTb 3a
XPaHEeHWE NINYHbIX KHYEBbLIX HOCUTENEN.

3anpelaeTcsa 0CTaBNATb 6€3 KOHTPONAS BblYUC/IUTENbHbIE CPEACTBA C YCTAHOBNEHHbIM CK3U
nocne BBOAA KNOYEBON MHDOPMaLMN.

Mpn Hanunumn B opraHusaumun, akcnayatupytowen CK3U, agmmHucTpaTopa 6e3onacHOCTV U
LEeHTPaNM30BaHHOM XpPaHEHWW KJ/IOYEeBbIX HOcuTenen, aamMuHucTpatop 6e3onacHoCcTM HeceT
nepcoHasibHY OTBETCTBEHHOCTb 3a XpPaHEHUE JNINYHbIX KIH4YEBbIX HOCUTEeNnewn Nosb3oBaTeNnen.

Mpn xpaHeHun knwoderr B peectpe Windows n Ha HDD T29BM TpeboBaHus MO XpaHeHUIO
JNINYHBIX KJIIOYEBLIX HOCUTENEN pacnpocTpaHstTca Ha [M9BM (HDD M3BM) (B ToM uucie mn nocne
yAaneHus knto4ven ns peectpa, uns HDD).

B cnyyae HEBO3MOXHOCTM OTUYXAEHMS KIOYEBOro HOCUTENsa C KA4YeBOW MHGopMaumen oT
M2BM  opraHM3auMOHHO-TEXHUYECKUMU  MEpPOMNpPUATUSAMU  AO/MKEeH  O6biTb  UCKA4YEeH  A0oCTyn
HapywwuTtenen k NM3BM c kntovamu.

Mpwn xpaHeHuun kno4ven Ha HDD M2OBM Heo6x0AMMO MCMO/Ib30BaTb NAPOJIbHYIO 3aLLUTY.
CK3W moxeT hyHKLUNMOHNPOBaTb M XpPaHUTb KIOUYeBYH MHMDOPMaUnUIo B ABYX peXxuMax:
e B NaMATM NPUNOXEHNSA AN UCnonHeHmsa 1.

e B "Cnyxbe xpaHeHMsa Knwo4en", peannsoBaHHOW B BMAE CUCTEMHOrO cepBuca Ans
MCNOSTHEHUNS 2.

Knioum HaxoaaTcs B Kale A0 3aBepLlUeHUs MPUNOXEHUS UM A0 BbIK/OYEHUS KOMMbloTepa
(ocTtaHoBKkM cnyx6bl), 4YTO MNO3BONSET MCMNONb30BaTb 3aKPbITbI K/OY AaXe Nocne 3aKpbiTus
KpunTorpadunyeckoro KoHTekcTa.

OYHKUMOHMPOBaAHME M xpaHeHue kntoden CK3UM Kpuntollpo CSP B "Cnyxb6e XpaHeHus
knoyen" obecneunBaeT AOMNONHUTENbHYIO 3aLUUTY KIHOYEBOW MHMOPMauum OT APYrUX MPUITOXKEHUN,
BbINOHAKOWNXCSA Ha MDBM, HO MOXET He3HaYUTesIbHO 3aMea IUTb NPOU3BOAUTENBHOCTb CUCTEMBbI.

B cnyyae Heob6x0AMMOCTM NPOBEAEHUS PEMOHTHbBIX M pernaMeHTHbiX paboT annapaTtHOM YacTu
CK3UN/COK Heobxoammo obecneymTb HEBO3MOXHOCTb AOCTyMNa HapywuTens K KI4eBOoW MHgopMauum,
cogepxaulerica B annapaTtHon Yactu CK3U/COK. KoHKpeTHbI nepeveHb Mep A0/MKeH 6biTb onpeaeneH
ncxoas m3 ycriosun akcnnyataumm CK3N.

7.8. Cpoku pencremsi Nonb3oBaTeNbCKMX KIoUen

Mpu 3kcnnyataumn CK3U XKXTAW.00083-01 pomxkHbl  cobntogatbCs  cneayloumMe Cpoku
MCMOSIb30BaHMS MOJIb30BATENIbCKNX 3aKPbITbIX K/OYeln u cepTudmKaToB:

e MaKCMManbHbIA CPOK AENCTBMSA 3aKpbiToro ka4da 3I (kntoda 3MM) - 1 rog 3 Mecaua;
e MaKCMMasnbHbIA CPOK AENCTBUSA OTKPbITOro kiatoua Il (knw4ya nposepku II1) - 15 neT;
e MaKCMMasnbHbIA CPOK AENCTBUS 3aKPbITbIX U OTKPbITbIX Ktoven obMeHa — 1 roa 3 mecsaua.

7.9. YHUUTOXEHMUE KHYEN Ha KIKYEBbIX HOCUTENAX

Kntoun Ha knoyeBbiX HocuTensax (Bkawoudas Touch Memory u cmapT-KapTbl), CPOK AENCTBUSA
KOTOPbIX MUCTEK, YHUYTOXAKTCHA nyTeM nepedopMaTMpoBaHUsa Ka4YeBbiX HocuTenen cpeacrsamu MO
CK3W, nocne 4yero knto4YeBble HOCUTENN MOTYT MCMOMb30BATbCA AN 3aNUCKM HA HUX HOBOW K/HOYEBOW
nHdopmauunm.
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06 YyHMUTOXEHUM KN4Yen aenaeTcs COOTBETCTBYHLWas 3anmcb B "XXypHane nonb3oBaTens
cetn" (cM. BegeHune xxypHanos).

7.10. WHTepdenc ynpasneHusa kntodamm CK3U

MocnepoBaTenbHOCTb  AENCTBUMA  NpUM  reHepauum 3akpbiTbiX  KA4Yen wu  kawden  OM
rnosb3oBaTenen, YynpaB/eHMU WX MaponsiMu, YrpaBfieHMU KJlO4aMM onpeaeneHa B JAOKYMEHTe
«XTAKN.00083-01 90 03. KpunTollpo CSP. MHCTpyKuKns No ucnosb3osaHuto. Windows».

8. lNpoTokon ceteBon ayteHTUdMKaumm Kpuntollpo TLS

MpoTtokon TLS (Transport Layer Security, cneundukaumsa IETF - RFC2246) oTHocuTcs K
cpeacTBaM 3aWuTbl NpukNagHbiX naketoB Microsoft Internet Explorer, Internet Information Services
(IIS), Microsoft SQL Server 2000 n COM+. OH obecneynmBaeT ayTeHTUMUKALMIO CBA3bIBAOLLNXCS
CTOPOH, KOHMUAEHUMANbHOCTb W LENIOCTHOCTb MepecbiiaeMon uHdbopMaumun. AyTeHTUdUKauus
obecneumBaeTca UCMonb3oBaHMeM cepTudukaToB crtaHaapta X.509 (B cpepax C cuibHOM
ayTeHTudukauymen), KoHbduaeHUMaNnbHOCTb — WN@pPOBAHMEM NepecbliiaeMblX AaHHbIX, LeNO0CTHOCTb —
npuMeHeHneM X3W-PyHKUMN U KoJa ayTeHTudukaumm coobuweHnsa (Message Authenticity Code,
MAC).

Ons nogkntoyeHns no npotokony TLS ncnonb3ayetcs npedukc https, npwn aTom obo3peBaTenb
Web-cepBepa no ymonyanuio 6yaet noakntodaTtbcs K nopty TCP 443 BMecTo ctaHaapTHoro nopta TCP
80. Ecnu cepBep He noaaepXxuBaeT NpoTokon TLS, coeanmHeHue He ycTaHasnuBaeTcs. [MpoTokon
SSL/TLS (SSL - 6onee paHHMe BepcuM MpoToKoNAa) npuMmeHsieTca MHTepHeT-npoTokonammn (Tabnuua
1).

Ta6nuua 1.
MpoTtokon | MopTt OnucaHune
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas no4vta) no SSL/TLS
NNTPS 563 NNTP (HoBocTtn) no SSL/TLS
LDAPS 636 LDAP (goctyn Kk katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSLALS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas noyta) no SSL/TLS
FTPS 990 FTP (nepepaya cdannos) no SSL/TLS

YTtobbl npoTokon SSL/TLS peiictBoBan, Web-cepBep AonXeH MMeTb cepTudukaT (OTKPbITbIN
KIOY) M CBOWM 3aKkpbiTbl KAtOY. Bnageneu ceptudukata AO/KEH MOATBEPAMTb, UTO OH SBASETCS
BNajesnbleM 3aKpbITOro K/k4ya, CBSA3aHHOro C cepTudukaTtoM. ITO JAaeT BO3MOXHOCTb KJIMEHTY
ayTeHTUdMUNPOBaTb CepBep, C KOTOPbIM OH XO4YeT CBA3aTbCS.

B npouecce B3anMHOM ayTeHTUdUKALMM:

e BbINOJIHAETCA KpunTorpaduyeckass NpoBepKa HanMuusa y cepBepa 3aKpbITOro KJwua,
COOTBETCTBYIOLLEr0 OTKPbLITOMY K/IHOUY, YKa3aHHOMY B cepTudukare;

e poBepseTcs CTeneHb A40Bepus nsgatento ceptudunkaTa;

e [pOBepseTCcs, He UCTEK SN CPOK AeNCTBUSA cepTudmkaTa;

e [poBepsieTcs, He 0To3BaH Nu cepTudwukaT; no ymondaHuwo Internet Explorer sty
NMpoBEpPKYy He BbINONHSAeT — 370 genaet IIS.

Ecnn  nwbas M3  ykKasaHHbIX MNPOBEPOK MPUBOAUT K OTpuUATeNbHOMY pe3yfbTaTy,
nonb3oBaTesib MNOAy4YaeT NpeaynpexaeHue U MOXeT pasopBaTb CoeAnHeHue (3TO peKoMeHAyeTcs
aenatb).

JocTurHye poBepusi, CTOPOHbl BbipabaTbiBalOT CEaAHCOBbIA K4, Ha OCHOBE KOTOPOro
obecneumBaeTcsa WN@pPOBaAHME AAHHbIX B TEYEHME CeaHca.

AnropuTtMm npeobpasoBaHnsa MHpopMaumm npm obmeHe

Anroputm npeobpasoBaHua MHdopmaumm npu obmeHe C MCnosib3oBaHMeM npoTokona TLS
BKJIIOYAET onepauuu:

e [puWeM OT MpPOTOKO/NlAa BEPXHEro YpOBHS MOTOKA HEe MWHTeprnpeTupyeMbiX AaHHbIX B
6nokax Npou3BONLHOIO pa3mepa;

e (dparMeHTaums NPUHSATbIX C BEPXHEro YPOBHS AAHHbLIX B CTPYKTypuMpOBaHHble 6510KM
(dbparmenTbl) npotokona TLS. Pasmep dparmeHTa - He 6onee 2* 6aiT;
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e KOMMpeccus pparMeHToB (ONUMOHANBHO);
e XelwwupoBaHue pparmeHToB (Mcnonb3lyetcsa knodeson MAC);

e KOHKaTeHauuss ¢dparmMeHTa W pe3ynbTata ero XewupoBaHus (pacliMpeHHbIN
dparmeHT);

e 3awundpoBaHUe pacluMpeHHOro gparmeHTa (ONUuMOHaNbHO);

e nepepava 3aWwM@pPOBaAHHOrO paclwMpeHHoro dparMeHtTa ¢ Aob6aBneHHbIM OTKPbITbIM
3aro/IOBKOM MpoOTOKOJ1a TPAHCNOPTHOrO YpoBHSA (Hanpumep, TCP).

Mpu npueme MHGOpPMaLUKN NpUMeHsieTCs obpaTHas NocienoBaTeIbHOCTb ornepaLmid.

ATpnbyThbl ceccmun
Ceccua xapaKrepusyeTcs cjiepayrowmmmm atpubyramu:

e unaeHTUdukaTop ceccum (cnyyamHoe uucno, 32 6anTa, 3apaeTca CepBeEpOM npu
OTKPbITUKN ceccun);

e MeTo4 KOMMpeccuu;
e cepTudukaT cepsepa (ONUMOHANbLHO);
e cepTuduKar kiamnmeHTa (onNUMOoHanIbHO);

e creumdukauma anropuTMOB M NapamMeTpoB 3awWwmTbl (anropuTMmbl WndposaHma n MAC,
KpunTorpaduyeckne napameTpsbl);

e master secret (Mcrnonb3yeTca Npu reHepauum kK4ven wudposaHusa, knwoven MAC,
BEKTOPOB MHULMann3auumn);

e (nar, paspewatoumin/3anpeLwatolmn HoBble COEANHEHUS B CEaHce.

CepTudukaTtbl npeacTasnaoTcs B craHgapte X509. v3. Cneundwukauma anroputmMoB u
napamMeTpoB 3aLUNTbl MOXET MEHATLCSA B TEYEHUE CeCCum.

ATpubyTbl cOeaANHEHUSN
K aTtpubytamMm coeaMHeHUs OTHOCATCA:

e client_random - cnyyaliHble 32 6aliTa, 3agaBaeMble KIMEHTOM;
e server_random- cnydainHbie 32 6aiTa, 3a4aBaeMble CEPBEPOM;
e client write MAC secret (kN4 KIveHTa AN KNYEBOro XeWwnpoBaHus);
e server write MAC secret (knto4 cepeepa 415 K/IH0YEBOro XeWMpOBaHUS);

e client write key (knw4, ucnonb3yembii AN WWPPOBAHUSA AAHHbIX KIAMEHTOM W
pacwmndpoBaHns NX CEPBEPOM);

e server write key (knw4, mucnonb3yemblin Ansg wndpoBaHUA AaHHbIX CEPBEPOM W
pacwmndpoBaHnNS UX KJIMEHTOM);

e client write 1V, server write IV (BekTOpbl MHNUUMANN3ALMN, UCTMOSIb3YEMbIE KJIMEHTOM U
CepBepoOM COOTBETCTBEHHO);

e MOpPsSAKOBLIA HOMep coeanHeHus (NoaaepXXmMBaeTcs He3aBUCMMO AN NepefaBaeMblX U
MPUHMUMaeMbIX COObLLEHNIA).

BekTop MHMUMANM3auMu 3ajaeTcs AN NepBoro dparMeHTa COO6LUEHUS B COEAMHEHMUMU;
AN nocneaywmx (GparMeHToB BEKTOp WHMUManusaumnm (GopMUPYETCs W3  KOHe4yHoro 6oka
3almdpPOBaHHOrO TEKCTa NpeaplayLuero dparMeHTa.

MopaaKoBble HOMepa COeAVMHEHWI MOAAEPXKMBAKTCA HE3aBMCMMO ANA NepeaaBaeMbiX U
NpUMHUMaeMbIX COO6LEeHMIA. pU CMEHe Ceccum, M3MEHEHWUW creumduKaummM anroputMoB M MapaMeTpoB
3alUMTbl HyMepaLms COeANHEHN HaumHaeTces ¢ 0; [anasoH Hymepaumm: 0 + 2%4-1.

CoeAnHEHME acCoUMMUPYETCH C OAHOM ceccueit.

Tunbl coobweHnmn
B npoTtokone TLS ncnonb3ytoTcsa criegytowme Tunbl COO6LEeHNI:
¢ Hello message (ClientHello, ServerHello);
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e Change cipher specs message (M3MeHeHuMe cneundmnKkaunmm anropuTMOB 1 NMapamMeTpoB
3awmThl);

e Key exchange message (nepepaya kjto4ya obMmeHa knwodamm wudpoBaHns n MAC
KJINeHTa, cepsBepa);

e Alert message (npeaynpexaeHue, onoBeLleHne 0 daTasibHOM OWnbKe);
e Application_data message (nepenaya gaHHbIX);
e Finished message (coobuieHne 0 BO3MOXHOCTU paboTbl B CO34aHHON ceccun).

®parmeHT coobuweHnsa, nepenaBaeMblii NPOTOKOAY TPAHCMOPTHOrO
YPOBHS

Juis mepenaun  parmMeHTa COOOIICHHUS TPAHCIIOPTHOMY YPOBHIO IPOU3BOJISATCS
onepanuu:
e KoMMpeccus pparmeHTa (ONUMOHaNbLHO);

e BblUMC/NIEHME X3Lla OT KOHKaTeHauun K4da X3WMpPOoBaHUSA, TUNa KOMNpeccum, AJvHbI
KOMMpEeCcMpoBaHHOro parmMeHTa, KOMNpPecCMpoBaHHOro parMeHTa, 3a4aHHON KOHCTAHThI;

e wudpoBaHMe pacwmpeHHoro dparMeHTa (KOHKaTeHauusi KOMMpPeccMpoBaHHOro
dparmMeHTa u ero xawa);

e pnobaBneHne OTKPbITOro 3arosioBka, cogepxawero Tun coobweHna (oauH 6anT),
Bepcuto npotokona TLS (aBa 6alita), ANMHY KOMNpPeCcCMpoBaHHOIo parMeHTa.

Onepaunn npoTtokona TLS

Application Data = =
U
Fragment
U
Compress
U
Add MAC
U
Encrypt
U
Append TLS Record
Header

TLS Handshake Protocol

TLS Handshake Protocol paboTaeT no cneapytouwlen cxeme:

ClientHello —— Yemanoska eepcuu  npomoxona,
UOEHMUGUKAMOpa  ceccuu, HAYANbHOZO
Habopa  aneopumMo8 U NApaAMempos,
Memoda Komnpeccuu
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<« ServerHello Cepsep nocwiiaem (onyuoHanbHo)
«—— Certificate —— ceoll  cepmughuxam u sanpawueaem
«— Certificate Request —— (onyuonanvno) cepmugpuxam xauenma,
«Server Key Exchange —— nepedaa ciyHatiHotl éenyuHbl Server-random

«— ServerHelloDone ——

Certificate ——— Knuenm nocwliaem 8ol
—Client Key Exchange —»> cepmucghuxam (ecru  6vL1 3anpoc
— Certificate Verify —» cepsepa) Ecmu cepmugpurxama y xnuenma

nem, on nocwiiaem Certificate Verify
—— Change Cipher Spec—> Buioop aneopummos u
Finished—— napamempog  01i  YCMAHABIUBAEMOU
«— Change Cipher Spec—— ceccuu, — 3a6epuieHue Handshake
« Finished ——— (“pyronoxcamus”)
Client Server

TLS Handshake Protocol obecneunBaeT MHMUManm3aumnto ceccum (CoeaMHEHUS) BbINOTHEHUEM
onepaumin:
e K/MEHT W cepBep JAoroBapuBakTcs 06 WCNONb3YEMbIX B CECCUMW anroputMax u
napamMeTpax 3aWuTbl, O06MeHMBalTCA cnydaliHbiIMKM BennuymHamu client_random, server_random,
[0roBapuvBatoTcsl, 6y4yT UM HET HOBble COEAMHEHNS;

e npousBoauUTCH 0bMeH cepTudmKaTamMu AN ayTeHTUdUKaLUMKW KaneHTa n cepseepa (no
3a4aHHbIM OnuuamM);

e K/IMEHT TreHepupyeT C/y4YamHyl BenununHy pre_master secret, wwudpyetr ee un
nepenaeTt cepsepy.

e KnueHT u cepBep no pre_master secret, client random u server_random dopmupytoT
master secret (Habop Heo6xoaMMON KOYEBOM MHMOPMaLIMK) CECCUN.

Crek npoTtokosia TLS

MpoTtokon TLS saBnsieTcsd ABYXYPOBHEBbIM W AEACTBYEeT Hah TPaHCMOPTHbIM MPOTOKOJIOM.
K nepBomMy ypoBHI0 oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec, TLS Alert Protocol.
Ko BTOpoMy ypoBHI0 oTHocuTcst TLS Record Protocol.

TLS TLS Change TLS Alert MpoTokonbl
Handshake Cipher Spec Protocol obMeHa
Protocol AaHHbiMKu (HTTP
nrT.n.)

TLS Record Protocol
TpaHcnopTHbIn npoTtokon (TCP/IP n T1.n.)

8.1. Moaynb ceteBon ayteHTUdMKauum Kpuntollpo TLS

Moaynb ceteBon ayteHTudmkaumm Kpmuntollpo TLS peanusosaH Ha 6a3e npotokona TLS v.1.0
" POCCUMCKUX CTaHAApTOB KpuUNTOrpaduyeckon 3awuTbl KOHMUAEHUMANbHOW WHGOpMaLMn
(anroputMmbl wWndposaHmsa B cooteBeTcTBuM € TOCT 28147-89, anroputMmbl BblpaboTKM U NpoBepKU
3/M1eKTpOHHON uudpoBon noanucm B cootBeTctBum ¢ [OCT P 34.10-2001, x3wwupoBaHus B
cootBeTcTBMM € TOCT P 34.11-94). Ucnonb3lyetca Takxe anroputMm Auddwu-XennmaHa OTKPbITOro
pacrnpeneneHus knwo4ven Ha 6ase NOCT P 34.10-2001.

Ha T[32BM knueHTa n Ha cepBepe (IIS, ISA) ycrtaHaBnmBaetcsas CK3U XTHAN.00083-01 ¢
MoAyneM NoafepXXku ceteBon ayteHTudmkaumm Kpunrollpo TLS.

AyTeHTUPUKAUNS KIINEHT-CEPBEP MOXKET 6biTb OAHOCTOPOHHEN M ABYCTOPOHHEN.

29



XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

OOHOCTOPOHHSS ayTeHTUdMKaunsa obecrneumMBaeT MUHMMAIbLHO HEO6XOANMbIA YPOBEHb 3alUUTSI,
M BKJ1OYAET B cebs:

e obsA3aTenbHyl0 ayTeHTMdhMKauno cepeepa 6e3 ayTeHTUdMKaLMN KIIMEHTOB;
o wmndposaHme Tpaduka Mexay KIMEHTOM N CEPBEPOM.

Mpu paboTe B AaHHOM pexuMme cepBep Ha 3Tane "pykonoxatusa" He 3anpawunBaeT ceptTudukar
KSIMEHTA W yCTaHas/mBaeTcs "aHOHMMHoe" 3alMueHHoe coeanHeHne. B 3TOM cnydae KIMeHT MoXeT
HEe WMeTb 3aKpbITOro kKaw4ya u ceptudukaTa, OAHAKO MNpU STOM OH JIMWAETCA BO3MOXHOCTU
dopMmnpoBaTb SNEKTPOHHYHO MOAMUCH NOA AOKYMEHTaMu. Pexum ¢ o4HOCTOpPOHHEN ayTeHTudukaumen
cepBepa MOXeT MWCMONAb30BaThCAd ANA NpeaocTaB/feHMss HEeKOTOpoW rpynne nofib3oBaTenemn
KOHdMAeHUMaNnbHON MHboOpMaLmMnm Ha OCHOBAHMW MapoJiIbHOM 3alWuTbl, O4HAKO Naposib B 3TOM ciy4yae
6yaeT NpeabsaBnATbCA NOMb30BaTe/IEM TO/IbKO MOC/e yCTaHOBAEHUS 3awmeHHoro TLS-coeanHeHus ¢
Web-cepBepoM, 4TO NOBbLIWAET YPOBEHb 3aLUUTbl OT HECAHKLUMOHNPOBAHHOIO AOCTYyNa No CPaBHEHUIO C
nepegaden napons Mo OTKPbITbIM coeAnHeHUAM. [lpn OAHOCTOPOHHEN ayTeHTuduKkaummnm cepsep
3anpawuBaeT cepTudmrKaT KJIMeHTa, HO ero OTCYTCTBME He CUYMTaeTCs OWNOKOM.

B CK3U «Kpuntolpo CSP» ncnonb3yeTcs ABYCTOPOHHSAS ayTeHTMdMKaUnS.
[JBYCTOPOHHSASA ayTeHTUdMKauna BKIoYaeT B cebs:

e B3aWMHYI ayTeHTUuduKaumwo knmeHta u  Web - cepBepa € noMmowbio UX
cepTnudunKaTos;

e wndpoBaHue Tpadnka Mexay KIMeHTOM U CEpBEPOM;

e (@dopMMpOBaHME W MPOBEPKY 3/EKTPOHHON NOAMUCUM NOA 3NEeKTPOHHbIMM HTML-
CbOpMaMVI, 3anoJiIHdeMbIMW NOJIb30BaTENAMMU.

[BYCTOpPOHHSS ayTeHTUdUKauUs MNo3BoSsSeT obecneynTb AOCTYN B 3aKpbiTyto 4YacTb Web -
cepBepa TOJ/IbKO 3aperncTpupoBaHHbIM BnajenbuaM cepTudukaToB. MNpu 3TOM HY)XHO UMETb B BuAY,
YTO pasrpaHu4YeHMe [ocCTyna K MHGPOPMAUMOHHLIM pecypcaM cepBepa, OCHOBaHHOE Ha MpoBepKe
cepTMdunKaToB KJIMEHTOB, rOpasfo HaJeXHee, YeM NPOCTO NaposibHas 3awuTa.

B paHHOM pexume paboTbl KAMEHTY HeobXoAMMO CreHepupoBaTb 3aKpbITbil U OTKPbITbIN
K/I0UYN N NONYyUYUTb cepTudunKaT oTKpbITOro kitoya B YL,

TpeboBaHUA K TEeXHMYECKMM W NporpaMMHbIM CpeAcTBaM KOMMbiOTEpPa, Ha KOTOPbIN
ycTaHasnuBaeTca ISA cepsep, onpeaensioTcs B AOKYMEHTauuu, MOCTaBASEMON BMecCTe C AaHHbIM
cepBepoM. [loMoSHUTENbHO, Ha KOMMbKOTEP AO/MKHbI 6biTb ycTaHoBNeHbl CK3U «Kpuntollpo CSP» un
MOAYb NOAAEPXKKM ceTeBol ayTeHTUbMKauumn KpunTollpo TLS.

0N BO3MOXHOCTM YCTaHOBMEHUSA 3aLUMLLEHHOINO COEAMHEHUS MexXAy KIMEHTOM W CepBepoM
ISA Heob6x04MMO BHa4vane BbINYCTUTb CEPTUPMKAT OTKPbLITOro Kfto4a, KOTopblin 6yaeT ncnonb3oBaTbCs
AN CEPBEPHON ayTeHTUdMKaunm no npotokony TLS.

TpeboBaHus K cepTudmUKaTy:

e uMa ceptudumkata (Common name) AOMKHO coBnagatb C MMeHeM nyb6namkyemoro
Web-cepBepa npuknaaHoi cuctembl. Hanpumep: pif.nikoil.ru

e 065acTb NCMOb30BaHMSA K/tOYa AOJKHA coaepXaTb: <<AYTEHTVICI)VIKaU,VIFI Cepsepa»

OaHHbii cepTudmkat gonxeH b6biTb ycTaHoBNeH Ha cepBep ISA B npuBsA3Ke C K/IHOYOM
NnoANMUCKU (3aKpbITbIM KI0YOM). [1py 3TOM 3aKpbITbIM KAKOY NOAMUCK AO/MKEH 6biTb MOMELLEH B peecTp
OcC.

Bbinyck wn ycTaHOBKa cepTudukata ocyuwectBnserca uyepe3z APM nonb3oBatens LleHTpa
perncrtpaumun. Nopsaok AenCcTBUN onpeaenseTcs B MHCTPYKLMKU MOb30BaTeNIo.

8.2. TlpoBepkKa NCMosb30BaHUS POCCUMCKMX anropuTtMoB B Bpay3epe
Internet Explorer/Edge.

1. OTkporite 6pay3sep Internet Explorer/Edge.

Mpu nocelweHnn Beb6-CTpaHMLbl 06paTUTe BHMMaHME, UCMOAb3YETCsS I NMPOTOKOS COeANHEHMS
«https».
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PucyHok 8.1 — AgpecHas cTpoka Internet Explorer.

2. HaxxMuTe Ha 3Ha4yoK «3amMKa».

PucyHok 8.2 — AgpecHas cTpoka Internet Explorer.

[Jo/mKHO NOABUTCA OKHO criefyroLlero smaa:

........

WMaentndrkauwa eeb-canta

Q00 "KPWMTO-TPO"
onpegennn seb-caliT Kak:

g.cryptopro.ru

3ITo NOAKNHIYEHME K CEPBERY WCMOABIYET
WK poBaHWE.

MaozxcHe nu goeepATe 3ToMy BeB-caliTy?

MpocmoTp cepTudnkatos

PucyHok 8.3 - OkHO ngeHtTudukaumn Beb-canta.

3. HaxxmuTte Ha MpocMoTp cepTudmKaTos.

OTkpoetca SSL ceptudwmkar web-cepsepa. Ha Bknagke «CocTtaB» MOXHO MOCMOTPETb
nHdopmaumio 06 ncnonb3yemblx KpunTorpacunyecknx anroputMax.
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2 ] Ceptudumkat N Ceptudukat “
Obwwe | CocTas | MyTb cepTudmxaLym Obwwe | CocTas | MyTs cepTudmkaLym
Mokasatb: | <Bce> v MoxkasaTtb: | <Bce> v
Mone 3HaueHne o Mone 3HaveHve (o
Dﬂeﬁcmwrenen C S despans 2016 r. 17:26:00

QeiicTBuTENEH NO 5 despana 2017 r. 17:36:00

WS T Q. oypne T T OO0 R rOCT P 34.11/34.10-2001
) " FOCT P 34.10-2001 (512 Bits) DXsw-anropvn'n noanueu FOCTP 34.11-94

MneHTud'MKa'rop Kmoya cy... bcScdéc9af3bc9 1c9b 30f...
NaeHTudukaTop Knoya ue... MaeHtudmkaTtop knova=d3b...

;‘:\ TAUKIA NAFMNACTNAKSHIAG M M1TAura narnnenenewue rru

D Bepaus
= T

D[.‘leﬁcrswrenen c 5 despana 2016 r. 17:26:00

Dneﬁasmenen no S despans 2017 r. 17:36:00

Y, [l cvhrsier A _cruntanea rin VIL_ 0NN KD

04 40 b8 87 c7 d2 ff 73 d3 37 40 da 3a fc 99 12 fb c6 a9 90 18 49 %9a 32 FOCT P 34.11/34.10-2001
7b ec 58 ee 35 1b ec 62 68 ff 94 58 fe a7 4a e4 61 cd 7f aa 07 47 b6 d0
eS be cf ¢6 f1 ¢5 38 14 a4 16 53 fc 2c 7b e4 98 cc bb

PucyHok 8.4 - Ceptudwukar.

9. YnpasneHue knto4yamm CK3U

KnioueBas cuctema CK3U 6asupyetcsa Ha apxutekType PKI pekomeHaauun X509 u B 4actum
ynpasneHns ceptudukataMm OTKPbITbIX Kao4en u knwodein nposepku I gomxkHa obecneumBaTbCs
YpoctosepsitownMm ueHtpom (YL). B kauvectBe YL MOXeT BbICTynaTb YAOCTOBEPSIOWMNA LIEHTP
Kpuntolpo YL, HO ponyckaetcsa ucnonb3oBaHue LeHTpa CepTudwukaumm kopnopaummn Microsoft
(Microsoft Certification Authority), nnun apyrue peanusauumn, obecneumsatolume BbIMNONHEHNE PYHKLNA
AoBepeHHoro obpatleHus c ceptudukaTamu.

PekomMeHpaunun no ynpasneHuio kndammn npusedeHsl ansa Kpuntollpo YL ¢ opraHuMsauMoHHOM
CTPYKTYPOW, 3N1eMeHTaMN KOTOPOM SABNAIOTCS:

1. UeHTp ceptudukaumn (LC)
2. UeHTp peructpaunn (LP)
3. APM agmnHucTpaTopa YU
4. lMonb3oBaTenbckune cpeacTsa B3amMoaencTems c YL
5. TporpamMmmHbiin nHTepdenc BlammoaencTems ¢ YL
OnwucaHune YgoctoBepstouwero ueHtpa Kpuntollpo YL, npuBeaeHo B MNpunoxenunu 4.

CepTtudmkat OTKpbITOro kto4a obmeHa v ceptudwukaTt kawoya nposepku Il npeacrasnsaer
coboli CTpYKTYpMPOBaHHYIO ABOMYHYIO 3anucb B dopmaTe ASN.1, cogepxallyto:

* UnNMA CY6'I:EKTa WM obbekTa CUCTEMbI, OAHO3HA4YHO M,U,eHTMd)MLI,Mpy}OLIJ,ee ero B
CUCTEME,;

. OTKprTbIﬁ KN4 U KN4 NpoBEPKU oNn CY6'bEKTa nnn obbekTa CUCTEMBDI,

e [ONoNHUTENbHble  aTpumbyTbl, onpepensieMble  TpeboBaHUSIMM  UCMONbL30BAHUSA
ceptTudukaTta B CUCTEME;

e DI U3paTtensa (YAocToBEpSIOLWEroO LEHTPA), 3aBEPSIOLLYH0 COBOKYMHOCTb 3TUX AaHHbIX.
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dopMaT cepTudwukata onpegeneH B pekoMmeHaaumax ITU-T 1997 roga X.509 wu
pekomeHgaumax IETF 1999 ropa RFC 2459. B HacTosiwee BpeMs OCHOBHbIM MPUHATBIM (opMaToMm
aBnseTca gopmaTt Bepcuu 3, MO3BOMSKOLWNUNA onpenennTb AonosiHeHus (extensions), c¢ nmomouwbio
KOTOPbIX peanusyeTcs onpeaesieHHas nonmtnka 6e3onacHoOCT B CUCTEME.

Huxe npuBeaeHbl TpeboBaHWsA MO YMNpaBfeHUIO K/OYEBOW CUCTEMOM Ha BCex 3Tanax ee
XXMU3HEHHOro uuWkna, HadmHas c dopmupoBaHmsa kiodveh LeHtpa Ceptudukaummn. TpeboBaHus
npuBeAeHbl C yyeToM Hanuuumsa LenTpa PeruncTtpauuu, asnsoowerocs @QyHKUMOHANbHOW eanHULEN
cucteMsbl. B cnyyae ero otcytcteua yHkumm LeHTpa Peructpaumn eoinonHseT LenTp CepTudukauum,
dyHKUMM agMmHucTpaTopa LIP BbinonHseT agmmHucTtpatop LC.

9.1. YpocrtoBepsitoWnin LEHTP

YpocTtoBepsowmin LeHTp obecneynBaeT BbIMOSIHEHME CneayoWwmnX GyHKUNA:
e perucTtpaumsa (dpopmmuposaHune) anctpmbyTtusos MO CK3U n Bbigava vx nosb3oBaTensam;

e ((dopMMpOBaHMe, XpaHEHWE U MWCMNONb30BaHME 3aKpbITOro knw4ya (knwden) LleHTpa
Ceptudukaumu;

e perucrpauua nonb3oBaTene B COOTBETCTBUM C TpeboBaHuAMM PernameHta ([Jorosopa)
CUCTEMBI;

e oOJlydyeHWe OT Mo/nb30oBaTens 3arnpoca Ha cepTUduKaT, Kak B 3/IEKTPOHHOM, Tak U B
6ymaxHOM Buae;

e Bepudukaumsa 3anpoca Ha cepTudukar;

e ((dopMupoBaHuMe cepTMdMKATOB OTKPbITbIX KOYEN U Kao4Yen npoBepku DI nonb3oBaTenemn
Ha OCHOBE MOJIy4YeHHbIX 3anpoCcoB U 3aperncTpmpoBaHHon nHbopMaunm;

e [0CTaBKa CcepTUdMKATOB OTKPbIThIX K/IOYEH U Ktoyein npoBepku DI nonb3oBaTensaMm;
e nonyyeHue n obpabotka cooblieHnit 0 KoMNpoMeTaumMn K4Yen Nosib30BaTeNaMN;

e OpraHusaumsa Cxembl OMepaTMBHOro OMOBELLEHUS nosib3oBaTenenn 060 BCceX M3MEHEHUsX,
NPONCXOASAWMX B CeTU (KOMMpoMeTaums Kito4den, BOCCTaHOBMEHMEe KOHdMAeHUManbHOM CBA3W nocne
KOMMpoOMeTaLumMmn Ko4en, BKIOYEHME HOBbIX NOJSib30BaTesNel, N1aHoBas CMEHA KAKYen 1 T. n.);

e [J1IaHOBOE M3rOTOBJIEHNE CMMUCKA OTO3BaHHbIX CEPTUPMKATOB;
e paspaboTka u nopaepxkKa PyHKLMOHMPOBAHMS MapOSIbHOM CUCTEMbI OMNOBELLEHUSA B CETHU;
e YyrpasJieHMEe KJII0HYEBOW CUCTEMON;

e pasbop KOHMIMKTHLIX CUTyaLUn U A0KAa3aTeNnbCTBO aBTOPCTBA 3/IEKTPOHHOMO AOKYMEHTa,
CHA6XXEHHOr0 3/IEKTPOHHOM MOAMMUCHIO.

B cocTaB YL BXxoaaT:

e [porpamMmHo-annapaTHbie cpeacTtea LleHTpa Ceptudukaumm;

e [porpamMmHo-annapaTHble cpeacTsa LleHTpa Peructpauum (Npu ycnosBuu ero skcnjyataumm
Ha oTaenbHou NM3BM);

e [MporpaMMHo-annapaTtHble cpeacTBa Ana pa3bopa KOHMAMKTHbLIX CUTYyaLUiA;

e [ONOSHUTENbHbIE CpeacTBa, obecneumBalolme ceTeBoe B3anMoAenCcTBMe nonb3osaTenen um

yu.

9.2. ®opmupoBaHue kntoden LleHTpa CepTudukaumm

dopmupoBaHmne knwden LeHtpa CepTtudwukaumm npousBoauTcs agMmHuctpatopom LIC
cnegywowmm obpasom:

1. AamumuuctpaTtop LC peructpupyetca B YL B "XypHane perucrpaumm aaMWUHUCTPATOpPOB
6esonacHocT u nonb3oBartenen" (cM. 9.11 "BepmeHme xypHanos"). Peructpauuio npoBoAUT

HavanbHuK YLl (0 4yem genaeTcsi COOTBETCTBYHOLAS OTMETKA B XypHasne).

2. AgmuHuctpaTtop LIC npousBoguT dopmupoBaHue 3akpbiToro kntova LC wn ceptudukarta
oTkpbITOoro kntoda LIC. C 3akpbiToro kntoya LIC dopMupyeTca pesepBHas KOMUs, KOTOpas XpPaHUTCS y
HavanbHuka YL. ®akT nsrotosneHms knoda n ceptndukarta LC 3aHocuTcs B "XKypHane nonb3oBartens
ceTn" n 3aBepsieTcsa HayasnbHMKOM YL.

3. bnaHk ceptudukata LIC BbIBOAUTCA Ha NpUHTEP B ABYX 3K3eMnaspax W 3aBepsieTcs
HayanbHukoM YL wn aamuHuctpatopom LC. OpHa konusa 6naHka ceptudwumkata LIC xpaHuTcs y
HauanbHuka YL, BTopas konusa nepepaetcsa agmmHuctpatopy LP (LC).

4. AamnnHuctpatop UC npouseoaut dopmupoBaHme COC LC, KOTOpbIA He COAEpPXUT HuU
OA4HOro oTo3BaHHOro ceptudwmkarta. bnank COC BbIBOAUTCA Ha MNpPUHTEP B ABYX 3K3eMnasipax W
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3aBepsieTcs agMmmHuctpaTopom LIC. OgHa konusa 6naHka COC LC xpaHuTca M HavanbHuka YL, BTopas
Konusa nepegaetca agMmuHuctpatopy UP (UC).

Mpumeuanme. Mpn dopmupoBaHum COC LC n Hanuumm ceTeBbIiX
cpeacts pacnpoctpaHeHns COC B cucTteMe, peKoOMeHAYeTCa YyCTaHOBUTb
ll!..Jl B cocC [ONONHEHWe Touka pacnpocTtpaHeHus CcoC
== (issuingDistributionPoint) ¢ 3apaHvem B HeM MeToga pJocTtyna,
KOTOPbIA MOXeT 6bITb MCMOJSIb30BaH MOJSIb30BATENSMU AN PErySISPHOro
obHoBneHus COC (cm. [22]).

3aKkpbITbI KoY 1 ceptudukat LC

Cpok penctBus 3akpbiToro knwuya LC (ToyHee, kawoya YnonHoMoyeHHoro nuvua YLU)
coctaBnser 3 roga. B TeueHue 1 roga 3 MecsaueB 3aKpbITblM KAOY YMNOAHOMOYEeHHOro nuua Yl
WMCNOoMb3yeTcs A7 W3roToBseHUs cepTuduKaToB nosib3oBatesien WM (GOPMUPOBAHUS  CMIUCKOB
OTO3BaHHbIX cepTUdUKaTOB.

Mo wuctedyeHum 1 roga 3 MecsAUEB M A0 OKOHYaAHUS CPOKa [AENCTBMA 3aKpbITOro Kitoya
YMNOMHOMOYEHHOrO nMua YL  AaHHbIA - 3aKpbiThid  KHOY  UCMOSMb3YETCA  UCKHOUUTENBHO  AnA
(bOopMUPOBaHNA CMINCKOB OTO3BaHHbIX cepTudukaTos YLI.

9.3. XpaHeHune n ncrnosb3oBaHMe 3akpbiToro kawva LC

3akpbITbin KNto4d LIC 1 ero pesepBHas KONus XxpaHAaTcsa y HadanbHuka YU. Mpu HeobxoanmocTtun
ero Ucnosib30BaHUA UAKN B Hadvane paboyero gHA (CMeHbl, NpU CMeHHOW paboTe), 3aKkpbITbin ko4 LC
BblagaeTcs aamumHuctpatopy LC, o uem penaetcs nometka B "XypHane nonb3oBaTtens cetun'.
PekomeHpyeTcs He 3arpyxatb nporpammHoe obecneyeHne LIC 6e3 Heobxogmmoctu, a npum
3arpy>xeHHoM [0, He ocTaBnATb 3akpbIThil ktou LUC 6e3 KoHTpons agMuHuctpatopa LC.

9.4. ®opmuposaHue kno4ven LleHTpa Peructpaumu

PekoMeHpauun, oOMNucCaHHble B AaHHOM pasjesie, OTHOCATCA TOJIbKO K CUCTeMaM,
ncnonb3yowmum LieHtp Perncrtpaunm.

9.4.1. Perncrtpauunsa LeHTpa Perncrpaunm

AamuHuctpatop LUC npoussoaunt permnctpaumto LIP B LleHTpe CepTudukaummn, o 4em genaercs
3anucb B "XypHane perncrpaunm aaMMHUCTpaTopoB 6e30MacHOCTU U nosib3oBaTtenen”.

9.4.2. N3roTtoBneHue knto4ven LeHTpa Pernctpauum

1. AamMnHucTtpatop UP ycrtanHaenuBaetr ceptudpukar LC Ha M3BM LUP. PekomeHnayeTcs
obecneunTb 3alWNLLEHHYIO AOCTaBKY U XpaHeHue ceptudukaTta LUC Ha MNIBM.

2. AgmuHuctpaTop UP npoussoant dpopMupoBaHue ANMYHOIO 3akpbiToro kiw4da LIP 1 3anpoca
Ha cepTudwukaTt, cogepxalwero oTKpbITbii katod LIP. C 3akpbiToro knto4va LIP dopmmpyetca pesepsHas
KOMWUs, KOTOpas XpaHuTca y HadanbHuka YL. lMomeTka o ¢dopMmpoBaHMM KIOYa WM 3arnpoca Ha
ceptudumkaT 3aHocuTcs B "XKypHane nonb3oBaTtens cetu".

3. bnaHk 3anpoca Ha cepTMdUKaT BbIBOAUTCS Ha NMPUHTEP B ABYX 3K3eMnaspax v 3aBepsieTcs
aaMuHuUCTpaTopom LIP.

4. 3anpoc Ha cepTudUKaT 3aNMCbiIBAETCA Ha MarHUTHBIN HOCUTEeNb (ANCKETY).

5. AamuHuctpaTtop LUP npubbiBaet B YU, rae aammHuctpaTtop LIC npousBoamnTt dopMmnpoBaHme
ceptudpukata UC, ncnonbdya And 3TOr0 MNojlydeHHbI 3anpoc Ha ceptudukaT u 6ymaxkHbid 6naHk
3anpoca. bnaHk 3anpoca Ha cepTudukaT 3aBepseTca agmuHucTpatopom LIC. OpgHa konus 6naHka
3anpoca xpaHuTcs y aammHucTtpatopa UC, apyrasa - y agmMmHucTpaTtopa LiP.

6. AgmuHuctpaTtop LUC BbiBOAMT Ha npuHTep 6naHk ceptudukata LUP B AByx ak3emnnspax.
BbnaHk ceptudukata UP ceepsieTtca ¢ 6naHkom 3anpoca v 3aBepsieTcs agMmumHucTpaTopamu UC, UP un
Ha4yasibHUKOM YLl.

7. AoMuHuctpatop LUP nonyvaetr nuuHbin ceptTudukaTt LIP Ha MarHMTHOM HocuTene w
3aBepeHHbI bnaHk ceptudukaTa LIP.

8. AgmuHuctpaTtop UP, ncnonesys MO LUP, yctanasnueaet ceptudukaTt Ha NMIBM LP.

Mocne 3aBepuwenus 3tux gencreumin LleHTp CepTtudwukaumm un LleHTp Perncrpauum rotosbl K
perncTpauum nonb3oBaTesnelrt CUCTEMbI U BbIMYCKY CEPTUPUKATOB.
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9.5. ®opMupoBaHue KoYen nosnb3oBaTens

Obuwaa cxema, ncnonb3dyemasda And BKIAKYEHUA NOoJsib3oBaTend B CUCTEMY, COCTOUT U3
cnegywwmx atanose:

1. perncrtpaums nonb3oBatens;

(dhopMUpoBaHME NOIb30BATENIEM NIMYHbIX K/IOYen (3anpoca Ha cepTudukar);
nepepaya 3anpoca B LleHTp Pernctpauuu;

Bepudmrkaums 3anpoca LleHTpoM Pernctpaumm;

dopmMmpoBaHue ceptTudmnkata nonbL3oBaTens;

nosyyeHume ceptndurkaTa nosb3oBaTeNaM.

PyKkoBOACTBO oOpraHuM3auMn-nosib3oBaTens Af9 perncrpauMm nonb3oBaTens B CETU AOSHKHO
npeactaeuTb B YL Ha MMA ero HayasbHMKa C COMNPOBOAUTENBbHBLIM MUCLMOM Creaylolmne AOKYMEHThI
(KOHKpeTHbI cocTaB AOKYMeHTOB onpegensetcs PernameHToM (JJOroBOpOM) CUCTEMBI:

1. nuct c obpasuamMm neyaTy n INYHON NOAMNUCU PYKOBOAUTENS OpraHu3saumm;
2. konwuio Jorosopa (BpeMeHHOro cornaweHus) ¢ agMMHUCTPaLMENn CUCTEMbI;

3. BbINMMCKY M3 MpuMKasa O Ha3Ha4YeHMW agMuHucTpatopa wuHdopMaumoHHon 6e3omnacHocCTm
opraHusaumn (3aMecTuTens), 3aBepPeHHYI0 NOAMNUCHI0 PYKOBOACTBA M NeYaTblo opraHmnsauum;

o hswWN

4. 3anosiHeHHble U 3aBEepEeHHble IMCTKM MO YYEeTy KaapoB Ha agMMHUCTpaTopa 6e3omnacHoCTM
opraHusauumn (3amectuTens).

dopMunpoBaHue K/t0Yeln nonb3osartens nponcxoanT B CHED,YIOU.LEVI nocneanoBaTesibHOCTH.

9.5.1. Perncrtpaumnsa nonb3oBaTtens

1. Nonb3oBaTenb CcUCTEMbl WAW agMuHUCTpaTtop 6e3onacHoctu npubbiBaloT B UeHTp
Perncrpauum YL ¢ fokyMeHTamMun, Heob6xoAMMbIMU AN perncTpaumm nonb3osBaTens B CUCTEME.

2. AamuHuctpaTtop LUeHTpa Peructpaumm Ha OCHOBaHMM MOAHOTbI W AOCTaTOYHOCTU
NpefoCTaBNEeHHbIX JOKYMEHTOB MPOU3BOANT PErncTpaumio Nosib3oBaTesa B CMCTEME,

3. JaHHble perncrtpauuMm nonb30BaTesNss BbIBOAUTCA Ha MNPUHTEP B ABYX 3K3eMMaspax W
3aBepsieTca agMuMHUcTpatopoM LUP n nonb3osateneM. OanH 3k3eMnnasap 6naHka perncrpaunm XpaHuTcs
y aaMunHuctpaTopa LIP, BTopoW ak3emnnap - y nonb3oBaTens.

4. AamunHunctpaTtop LP BbligaeT nonb3oBaTento KapTOuKy OMOBELWEeHUs O KOoMnpoMmeTtauuu, B
KOTOpOW oTpaxatoTcs TenedoHbl 1 naponu YU n nonb3osatens (cM. Puc. 3. KapTouka onoselieHus o
KOMNpoMeTaunm).

B Kaprtouke onoBeweHuUsa ykasaHbl: TenedoHbl YL, naponb (KOAOBOE C/OBO)
aaMuHucTpaTtopa YL, yHUKanbHbIM naponb (KOAOBOE CI0BO), MPUCBOEHHbIN nonb3oBaTtento YL.

NMpuMeuaHne. Kaptouka onoBeleHUs WCMNO/b3yeTCss Yy4yaCTHUKaMu
"_._._“ cucTeMbl Ans cooblweHnit 0 KOMMNpOMEeTauuu Kaw4ya no TenedoHHbIM
== KaHanam obuwero nonb3oBaHus. Kaprouka onoBeweHMsA [0/1XKHa
XPaHUTbCS Y MoJSib30BaTeNs HapaBHe C KJK04YaMu.

Maponb YL OCHOBHOM NapoJsib Pe3epBHbIN Naponb

TenedoHbl AgMmnHucTpaTopa LUP (YL)

Maponb nonb3osBaTens OCHOBHOW naposnb PesepBHbIii Naposib

Puc. 3. KapTtouka onoBeLieHMA 0 KOMNpoMeTauumm

5. Mpn HannuMmM cucTeMbl 31EKTPOHHOW MOYTbl M 3aperucTpMpoBaHHOMO MOYTOBOrO ajapeca
nonb3oBartens, aamuHucTpatop LIP pobaBnsieT ero B CNMCOK paccblIKM MNOSb30BaTeNen CUCTEMBI,
KOTOPbI MCNOMb3YeTCs 4SS LEHTPaNM30BaHHOMO ONOBELLEHMS MOJib30BaTeNel CUCTEMbI.

6. AoMmuHuctpaTtop LUP penaer 3anuce B  "XypHane perucrpaumu  agMMHUCTPATOpPOB
6e30nacHOCTU 1 nonb3oBaTenen”.

MpuMmeuaHune. [lpn perucTpaumMm Kaxaoro nonb3oBaTesnss CUCTEMbI
L!!| agmmHuctpatop LC (LP) nepepaetr nonb3oBatent konuio 6naHka
ceptudumkaTta LUC, ceptudmkar n COC LUC (LP).
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9.5.2. dopMUpoBaHMe NNYHbIX KOYEN NOSb30BaTeNs

Mpu HanMuMnm B oOpraHusauMmM aaMUHUCTpaTopa 6e30MacHOCTU, BCE OMWUCaHHbIE HUXe
OEeNCTBUS MOryT MpOM3BOAUTBLCS NMB60 aaMMHUCTpATOpoM 6e3onacHocTu, nMbo nonb3oBaTeNeM B
NpUCYTCTBMU agMUHUCTpaTopa 6e3onacHoCTy.

1. Nonb3oBaTenb ycraHasnmeaeT ceptudumkat n COC LC (UP) B cnpaBoyHUK cepTUdUKATOB.
Tpebyetcs obecneunTb 3aWULEHHYD [OCTaBKYy U XpaHeHune ceptudmkata LC Ha [19BM
nosb3oBaTens.

2. lMonb3oBaTenb NponssoAnT HOpMUPOBaHME NMYHOIO KtoYva 2l 1 3anpoca Ha cepTudukart,
coAepxallero Koy npoeepku 3l nonb3osaTtens.

3. BnaHk 3anpoca Ha cepTudunKaT BbIBOAUTCA Ha NPUHTEP B ABYX 3K3eMnaspax U 3aBepseTcs
nonb3osarteneMm, (aaMUHUCTpPATOpoM 6e30MacHOCTW MpPW €ro HaauvyMn) U OTBETCTBEHHBLIMW NMLAMM
(Hanpumep, AMPEKTOPOM U FNABHbIM ByXranTepom).

4. Tlpn OTCYTCTBMW CETEBOro B3aMMOAENCTBMA opraHusauum c LIP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIN HOocuTenb (ANCKETY) Ans nepegauun B LIP.

5. MNpun HanuuMM CETEBOro B3aMMOAENCTBUA opraHm3aunn c LIP, 3anpoc Ha cepTudmKaT MoxXeT
6bITb NepeaaH no cetu. Mpu 3ToM Heob6xoAMMO obecneynMTb MOATBEPXKAEHWE BNAAEHWUS 3aKPbITbIM
K/110YOM Mosib3oBaTesnieM. [na 3TOro 3anpoc Ha cepTUdUKaT MOXET 6biTb MOC/aH B BUAE COOBLLEHUS,
NoAMNMCaHHOMO NpeabiAyLLIMM KT0UYOM Mofb30BaTens.

6. Ecnn 3anpoc 6bln 3anMcaH Ha MarHUMTHbLIM HOCUTenb, MoJsb3oBaTenb (aAMUHUCTPATOP
6esonacHoctn) npubbiBatoT B Lentp Ceptudumkaumm (YL) BMecTe C 3anmcaHHbIM 3anpocoM W
3aBepeHHbIMM 6bnaHkamMu 3anpoca.

7. Ecnn 3anpoc Ha ceptudwukat 6bi1 nepepaH Mno ceTu, nonb3oBaTtens (agMMHUCTpaTOp
6e3onacHoCTM) AOMKHbLI NepefaTb obe konuu 6naHka 3anpoca B LleHTp CepTtudwukaumm, Mcnonb3ys
AN 3TOro AOCTynHble cnocobbl AocTaBku (HanpuMep, 3aka3Hoe NMUCbMO).

8. Mpwn nony4yeHun 3anpoca Ha ceptudukat agmmHuctpaTop LUC npomssoaut dopMuposaHune
cepTudukarta nonb3oBaTens. Ceptndukat nonb3oBaTens xpaHutcs B 6ase LC B TeueHue
YyCTaHOB/IEHHOIO CpOKa XpaHeHus (paBHOro CPOKYy AENCTBUSA cepTudukarta).

9. AamuHuctpaTop LIC BbIBOAMT Ha NpuHTep ABe Konuu 6naHka cepTudmnkaTa nonb3oBaTens u
Aenaet 3anncb o GopMmpoBaHuM ceptudukaTta B "XXypHane nonb3oBaTtens cetu".

9.5.3. MonyyeHmne nnM4HOro ceptudukaTa noab3oBaTesieM
JINUHbIN cepTudUKaT MOXeT 6bITb NOSTyYEH CrieayowmMmn cnocobamm:
e MpW IMYHOM NPUCYTCTBMM Nosib3oBaTens (aaMUHUCTpaTopa 6esonacHocTn) B YL;

e O CETU C WCNONb30BaHWMEM 3aperncTpMpoBaHHOro agpeca >3AeKTPOHHOW MNo4yTbl UAW B
npoLecce HENOCPeACTBEHHOMO COEANHEHMNS C LLIEHTPOM.

B n060M 13 nepeyncneHHblX cnyyaes cepTuduKaT He nepegaeTcs noab30BaTento A0 Tex nop,
noka LeHTp Perncrpaummn He NonyyuT 3aBepeHHblii 6n1aHK 3anpoca Ha cepTuduKkarT.

Mpun nepepave nNUYHOro ceptudukata Mosb30BaTEN0 €My TaK Xe nepefaeTcs 3aBepeHHbIN
aaAMUHUCTpaTopoM 6naHK 3anpoca M cepTudukaTa nosb3oBaTens. Bropble konunm 3Tux 6naHKoB
xpaHsaTca B LIC (UP).

9.6. [lloBTOpHasa perncrpaums nonb3oBaTens

[MoBTOpHas perncrtpauns nosb3oBaTtensd B LeHTpe Perncrtpaumm npousBoAMTCA B Cllydae
U3MEHEeHUs 3aperncTpupoBaHHbIX aTpubyToB Mofb30BaTeNs MO WHUMUMATMBE Mofib3oBaTens nnbo
aAMUHUCTPaALMKN CUCTEMBI.

9.7. TlnaHoBas CMeHa Kwyen

9.7.1. CmeHa kntwouen LeHTpa CepTudmkaumm

3abnaroBpeMeHHO (40 OKOHYaHWSA Cpoka AeUCTBMSA 3akpbiToro kntova LIC) agMmHuctpatop LUC
npoun3sBoAnT (OPMMPOBAHME HOBOMO 3aKpbITOro knw4ya n ceptudukarta LC (cm. 9.2 "dopMmuposaHue
kntoyen LleHTpa CepTtudukaumn™).

CdopmMupoBaHHbIl HOBbIN cepTudmkat LIC 3anucbiBaeTcsa Ha MarHUTHbIA HOCUTeNb (AUCKETY)
n nepepaetcs B LIP BMecTe ¢ 6naHkoM cepTudumkara.

Mpy OKOHYaHWM AENCTBUSA 3aKPbITOrO K/O4a, KAOYEBblIE HOCUTENW C 3aKpbITbIM K/HOYOM, a
TaKxKe Konuu 3akpbiToro ka4da LC yHuyToxXatoTcs no AKTY KOMUCCUENR.
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Bce nonb3oBaTenin cUCTeMbl BO BPEMS, OCTaBLUEeCs 40 OKOHYaHUS CpoKa AEeNCTBUS 3aKpbIiTOro
kntoda LIC, o65a3aHbl nonyunTb HoBbIM cepTudmrkaT LIC 1 no6aBuTb €ero B CNpaBoOYHMKN CEPTUHUKATOB,
6e3 ynaneHus gencreytoulero ceptudukara LC.

9.7.2. CMeHa kntouyen LleHTpa Perncrpauum

3abnaroBpeMeHHo (A0 OKOHYaHWUS Cpoka AEWCTBMSA 3akpbiToro kitoda LIC) aamMmHucTpaTop LIP
npousBoaWT GOpPMMPOBaAHME HOBOIO 3aKpbITOro Ktoua 1 cepTudmkarta LiP.

CMmeHa kntoven LleHTpa Perncrtpaumm npomsBogmTCs aHalorMyHO CMeHe K/Itouer nosib3oBaTesns
(cm. 9.7.3 "CmMeHa ktoyen nonb3oBartensa").

Bce nonb3oBaTenn cucteMbl BO BPEMS, OCTaBLUeecs A0 OKOHYaHWs CpoKa AeNCTBUSA 3aKpbITOro
kntoya LIP, 06s3aHbl nonyunTb HOBbIN cepTudukar LiP.

9.7.3. CMeHa KJ1to4en nosb3oBaTens

MNMonb3oBaTtenb, UMEWMA AENCTBYIOWNIA CepTUPUKAT U COOTBETCTBYIOWMNI eMy kaod DI, B
nobon MOMeHT BpeMeHn (HO He no3gHee HeAesin) A0 OKOHYaHUS CPpoKa AeNCTBUS AENCTBYHOLLEro
3aKpbITOro K4Ya, MoXeT nNponsBecTy GopMmnpoBaHmMe HOBOro katouva .

dopmmnpoBaHme Hosoro kawoda I, 3anpoca Ha ceptudwukaTt, nepegada 3anpoca B LP un
nony4vyeHue ceptudurkata NpomM3BOAMTCS COrlacHO NocCAeAoBaTeNlbHOCTWN, ONMcaHHoW B pasgene 9.5 "
dopMunpoBaHume kwoden .

KntoueBble HOCUTeNM € ktovoM 31, CpOK AENCTBUS KOTOPOro WUCTEK, YHWUUYTOXAKTCA nyTeMm
nepedopmMaTnpoBaHmsa (O4YNCTKN), O YEM aenaeTca 3anmcb B "XypHane nonb3oBatens cetun'.

9.8. KomnpomeTauums Kouen

OnpepeneHve TepMnHa KoMnpomeTtauusi, BuAbl KOMMpPOMETAUMM U OCHOBHbIE COBbLITUS,
NpuBOASLLME K KOMMPOMETaUum, NnpuseaeHbl B pasgene OCHOBHblE TEPMUHbBI U MOHSTUS.

Mo dhakTy KOMNpoMeTaLmMmn Kouen AoMKHO BbiTh MPOBEAEHO CYXebHoe paccrefoBaHue.

BbiBeileHHble U3 AENCTBUS CKOMMPOMETUPOBAHHLIE KJIHOUEBbLIE HOCUTENM MOC/e MNpPOoBEeAEHUS
cny>ebHoro paccnefnoBaHMsl YHUUYTOXAKTCS, O 4yeM jAenaercs 3anucb B "XXypHane nonb3oBaTtens
cetn".

9.8.1. KoMmnpomeTtauusa knwouyen LeHtpa CepTudunkaunm

B cnyyae koMnpoMmeTauuu kioda LeHTpa CepTudukauum BCA cucTeMa A0S/KHA 6biTb
OCTaHOB/EHa.

Mpu HanuuMn pe3epBHbIX KJIOYEN, CUCTEMA AOJDKHA TMOSIHOCTbI MEeperTV Ha KOMMAEKT
pe3epBHbIX K/OYei.

Ecnn pesepBHble KAOUYM He 6blANM  NpeayCMOTPEHbDI, 019 BOCCTAHOBJIEHUS CUCTEMBbI
HeobxoaAuMo:

1. MoBTOopHO NpousBecTn opMnpoBaHue knua u ceptudmkarta LUC;
2. ChopmupoBaTtb COC LC, c ykazaHMeM B HeEM 0T3biBaeMoro ceptudukara LC;
3. ObecneuunTtb nonydyerHune ceptudmkaTta n COC LIC BceMmm nonb3oBaTeIIMU CUCTEMbI;

4. Tpon3BeCcTM BbIMNYCK HOBbIX CEPTU(MKATOB BCEX MOJSIb30BaTeNIeN, NCNONb3Ys AEACTBYOWME
ceptudukaTsl;

5. ObecneunTb nony4yeHme HOBbIX JINYHbIX CepTMCbVIKaTOB nonb30BaTeIAMMN CUCTEMDI.

9.8.2. KoMmnpomeTtaumsa knwoyen LleHtpa Perncrpauum

KomnpomeTaumsa knwo4va LIP He npuBOAWT K OCTAHOBY cCUCTeMbl. B cnydyae komMnpomeTauuu
CTQHOBMUTCS HEBO3MOXHbIM CETEBOE B3auMMOAENCTBME MeXAy Mnonb3oBaTeneMm cuctembl M LIP B yacTtu
yrnpasneHns KI04eBOW CUCTEMOMN.

B cnyuyae komnpomeTaunmn knoda LeHTpa Perncrpaunm fONXKHbI 6bITb BbINOJSIHEHDI cnepywuwme
MeponpuaTna:

1. UC dopmmpyet COC, c ykaszaHMeM B HEM OT3biBaeMoro ceptudukara LiP;
2. Mpwn Hannumu pesepBHbIX Ktoyeln LIP, LIP nepexoanT Ha pe3epBHbIA KoY.

Ecnn pesepBHble KAOUYM He 6blAM  NpeayCMOTPEHbDI, O BOCCTAHOBJIEHUSA CUCTEMBbI
HeobxoAnMo:

1. noBTOpHO NpomusBecTn opMnpoBaHmne Kn4ya un ceptudukarta LIP;

2. obecneuntb nonyyeHne ceptudwukata LP Bcemum nonb3oBatensMm cuctembl (B cryyae
CETEBOro B3aMMOAENCTBUS).
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9.8.3. KoMnpomeTaumnsa kno4yen nonb3oBaTens

lMpy KoMrpoMeTauMn Kaw4a y rnosb3oBaTens OH AOIKEH HeMeAsIeHHO MpekpaTuTb CBA3b MO
CeTN C ApYyrMMun nosib3oBaTesiaMun.

Monb3oBaTtens (Mam agMMHUCTpaTop 6€30MacHOCTM OpraHM3auun) [OO/HKEH HeMensIeHHO
n3eectntb LIP (YL) 0 koMnpoMeTaummn Kn4yen nosb3oBaTens.

MHdopMaumsa o KOMMpoMeTauuu MoxeT nepegaBatbcs B YL no TenedoHy c coobuieHuem
3apaHee yC/I0B/IEHHOr0 Naposis, 3aperucTtpupoBaHHoro B "Kaptouke onoselleHns o KoMnpomeTauum”,

Mocne kKoMnpoMeTauum KJYen nosb3oBaTtesib GOPMUPYET HOBbIM 3aKPbIThbIN KIKOY M 3arnpoc
Ha cepTudmkaTt. Tak Kak MNOSb30BaTEb HE MOXET WUCMNOJIb30BaTb CKOMMNPOMETUPOBAHHbIA KAKOY 414
dopmmpoBanmsa IOl n nepepgaum 3anpoca B 3alUMLEHHOM Buae MO CETWU, 3arnMpoc Ha cepTudukart
BMecTe ¢ 6/1aHKaMn 4OCTaBASETCS JIMYHO Nofib3oBaTeneM (aaMUHUCTpaTopoM 6e3onacHocTm) B LleHTp
Perncrpauunu.

9.8.4. Hdencteua YL npn KoMnpoMeTaumu Kar4en nosb3osBaTtens

Mpu nonyyeHun cooblieHns O KOMMpPOMETaLMW K/4ya OAHOro U3 Mosb3oBaTeneh CeTu,
agMuHuctpatop LP onosewaetr LIC o Heobxoammoctn pobasneHus ceptudwmkaTa, COOTBETCTBYHOLLEIO
CKOMMPOMETMPOBAHHOMY 3aKpbITOMY K/to4uy/Katouy ST B CNMCOK O0TO3BaHHbIX cepTudunkaTos. UC, npu
dopmumpoBaHun oyepegHoro COC, BKOYAET B HEro oT3blBaeMbl cepTudumkar.

[aTta, c KOTOpoV cepTUdUKaT CYMTaETCa HeAeWCTBUTENbHbIM B CUCTEME, YCTaHaBIMBAeETCSH
pasHoW aate nsrotosneHns COC, B KOTOpPbIA 6bla BKIKOYEH OT3blBAEMbIN cepTuduKarT.

Mpn Hanuuuu ceTeBbIX CpeacTB pacnpocTtpaHeHns COC, aaMmuHucTpatop UP npoussogut
ny6nukaumnto COC.

Ons paccbiikn BHOBb nsgaHHoro COC BCEM MOMb30BaTENSM, 3aperncTpUpoBaHHbIM B CMMCKe
paccbiniku (cM. 9.5.1 "Perncrtpaumsa nonb3osBatens"), MOXeET 6biTb UCNOJIb30BAHA 3/IEKTPOHHAs noyTa.

CepTudurkaT OTKpbLITOro Kjtoya/kntoda nposepkun Il nonb3oBaTens He yaansetcs u3 6asbl LIC
(LIP) » XpaHUTCA B TeyeHWe YCTaHOBMEHHOINO CpOKa XpaHeHUs Ans npoBedeHus (B ciydae
HeobxoanmocTn) paszbopa KOHMAMKTHBLIX CUTYaUNii, CBA3AHHbIX C NpUMeHeHMeM 3.

9.9. NcknoyeHne nonb3oBaTens U3 cetu

NckntoyeHne nonb3oBaTens U3 CETU MOXET ObiTb OCYLLECTBIEHO HA OCHOBAHWW MUCbMEHHOrO
3asB/IeHMs MoNb3oBaTensl B agpec HadanbHuka YL, 3aBepeHHOro pyKOBOACTBOM OpraHusauuu.
WckntoyeHne nonb3oBaTenss M3 CeTU MPOM3BOAMTCS aHaNOMMUHO AENCTBMSIM MPU KOMMApPOMeTaumm
Kftoya nonb3oBaTtens. [lonyuymB Takoe 3asBreHWe, aaMuUHUCTpaTop LIP npousBoauT pAencrtBus
onuvcaHHble B pa3aene 9.8.4 "[enictema YL, npu KoMnpoMeTauum Kn4yen nonb3osatens”.

9.10. MepuoanyHocTb UsgaHma COC

MepuoanyHocte usgaHus COC LUeHTpom CepTudukaumm onpeaensieTcs agMMHUCTpaUMENn
CUCTEMbI.

LUeHTp CepTtudukaumm moxeT exeaHeBHO usgasatb COC wun nybnmkoBaTb €ro B CETEBOM
crnpaBoyHuMKe (NpWU ero Hann4uum).

Ons pacnpocTpaHeHns BHOBb u3gaHHoro COC, MoxeT 6biTb WCMNONb30BaHa cucTeMa
3/1IeKTPOHHON MNOYTbl WU CMNMCOK PacCbi/IKM MNONb30BaTeNel CUCTEMbI, KOTOPbIA (OopMUpyeTca npwu
pernctpauum nonb3osatens (cM. 9.5.1 "Pernctpaums nonb3osatensa").

Monb3oBatenn A0MXKHblI perynsapHo obHoenATb COC, XpaHAWMNCSA B NOKANbHOM CNpaBOYHUKE
cepTMdnKaToB C UCNONb30BaHNEM AOCTYMHbLIX CPeACTB.

9.11. BepeHwue XypHanos

AaMuHucTpaTop YL Bepet cneaytolme xxypHanbl:

e "XypHan perucrtpaumu aaMMHUCTpaTOpoB 6e30MacHOCTU 1 nonb3oBaTenen” ,

e "XypHan nonb3oBatensa cetu",

AOoMUHUCTpaTopbl 6€30MacHOCTM opraHusaummn BeayT XypHan "XypHan nonb3oBartens cetun'.

B ")XypHane perucrtpaumm agMuMHUCTpaTopoB 6e30macHOCTM M nonb3oBaTenen” dukcupyroTcs
dakTbl pernctpaumm agmuHuctpatopos LC (LUP), aamMuHucTpaTtopoB 6e30MacHOCTM oOpraHusauuu,
nonb3oBaTenen CUCTeMsI.

B " XXypHan nonb3oBatens cetn" 3anucbiBatOTCA (PakTbl M3rOTOBAEHUS W MSIAHOBOW CMEHbI
Knoyen, dakTbl KOMNpOMeTauumn KIYEBbIX AOKYMEHTOB, HewTaTHble CUTyauumu, nNpoucxoasiive B
ceTn, npoBedeHue pernameHTHbiX paboT, AaHHble O MOJAYYeHHbIX Y aAMWHUCTpaTopa 6e3omacHoCTU
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opraHmsaumm KAKYEBbIX HOCUTENSX, HewTaTHbIX CcuTyauuax, npousoweawmnx Ha APM ¢
ycTaHoBneHHbiM MO CK3U.

B ")XypHane nonb3oBaTens cetu" MOXET oTpaxaTbCsa creayowas nHpopmaums:
e JaTa, BpeMms;
e 3anuCb O KOMMNPOMETaUMN KKYya;

e 3anucb 06 W3roTOBJIEHUWU JIMYHOIO KJ/IOYEBOro HOCUTENs Mosb30oBaTensl, uaeHTMdukaTop
HoCuTENS;

e 3anuMcb 06 WM3roTOBNEHWM KOMWIA JIMYHOIO KJ/IHOYEBOro HocuTens nonb3oBaTend,
VID,eHTVICbVI KaTop HOCUTENA,

e 3anMcb 00  W3roTOBNEHMM  PE3EepPBHOMO  KJIKOYEBOrO  HOCUTENs  MoJib3oBaTens,
NAEHTUDUKATOP HOCUTESSA

e 3aMucCb O MOJIyYeHUU cepTuUdMKaTa OTKPbLITOro Kaw4da unu Kitoda npoBepku 31, NonHbIN
HOMEp K/10YEBOIr0 HOCUTENS, COOTBETCTBYIOLWMIA cepTuduKaTy;

e 3anucu, oTpaxkarowme BblAavyy Ha pyKu nonb3oBaTenssiM (OTBETCTBEHHbLIM UCMOMHUTENSAM) U
CAayy MMM Ha XpaHeHWe JINYHbIX K/TIOYEBbLIX HOCUTENEN, BK/IOYas pe3epBHble K/H0UYEeBbIe HOCUTENN;

e cob6biTMA, npoucxoamBwmne Ha APM nonb3oBaTens c yctaHoBneHHbiM MO CK3U, c
yKasaHWeM npuymnH 1 NpeanpuHsaTbIX AENCTBUINA;

|..| MpuMmeuaHue. OpUEHTMPOBOYHbLIE rpadbl XypHaNoB MpuBeAeHbl B
== npunoxeHnsax (cMm. MpunoxeHue 2 n 3).

10. Pa360op KOHMAMKTHbIX CUTYyaLUMN, CBA3AHHbIX C
npuMmeHeHunem 31

MpumeHeHne SHEKTDOHHOﬁ noanuncm B aBTOMaTMBMpOBaHHOVI CUCTEME MOXET nNpunBoauUTb K
KOHd))'IVIKTHbIM CUTyaumaMm, 3aKnk4yawuwmmca B OocCnapuMBaHMKM CTOPOHaMU (y‘-IaCTHVIKaMVI CVICTEMbI)
aBTOpPCTBa n/vnum coAep>XXnMMoro AoKyMeHTa, noannMcaHHoro 3J'IeKTpOHHOI7I noanuncelo.

Pas6op noaobHbIX KOHPANKTHBIX cuTyauuin TpebyeT NnpuMeHeHns cneumanbHOro NporpaMmMHOro
obecneyeHns ANS BbINOSIHEHMS MPOBEPOK U AOKYMEHTMPOBAHUS AaHHbIX, WCMNOMb3yeMbIX Mpw
BbINOJIHEHMW NpOLEeAYPbl MPOBEPKM COOTBETCTBUSA DI COAEPXKMMOMY 31EKTPOHHOIO AOKYMEHTA.

Pazbop KOHMIMKTHOW CUTyaumnm 3aklo4aeTcsa B AOKas3aTesbCTBE aBTOPCTBA MoAMucu
KOHKPETHOr0 3/1eKTPOHHOIO AOKYMEHTa KOHKPETHbIM UCMOJSTHUTENEM.

JaHHbii pa3bop OCHOBbIBAETCHA Ha MaTeMaTMYECKNX CBONCTBax anropmutma I,
peann3oBaHHOro B COOTBETCTBMKM CO cTaHaapTammn PO TOCT P 34.10-2001 mn rOCT P 34.11-94,
rapaHTUpYHLLEM HEBO3MOXHOCTb Noaaenku 3HadeHmnsa M1 nobbiM nnuom, He 06nafatowmM 3aKpbITbiM
KJIIOYOM MOANMUCHK.

Mpn nposBepke 3HayeHus Il ucnonb3yeTca K4 nposepku 3l1, 3Ha4YeHMe KOTOpOro
BbIYMCISAETCH MO 3Ha4YeHuo ktoya Il npu nx dopMnupoBaHum.

B cucrteme pomxkHbl 6bITb NpeAycMOTPEHbl CpeacTBa BEAEHUS apXMBOB  3NEKTPOHHbIX
OOKYMeHTOB C 2l n ceptudunkaTos Knwo4yern nposepkn Jr1.

Pa3zbop KOHMIMKTHOM CUTyaumu BbIMNOSIHAETCAS KOMWUCCUMEWN, COCTOSILLEN W3 npeacTaBuTenemn
CTOPOH, cnyx6bl 6e3omacHocTM UM 3kcneptoB. CocTaB KOMMCCUM, MOpPSiAOK ee (OpMUMPOBaAHMUS,
pernamMeHT paboTbl, pacCMOTpeHMe pe3ynbTaToB ONpeaenseTcs B NPUIOXEHNN K PernaMeHTy CMCTEMbI
(OoroBopy), 3akn04aeMOMy Mexay Y4aCTHUKaMM aBTOMATM3NPOBaHHOM CUCTEMDI.

OcnapvBaHne pe3ynbTtaTtoB paboTbl KOMUCCUM W BO3MELLEHME MNOCTpPafaBLUEN CTOPOHE
npuHeceHHoro yuepba BbIMNOJHAETCS B YCTAHOB/MEHHOM AEWUCTBYIOWMM  3aKOHOAATENbCTBOM
Poccuiickon ®egepaunmn nopsake.

10.1. Tlopsagok pazbopa KOHMAUKTHOMN CUTyaumnm

Pa36op KOHd)ﬂMKTHOVI CUTyaunn  BbINOJIHAETCA MO MHWUMATUBE noboro y4yaCTHUKa
aBTOMaTMBMpOBaHHOﬁ CUCTEMDbI U COCTOUT U3:

1. npeabsBNEHMS NpeTEeH3MM O4HOM CTOPOHbI APYroW;

2. HOpMUPOBAHMA KOMUCCUK;

3. pasbopa KOHMIMKTHOW cUTyaLuu;

4. B3bICKaHWA C BUHOBHOW CTOPOHbI NMPUHECEHHOrO ylepba.
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Pa3z6op KOHMAWMKTHOM CUTyauum NPOBOAUTCHA C MCMOSIb30BAHMEM MPOrpaMMHOro obecnevyeHms
CK3MN Kpuntollpo CSP Aans 31NeKTPOHHOrO [AOKYMeHTa, aBTOpPCTBO WAM coAepXaHue KOTOporo
ocnapuBaeTcs.

MpoBepka NOAMWCAHHOIO 3/EKTPOHHOINO JAOKYMeHTa BK/4YaeT B cebs  BbiNosHeHWe
cnefywwmx AencTBuin:

1. onpepeneHve cepTudmUKaTa UIN HECKONBKUX CEPTUDUKATOB, HEOBXOAUMBIX ANA MPOBEPKU
o0,

2. nposepka 31 3N1eKTPOHHOIro AOKYMEHTa C UCMOJSIb30BAHMEM KaxAoro ceptudukaTa;
3. onpegeneHue gatbl POPMUPOBAHNSA Kaxaon DI B 21eKTPOHHOM AOKYMeHTe;

4. nposepka 31 kaxgoro ceptudukaTa, nNyTeM MNOCTPOEHUS LENOYKU CcepTUdUKaToB A0
ceptudukaTa NasHoro LUC;

5. npoBepka AeNCTBUTENBHOCTN CEPTUMDUKATOB Ha TEKYLLMA MOMEHT BPEMEHMU;
6. nposepka AeNCTBUTENILHOCTU CEPTUPUNKATOB HA MOMEHT popMuposaHus II1;
7. nposepka oTcyTcTBua ceptudukatos B COC.

Mpn npoeepke 3l p[okyMeHTa, BepudUKauuM LEMNOYKM cepTUdUKATOB, OTCYTCTBUU
ceptudmkata B COC, aBTOPCTBO NOAMUCK NOA AOKYMEHTOM CYUMTAETCH YCTAHOB/IEHHbIM.

MpuMmeuaHue. HecoBnageHne aatbl GOPMMPOBaAHNSA AOKYMEHTa
N CPOKOB AeNCTBUA cepTudukata n/mnm Cpokos AeUCTBUSA Koda Il He
BJINAIOT Ha ornpejeneHve aBTOPCTBa AOKYMeHTa. Ha ux ocHoBe MOXHO
cAenaTtb NpeanonoXeHne o HecobnwaeHMM nonb3oBaTeneM PernameHTa
(QoroBopa) B 4acTu CPOKOB AENCTBUSA KJO4Yelr, cepTudukaToB WIn
HEeKOPPEKTHOro MCNoNb30BaHns ceptudukarta B npmknaaHom MO.

10.2. Cnydyan HEBO3MOXXHOCTN NpOBEPKU 3HaAUeHus Il

Mpu He o6Hapy>XXeHMM B apxuBe cepTUdUKaTa OTKPbLITOro kawuya (kawodya npoBepku 3M)
nosib3oBaTensi, BbinosHMBLWeEro I, Aoka3aTb aBTOPCTBO AOKYMEHTA HEBO3MOXHO. B cCBA3M C 3TuM,
apxuMB C cepTuduMKaTaMu OTKPbITbIX KJtouel HeobxoauMOo MoABepraTtb PerynspHOMYy pe3epBHOMY
KOMWPOBAHWUIO U XPaHWUTb B TEYEHME BCEr0 YCTAHOBJIEHHOIO CPOKa XpaHeHus.
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11.

nepcoHana npu nMx BO3HUMKHOBEHUN.

HewTaTHble cuTyauum npu akcnnyataumm CK3U

Huxxe npuBeseH OCHOBHOWN MepeyeHb HeWTaTHbIX CUTyauuit U COOTBETCTBYIOLIME AENCTBUS

Tabnuua 2. ]eicTBMA NepcoHasia B HEWTATHbIX CUTYyauUsX

n/n

HewTaTHasa cutyauus

Jencrteus nepcoHana

3BaKyauus, yrposa
HanageHus, B3pbiBa U T.M.,
CTUXUNHbIE 6eacTBuUS,
aBapuu obulero xapaktepa B
LleHTpe ynpaBneHus
K/1t04YEBOWN CUCTEMOWA.

OcTtaHoBUTL BCe DBM.

MepcoHan, MMeLMii AOCTYN K Ko4vaM, 0653aH caaTb BCE
MMEIOLLMECS Y HErO B HA/IMUMM KTHOUYEBbLIE HOCUTENN
aAMUHUCTpaTopy 6€30MNacHOCTH.

AaMuHUCTpaTop 6€30NacHOCTU YNaKkoBbIBAET BCE KIOYEBbIE
HOCUTENN, PErnCTPaLNOHHbIE KAapTOUKN CEPTUMDUNKATOB OTKPbITbIX
KMo4Yeln nonb3oBaTenen, ceptudukaTbl Kaoven nposepku Ol
nonb3oBaTesielt B onevyaTbiBAEMbIN KOHTENHEpP, KOTOPbIN BLIHOCUT B
6e3onacHoe nomelleHne unu 3gaHne. OnevaTaHHbIN KOHTenHep
AOJKEH HaxoAMTbCs Mo OXPaHoW A0 OKOHYaHUSA AEUCTBUS
HeWwTaTHOMN CUTyauMmn n BOCCTAHOBSIEHUS HOPMasibHOW paboThl
annapaTHbIX U NnporpaMMHbIX cpeacts CK3N.

AaMuHuUcTpaTop 6e30nacHOCTM onoBeLwaeT No TenedoHHbIM KaHanam
obLlero nonb3oBaHWUA BCeX NOMb30BaTene o NpuocTtaHoBke paboTbl
CUCTEMBI.

B cnyyae HacTynneHusa cobbiTvs, noBnekwero 3a cobomn
[ONrOBPEMEHHbIN BbIXOA M3 CTPOS anmnapaTHbixX cpeacts CK3U,
aAMUHUCTpaTop 6€30MacHOCTN YHUUTOXAET BCHO KIHOYEBYHO
MHMOPMaLUIO C HOCUTENEN, HAXOAALWMXCS B KOHTEHepe.

KoMnpoMeTauus oaHoOro u3
JINUHBIX KJTHOYEBbIX
HOCUTENeMn.

Mopsaok AencTBMin Npy KOMMpoMeTauum Kitoden onvcaH B pasgene
9.8.3 "KoMmnpomeTaumsa kn4en nonb3osartens".

Bbixo4 M3 CTpOSA NepBoro
JTINYHOr o KJIlo4EBOIo
HOCUTENA.

HeobxoanMo coobwmnTtb no TenedoHy B YL o dakTe Bbixoaa n3 cTpos
JIMYHOrO KOYEBOr0 HOCUTeNs u obecneunTb ero AocTaBky B YL ans
BbISICHEHMS NPUYNH BbiXoaa n3 cTpos. Ana paboTbl ncnonb3lyeTtcs
BTOPOW JINYHbBIN KNOYEBON HOCUTENb.

BbixoA 13 cTpos BTOpOro
JINYHOTO K/KOYEBOIo
HocuTens (Npw yCnoBuuK, 4TO
nepBbIA TOXE BblWen n3
cTpos).

Monb3oBaTesib, Y KOTOPOro BbIWAN U3 CTPOSt 06a@ NMYHbIX KTHOUYEBbIX
HocuTens, aensetcsa B YU, ana noBTopHom peructpauun (6e3
WU3MEHEHUS AaHHbIX perncrpaumm).

OTkasbl n cbon B paboTe
annapaTHoi yactu APM co
BCTpoeHHon CK3U.

Mpu oTkazax n cbosix B paboTte annapaTHoi yactn APM co
BCcTpoeHHon CK3U HeobxoanMMo ocTaHOBUTL paboTy, nNo
BO3MOXHOCTW JIOKaANM30BaTb HEUCMPABHOCTb M B AalibHENLIEM
NMpOM3BECTN PEMOHT B YCTaHOBJIEHHOM NOpsiAKe U, Npu
HeobxoanmmocTun, nepeyctaHoBky CK3W.

OTkasbl n cbon B pabote
cpeacTs 3awmTbl oT HCA.

Mpu oTkasax un cboax B pabote cpeacTs 3awmTbl oT HCA,
aaMunHucTpaTop 6e30nacHOCTH, AO/KEH BOCCTAHOBUTL
paboTtocnocobHocTb cpeacts HCA. Mpu HeobxoammocTu
rnepeyctaHoOBUTb NporpaMMHo-annapaTHble cpeactesa HCA.

YTeps IMYHOro KAK4YeBOro
HocuTens.

YTeps IMYHOro KNHYEBOrO HOCUTENSA NPUBOAUT K KOMNpOMeTauumn
XpaHALWEerocda B HEM KJito4a.

Mopsaok AeNcTBMIn Npy KOMMpoOMeTauum Kio4den onvcaH B pasgene
9.8.3 "KoMmnpomeTaumsa knw4en nonb3osartens".

OTkasbl n cbon B pabote
NporpaMMHbIX CpeacTB

Mpu oTkasax u c6osix B paboTe MporpaMMHbIX CPeACTB, BC/IEACTBUE
He BbISIBIEHHbIX paHee OWKN60K B MPOrpaMMHOM obecneyeHnu,
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Ne | HewTaTHasa cuTyaums [Jencteua nepcoHana

n/n
BCNeACTBUE He BbISIB/IEHHbIX | HEO6X0AMMO OCTaHOBUTh paboTy, Nokann3oBaTb MO BO3MOXHOCTU
paHee ownboK B NpUYMHY 0TKa3oB K cboeB un Bbi3BaTb pa3paboTumnka gaHHoro MO
nporpaMMHoOM obecneyeHuun. | Uam ero NpeacTtaBuTens ANns YCTPaHeHUS NPUYUH, Bbi3blBAOLLUMX

OoTKa3bl u cbowm.

9. | Otkasbl B paboTe Mpn oTkasax B paboTe NporpaMMHbIX CPEACTB, BCeacTBME
NporpamMMHbIX CpeacTB C/Ty4alHOro MK yMbILWIEHHOIO X NOBPEXAeHM s, N1uo,
BC/IeACTBME C/Ty4alHOro nnm | oTBETCTBEHHOe 3a 6e30nacHOCTb PYHKUMOHUPOBaHUA NPOrpaMMHbIX
YMBILEHHOIO UX W annapaTtHbIX CpeacTB, 0683aHO NpousBecTn cnyxebHoe
noBpeXxaeHuns. paccnegosaHue No AaHHOMY aKTy C Lefibio YCTaHOB/IEHUS NPUYUNHbI

OTKasa W BOCCTaHOBMIEHUSA NpaBUIbHOW paboTbl NPOrpaMMHbIX
CpeAcTB B YCTaHOB/IEHHOM MOpsAKeE.
10. | OTtkasbl B pabote Mpwn oTkasax B paboTe NporpaMMHbIX CPeACTB, BC/ieACTBUE OWN60K

NporpaMMHbIX CPeacTB
BC/ieAcTBME ownbok
oneparopa.

onepartopa, onepaTop coobLlaeT o AaHHOM daKTe nuuy,
OTBETCTBEHHOMY 3a 6e30nacHOCTb BYHKLUNMOHUPOBaHUS
NporpaMMHbIX M annapaTHbiX cpeacTs. OTBETCTBEHHbIN 3@
6e3onacHOCTb PYHKLUMOHMPOBAHUSA MPOrpaMMHbIX U annapaTHbIX
CPeACTB AaeT COOTBETCTBYOLMNE YKa3aHUa obcnyxumBatowemy
nepcoHasny No BOCCTaHOBIEHMIO NPaBWSIbHOM paboTbl MPOrpaMMHbIX
CPeACTB B YCTAHOBJIEHHOM MoOpsiAaKe.

Bce HewTaTHble CUTyaummn AOMXKHbI oTpaxaTbca B ")KypHane nonb3osatens cetn" (cm. 9.11).

12. lMpumeHeHne CK3U XTAN.00083-01

Bo3MoXxHbl cnepytowme npumeHeHus «Kpuntollpo CSP».

1. NMpumeHeHune «Kpuntollpo CSP» B cocTaBe CTaHAApPTHOrO MporpaMMHoro obecneuyeHus
Microsoft n ApyrMx KoMnaHuWi, WUCMOMb3YLOWKUX KpunTorpaduuecknin MHTepdenc B COOTBETCTBUU C
apxuTekTypoii Microsoft.

2. BctpausaHue

«Kpuntolpo CSP»

BO BHOBb pa3spabaTbiBaeMoe WM CylecTBylLliee

npuknagHoe nporpaMMHoe obecneuveHue.

13. WNcnonb3oBaHue CK3W B cTaHAaQpTHOM NpOrpaMmMHOM

obecneyeHunn

MporpamMmmHoe ob6ecnedenHme CK3U XTAW.00083-01 no3BonseT MCNOMb30BaTb POCCUMNCKME
KpunTorpaduyeckne anroputMbl U cepTMdUKaTbl OTKPbITbIX Katodel ctaHgapta X.509 ¢ pas3nuyHbiM
nporpaMMHbIM obecrnevyeHnem Microsoft:

e LleHtp Ceptndukaumm - Microsoft Certification Authority, Bxoaawwun B coctas Windows
2000 Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server.

e DneKkTpoHHas nouyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003,
Office XP, Office 2000).
e DJieKTpoOHHas no4ta - Microsoft Outlook Express B coctaBe Internet Explorer, MNouta
Windows Mail, Live Mail.
e Microsoft Word, Excel, InfoPath ns cocrasa Microsoft Office 2003, 2007, 2010 (c nomMoLbto
nnarnHa Kpuntollpo Office Signature).

e CpeactBa KOHTPOAS

Authenticode.

e Cnyx6bl TepmnHanoe ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server (Bk/to4as W03 ciyx6 TepMmHanos).

e 3awwuta TCP/IP coepmHeHun B cetn NHTepHeT - npoTokon TLS/SSL npu B3aumopencTsum
Internet Explorer - web-cepBep IIS, TLS-cepBep, TLS-knueHT (IE).

e SQL-cepsep.

LEeNOCTHOCTHU

MO, pacnpocTpaHsemMoro no cetu - Microsoft
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o ISA cepsep.

o CepBep TMG

e Cepsep UAG.

e CepBep TepMuHanoB u knmeHt (RDP).

Moa ynpaBneHnem UNIX-nogobHbix OC CK3U XTAW.00083-01 «Kpuntollpo CSP»
NCcnonb3yeTcs C NporpamMMHbIM obecneyeHnem:

e Certmgr (Kpuntollpo Certmgr).

e CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mcnonb3yetca coBMmecTHo ¢ Adobe Reader mnm Adobe Acrobat ans co3gaHusi/mpoBepku
ycoBepueHcTBoBaHHoN Ol pdf dannos (cm. XKTHAN.00064-01 90 02. Kpuntollpo PDF. PykoBoACTBO
Mo aBToOMaTM3aUMM CO34aHMNS U MPOBEPKWN 3/IEKTPOHHBIX NOoAMNUCEN).

Heo6xoAnMMOCTb NpOBEAEHUS OLUEHKM BAUSHUSA A1 NPOYMX MPOrpaMMHbIX NpoAYKTOB (B TOM
yncne ycTaHOBMEHHbIX aAMUHUCTpATopoM/nonb3oBaTeNeM AOMNONHEHUA U pacLUMPEHUIA NPOrpaMMHOro
obecneyeHunst, NnepeuncneHHOro Boblle) onpegenseTcs ¢ ydyetom n.1.5 dopmynsapa XKTHAN.00083-01 30
01.

Mpu ncnonb3zoBanmn MO ¢ CK3N XKTAN.00083-01 «Kpuntollpo CSP» HeobxoAMMO yuuTbIBaATb
TpeboBaHma n. 1.5 XKTAN.00083-01 30 01 KpunTtollpo CSP v. 3.9. ®opmynsp.

14. WNcnonb3oBaHne CK3W ¢ nporpaMMHbIMU NpOaYyKTaMun
pa3pabotkn OO0 «KPUMTO-MPO»

MporpamMmMHoe obecneyeHne CK3U XKTAM.00083-01 MOXET MCNONb30BaTbCSA C MPOrpaMMHbIMU

npoayktamm paspabotkn OO0 «KPUMTO-MPO»:

- «Kpuntollpo YL»;

- «Kpuntolpo OCSP»;

- «Kpuntollpo TSP»;

- «KpnntoAPM>»;

- «CryptCP»;

- «Knunent Kpuntollpo HSM»;

- «Kpuntolpo PDF».

15. TpeboBaHuna no 3awmte ot HC

15.1. O6bwwue TpeboBaHuda no opraHmnsaumm pabot no 3awmte ot HCA

3awmTta annapaTtHoro U nporpamMMHoro obecnedyeHnss ot HCA npu  ycTaHOBKe W
ncrnonb3oBaHmn CK3UM saBnsieTca COCTaBHOM 4YacTbio obwen 3apgaunm obecnedveHus 6e30macHOCTM
MHdopMaLUun B CUCTeMe, B COCTaB kKoTopon BxoamuT CK3U.

Hapsay ¢ npuMmeHeHmeM cpeacts 3awmTbl oT HC[ Heo6XoAMMO BbIMOSHEHWE MNpUBEAEHHbIX
HMXXEe OpraHM3auMOHHO-TEXHUYECKMX M AAMUHUCTPATMBHbLIX Mep no obecnevyeHuto MNpaBUIbHOMO
dyHKUMOHMpPOBaHMS cpeacTB o06paboTkm M nepepadun wuHdbOpMauuM, a TakKXke YCTaHOBNEeHue
COOTBETCTBYIOWMX nNpaBun ana obcnyxusawwero nepcoHana, AonyweHHoro K pabote ¢
KOHdMAeHUManbHON nHdopmMaumen.

3awumTta mHdpopmaumn ot HCA posmkHa obecneumBaTbCs Ha BCEX TEXHONOMMYeCcKUX dTanax
06paboTkn MHGopMaumMm n BO BCeX pexuMax (YHKUMOHMPOBAHMSA, B TOM 4uciie MNpu NpoBeAeHUU
PEMOHTHbIX U pernaMeHTHbIX paboT.

3awwmTta uHdopmauum ot HCA pgonxkHa npepgycMaTpmBaTb KOHTPOSb 3D HEKTMBHOCTM CpeacTB
3awmTel  oT HCA. 3TOT KOHTpPO/Ab AO/MKEH MepuoamvyecKkn BbINOMAHATbCA  aAMUHUCTPaTOPOM
6e30nacHOCTM Ha OCcHOBe TpeboBaHWMI AOKYMEeHTaunm Ha cpeacTsa 3awmTel oT HCA.
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B opraHusaumu, askcnnayatmpytowernn CK3U, pomkeH 6biTb HasHayeH aAMWHUCTPATOp
6e30nacHOCTX, Ha KOTOPOro BO3/MaraktTcA 3afayu opraHusaumm pabot no wmcnosnb3oBaHuiw CK3U,
BbIpabOTKM COOTBETCTBYIOLWMNX MHCTPYKUMA ANS NOsb30BaTesien, a TakXXe KOHTPOAb 3a cobniogeHuem
TpeboBaHui No 6e30nacHoOCTU.

AAMUHUCTpaTOp 6€e30MacHOCTM He [AO/HKEH WMEeTb BO3MOXHOCTb AOoCTyna K
KOH(dUaeHUuMnanbHo nHdopMauum nonb3oBaTenen.

MpaBoM gocTtyna K paboyMMm MecTaM C ycCTaHOBNeHHbiMM CK3WM posxHbl obnagaTb TONbKO
onpegeneHHble  4AS8  3KCnjyaTtauuMm  vua,  npowejwme  COOTBETCTBYIOWYH — MOArOTOBKY.
AaMUHUCTpaTop 6€30MacHOCTN AO/KEH 03HAKOMUTb KaXAoro nosb3oaTtens, npuMeHstowero CK3U, ¢
AokyMeHTaumen Ha CK3W, a Takxe C ApYrMMW HOPMAaTUBHbIMW AOKYMEHTaMW, CO34aHHbIMW Ha eé
OCHOBe.

15.2. Tpe6OBaHVIFI NMno pasMeWEeEHNO TEXHNYECKUX CpeacTtB C
ycTtaHoBneHHbIM CK3U.
Mpn pasMeLlleHnn TEXHNYECKUX CPEACTB C YCTaHOBNEHHbIM CK3U:

e JlomxHbl 6bITb NPUHATbI MEpbl MO WCKIKYEHUI HEeCaHKUMOHMPOBAHHOro AocTyna B
noMeLLeHnsl, B KOTOPbIX pa3MelleHbl TEXHUYECKMe cpeacTBa C ycTaHoBreHHbIM CK3W, noCTOpPOHHMX
vy, No poay CBOEN AesATENbHOCTU He SABASHOWMXCH MepcoHanoMm, AONYyWeHHbIM K paboTe B 3TUX
nomeweHmnsax. B cnyyae Heob6xoaMMOCTM NPUCYTCTBUSA MOCTOPOHHUX ML, B YKa3aHHbIX MOMeLLeHnsx
pomkeH 6bITb obecneyeH KOHTPOSb 3@ UX AENCTBUSAMKM M obecneyeHa HEBO3MOXXHOCTb HeraTMBHbIX
OENCTBUIA C UX CTOpOHbl Ha CK3W, TexHuuyeckue cpeacrtBa, Ha KOTOpbIX 3akcnayatupyetca CK3U u
3awmuaemMyo MHopMaumio.

e BHyTpeHHSs nnaHWpOBKa, pacrnoflioXXeHne W YKOMMIEeKTOBAaHHOCTb paboumx MecT B
noMewleHmnax Ao/kHbl obecneuymBaTb UCNOAHUTENSM paboT, COXPAHHOCTb [AOBEPEHHbIX UM
KOHdUAEHUMaNbHbIX AOKYMEHTOB M CBEAEHWUI, BKAOYAsa KIo4eByro nHdopmMauuto.

e PasMeweHne CK3MN XTAN.00083-01 B nNoOMeweHMsaX, B KOTOPbIX OCYyLlecTBaseTcs
obpaboTka MHpOpMaumn, coaepxallern ceefeHmns, CoCTaBnsowme rocyaapCTBEHHYHO TalHy, oCcyLecT-
B/ISIETCS YCTAHOBJIEHHbIM NOPSAKOM.

15.3. TpeboBaHunsa no ycrtaHoeke CK3WU, obLiecncremMHoOro u
cneuunanbHoro MO Ha M2BM

1. N3BM, Ha koTopbix ucnonb3yetca CK3W, pomxHbl 6biTb AonyweHbl ans obpaboTku
KOHdMaeHUManbHon wHdoOpMaunm no gencreywowmm B Poccuiickon ®epepauum TpeboBaHMsaM no
3awmnTe MHdOpMauMM OT YTEeYKM N0 TEXHUMYECKMM KaHanaM, B TOM 4uCAe, MO KaHany CBsA3U
(Hanpumep, CTP-K), c ydyeToM Mogenu yrpo3 B MHMOPMaLUWOHHOM CUCTEME 3aKa3uuka, KOTOPbIM
AOMKHO npoTtmBocTosAaTb CK3U XTAM.00083-01.

2. UHctannsduma CK3U XTAN.00083-01 Ha paboumx mMecTax AOJKHA NPOM3BOAUTLCA TOSIbKO
c anctpubyTrBa, NONYYEHHOro No AOBEPEHHOMY KaHany.

3. K ycTaHoBKe 06LECNUCTEMHOIO M CNeunasbHOro NporpaMMHOro obecnedyeHusi, a TakKxe
CK3W, ponyckatoTcs nmua, npoweawmne CoOOTBETCTBYOWY NMOATOTOBKY U MU3YUMBLUME AOKYMEHTALUIO
Ha cooTBeTcTBYlowee N0 n Ha CK3W.

Mpu ycTaHoBKe nporpamMMHoro obecneveHuns CK3W cnepyert:

e Ha TeXHWYECKNX CPpeACTBax, NpefAHasHaueHHbIX Ans pabotbl ¢ CK3W, ncnosb3oBaTb TONbKO
JIMLLEH3MOHHOE NporpaMMHoe obecrneyeHne GUpM - N3roToBUTENEN.

e [lpn ycrtaHoBke MO CK3U Ha M3BM ponxeH 6biTb obecnedyeH KOHTPOJb LLENOCTHOCTM M
AoctoBepHoOCTb AnctpmbyTtmBa CK3U n coBmecTHO noctaBnsieMbix ¢ CK3MN komnoHeHT COK.

e Ha M3BM He AonXHbl yCTaHaBAuBaTbCa cpeacTBa paspabotku MO un otnagunku. Ecnm
CpeAcCTBa OTNAaAKW MPUIIOXKEHUI HYXHbl ANA TEXHOMOrnMvyeckmx notpebHocTen opraHusauuu, TO UX
NCcnosb30BaHMe A0NXKHO 6bITb CAHKUMOHMPOBAHO aAMUHUCTPATOPOM 6e3onacHocTh. Mpu 3TOM AONXKHbI
6bITb peanu3oBaHbl Mepbl, WCK/YaKWmMe BO3MOXHOCTb WCMOSb30BaHUA 3TUX CPeacTB  Ans
peaaktupoBaHmsa koga u namatu CK3UM u npunoxeHumin, ucnonbsywowmx CK3U, a Takxe ansd
npocMoTpa koga v namatn CK3UN n npunoxenunii, ncnonedyowmx CK3U, B npouecce obpabotkm CK3U
3awmwaemMon nHdbopMaunm n/mnu Npu 3arpyxeHHon KyYeBon nHdhopMauum.
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e [lpegycMoTpeTb Mepbl, MWCKAKOYaKWNe BO3MOXHOCTb  HECAaHKUMOHMPOBAHHOIO  He
0bHapyXnBaeMoOro M3MEHEHUS anmnapaTHOM 4YacTU TEXHUYECKUX CPEACTB, Ha KOTOPbIX YyCTaHOBMEHbI
CK3W (Hanpumep, nyTeM oneyaTbiBaHMs cUCTEMHOro 6s10ka 1 pasbemos MN3BM).

e [locne 3aBeplleHMs Mpouecca YCTaHOBKM AO/KHbl  ObiTb  BbIMOJIHEHbI  AEUCTBUS,
HeobxoauMble ANS OCYLLEeCTBIEHMS MEPUOAMYECKOTrO KOHTPONAS LENOCTHOCTM YycTaHoBfeHHoro [0
CK3W, a Takxxe ero oOKpy>eHus B COOTBETCTBUU C AOKYMEHTauumen.

e [lporpamMmMHOe obecnedeHune, yctaHaBnmBaemoe Ha MNOBM c CK3UM He AOMKHO coaepxaTb
BO3MOXXHOCTEWN, MO3BONSIOLWNX:

- MOANDUUMPOBATL COAEPXKMMOE NMPON3BOSbHLIX 06acTeit NamsaTu;
MoANMDULMPOBATbL COBCTBEHHbIN KOA M KOA APYrUX MOAMNPOrpamM;
- MOANDUUMPOBATbL NaMsThb, BbIAENEHHYIO ANA APYrUX MOANPOrpaMMm;
- nepefaBaTb YynpaBfieHMe B 065acTb COBCTBEHHbIX AAHHLIX W AaHHbIX APYrUX
noAnporpamm;
- HECAHKLMOHMPOBAHHO MOAUGMUUMPOBATL Galifibl, CoAEpXallMe MCMNOMHSAEMble KOAbl Npu
NX XpaHEHMM Ha XECTKOM [ANCKE;

- MOBbIWATb NpeAoCTaB/IeHHble NpUBUIErun;
- MmoanduumposaTb HacTporku OC;
- UCNOJIb30BaTb HEAOKYMEHTUPOBaHHble pupMor-paspaboTumkom pyHkumm OC.

15.4. Mepbl no obecneyveHunto 3awmtbl oT HCA

Mpu ncnonb3zoBaHmm CK3U goKHbI BbIMONHATLCS Creayrowme Mepbl No 3awute nHdopMaumm
ot HCA:

¢ Heobxoanmo paspaboTaTb M MPUMEHWUTb MNOJINTUKY Ha3HA4YeHUs U CMeHbl naponen (ans
Bxoga B OC, BIOS, npu wudpoBaHMM Ha napone m T.A.), WUCNOAb30BaTb (UAbLTPbI Naponen B
COOTBETCTBMM CO CNeayowmMMn npasuiamm:

e [ASINHA Napons Ao/mkHa 6biTb HEe MeHee 6 CMMBOJIOB;

e B 4yuc/ie CMMBOJIOB Mapons o06s3aTeNbHO AOJIXKHbI MPUCYTCTBOBaTb OYKBbl B BEPXHEM U
HUXHEM perncrpax, umdpsbl n cneuymansHble cuMBonbl (@, #, $, &, *, Yo n 1.n .);

e aposib He AOJIXeH BKI4YaTb B cebs nerko BblYMC/SiEMble COYETaHWs CMMBOJSIOB (MMeEHa,
dammnum n T. A4.), a Takxke obwenpuHatele cokpawenmsa (USER, ADMIN, ALEX n T. 4.);

e [puU CMeHe Naposis HOBOE 3HAYEeHMEe A0/KHO OTNMYaTbCs OT Npeablaylero He MeHee 4YeM B
4-X NO3mMumnax;

e JINYHbIN napoJib Noab30BaTe/lb HE MMEET MNpaBa coobwatb HUKOMY,;

e MEepUOANYHOCTb CMEHbI Maposis ONpeaensieTcsl NPUHATON MOSIMTUKON 6€30MacHOCTM, HO He
[O/XHa npesbiwaTtb 6 MecsiLeB.

YkasaHHas nonuTtuka obssatenbHa ans scex YYETHbIX 3aru4ce17|, 3aperucrtpupoBaHHbix B OC.

e CpeactBamu BIOS pgonxHa 6biTb MCKOUYEHA BO3MOXHOCTb paboTkbl Ha M3BM ¢ CK3U, ecnu
BO BpeMs €€ HadanbHOM 3arpy3Ku He MpoxoasT BCTPOEHHble TeCThl.

e B kayecTtBe Mepbl N0 ycuneHuto 3awmTbl oT HC[ cneanyeT 3anpeTuTb COXpaHEHWE naponen,
ucnonb3dyemblx B pabote CK3W. [Ona >3Toro npeanoytutTenbHeEe BOCMO/b30BaTbCA [PYyNMNOBbIMU
NONUTMKAMU, BKJIIOUYUTb FPYMNNOBYI0 NOANTUKY «3anNpeTuTb UCNOSb30BaHNE COXPAHEHHbIX Naposen»:

KoHdurypaumsa  komnbtoTepa\AoMUHUCTPaTUBHbIe  WabnoHbl\Knaccuyeckme  agMUHUCTPATUBHbIE
wabnoHbl\KPUMTO-MNPO\Kpunto-npo CSP

Nnun B BETKY CUCTEMHOIO peecTpa
HKLM\SOFTWARE [ \Wow6432Node] \CryptoPro\Cryptography\CurrentVersion\Parameters

no6aBuUTb 3HaYeHne
DisableSavedPasswords (DWORD) = 1

3ANPELLAETCA:

e 0CTaBNATb 6€3 KOHTPOASA BblUMCUTENbHbIE CPEeACTBA, HA KOTOPbIX 3KkcnayaTupyetca CK3W,
nocne BBoAa KAo4eBON MHdopMaummn nmbo MHon KoHdpuaeHUnanbHOn nHdopmaumm;

e BHOCUTb Kakme-nmbo namMeHeHus B nporpaMMHoe obecriedenHmne CK3U;

e OCYLLUEeCTBNASATb HECaHKUMOHMPOBAHHOE aAMUHUCTPATOPOM 6e30MacHOCTM KOMMpoBaHue
KJTIOYEBLIX HOCUTENEN;
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e pasrnawaTtb COAEPXMMOE HOCUTeNel KIyeBoh WHdOpMaUUW WAKW NepeaaBaTb CaMu
HOCUTENN NULAM, K HUM He AOMYLIEHHbIM, BbIBOAWUTbL KJIOUYEBYIO MH(OPMAUMIO Ha AUCMIEN, NPUHTEP U
T.M. MHbIE CPeACTBa 0To6paxeHusa MHdopMauuu;

e 1CMONb30BaTb KStoYeBble HocuTenu B pexumax, He npeaycMOTPEHHbIX
dyHKUMOHUpoBaHMeMm CK3U;

e 3alncCbiBaTb Ha Kl0OYEBbIE HOCUTEIM NOCTOPOHHIOKD VIHq)OpMaLI,VHO;

AaMuHUcTpaTop 6€30MacHOCTN AO/KEH CKOHMUIYpUpOBaTh OMEPALMOHHYI0 CUCTEMY, B cpeae
KOTOpOI nnaHupyeTca ucrnonb3oBaTb CK3U, M OCYLWECTBAATb NEPUOANYECKUIA KOHTPOSb CAENaHHbIX
HACTPOEK B COOTBETCTBMU CO C/IeAyOLMMM TPeBOBaHUAMMN:

e HE MCNoJib30BaTb HECTaHAAPTHbIE, U3BMEHEHHbIE UK OT/NIaA04YHblE BEPCUUN OC.

® NCK/OUYNTb BO3MOXHOCTb 3arpy3kn n ncrnonb3osaHmsa OC, OT/IMYHOMW OT NpeayCcMOTPEHHOMN
WwTaTHOM paboToMn.

e UCK/OYUTb BO3MOXHOCTb YAASIEHHOrO ynpaBneHUs, aAMUHUCTPUPOBaHUSA U Moaudmkaumm
OC 1 eé HacTpoek.

e Ha [M2BM gonxHa 6biTb YCTaHOBJIEHA TOJIbKO O4HA onepaunMoHHada cucrtema.

e MpaBOM ycTaHoBkM W HacTpoihikm OC m CK3W pomxkeH obnagaTtb TOMbKO agMUHUCTpaAToOp
6e3onacHoCcTH.

e BCE Heucnosb3yemble pecypcbl CUCTEMbl HEOBXOAMMO OTKIOUYUTL (MPOTOKOMbI, CEPBUCHI U
T.M.).

e pexumbl 6e3onacHoCTM, peanusoBaHHble B OC, p[onXHbl 6bITb  HacTpOeHbl Ha
MaKCMMasibHbI YPOBEHb.

e BCeM nosb3oBaTensaM U rpynnam, 3apernctpuposaHHbiM B OC, HeobXxoANMMO HasHauuTb
MUHMUMaAJIbHO BO3MOXHblE AN1A HOpMa}'IbHOVI pa6OTbI npasa.

e HeobxoaMMO NMpeayCcMOTPETb Mepbl, MAaKCMMasbHO OFpaHWUYMBatoOWKME AOCTYN K Cneayowmm
pecypcaMm cucTembl (B COOTBETCTBYIOLIMX YC/IOBUAX BO3MOXHO MOJSIHOE yAasieHMe pecypca Wau ero
HENCNOoJIb3YEMOM YacTu):

- CUCTEMHbIN peecTp;

- halinbl KU KaTanoru;

BpeMeHHble dalinbl;

- XYypHalbl CUCTEMbI;

- halinbl NoaKauKku;

Kawunpyemas nHdopmauusa (naponv u T1.n.);

- OTNnago4vHas nHdopmMauums.

Kpome TOro, HeobxoauMMO oOpraHu3oBaTb CTMpaHue (Mo OKOHYaHuM ceaHca pabotel CK3U)
BpPEMEHHbIX dalinoB n hannoB nogkadykm, GopMmnpyeMbiX Mnm MoanduumpyeMbix B npouecce paboThbl
CK3W. Ecnm 3TO He BbIMOAHMMO, TO Ha XECTKMN AUCK AOSKHbl PacrnpocTpaHATbCA TpebosaHus,
npeabsaBAsiEMble K KNHOYEBbIM HOCUTENSM,

e IO/HKHO O6bITb WCKIKYEHO nonagaHuve B CncTteMy nporpamm, nMno3BONAKWNX, MNOJIb3YACb
owmnbkamm OC, noBbIWaTb NpeaocTaBfeHHbIE NPUBUNETUN.

e Heo6X0ANMMO perynspHo ycTaHaBAMBaTb NakeTbl ob6HoBneHus 6e3onacHoctn OC (Service
Packs, Hot fix n 1.n.), 06HOBNATbL aHTMBUPYCHble 6a3bl, a Takxe wuccnenosaTb MHMPOPMaALUMOHHbIE
pecypcbl N0 BONPOCaM KOMMNbOTEPHON 6€30MacHOCTU C LeNbio CBOEBPEMEHHONW MUHMMU3ALMN ONACHbIX
nocneacTBMin OT BO3MOXHOIo Bo3aencrems Ha OC.

e B Cnyyae noakntdeHunsa N3BM c¢ yctaHoBneHHbIM CK3WM k obuwenocTynHbiM ceTaM nepenadun
AaHHbIX, HEobX0AMMO MWCK/IIOYUTL BO3MOXHOCTb OTKPbITUS WM UCMOSHEHUS ¢alaoB N CKPUMNTOBbIX
obbekToB (Hanpwumep, JavaScript, VBScript, ActiveX), nonyyeHHbiXx 13 06LWEfOoCTYNHbIX CceTewn
nepegayvn AaHHbiX, 6e3 npoBeAeHMsI COOTBETCTBYHOLLMX MPOBEPOK Ha NpeaMeT COAEPXaHWUS B HUX
NporpaMMHbIX 3aK1aA0K U BUPYCOB, 3arpy>aeMbiX U3 CETU.

e Npn ncnonb3osaHmn CK3WN Ha MOBM, noakntoveHHbIX K 06LefoCTynHbIM CeTaM CBS3W, C
uenbld UCKIKYEHUS BO3MOXHOCTM HECAaHKUMOHWMPOBAHHOrO A0CTyrna K CUCTEMHbIM pecypcam
MCMOJIb3yEeMbIX OMEPaLMOHHbLIX CUCTEM, K NporpamMMmHoMy obecrneyeHuto, B OKPYXEHUU KOTOPOro
dyHkumoHupytoT CK3W, mn Kk komnoHeHTaM CK3M €O CTOPOHbI YyKas3aHHbIX ceTel, [AOXKHbI
MCMoNb30BaTbCa AOMOJIHUTENbHBbIE METOAbl M CpeacTBa 3awnTbl (HanpuMep: yCTaHOBKA MeEXCEeTEBbIX
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3KpaHoB, opraHm3auus VPN ceteir u T.m.). MNpn 3TOM npeanoyTeHMe AO/HKHO OTAaBaTbCA CPeacTBaM
3aWnTbl, UMELWNM cepTUdUKAT YNOJIHOMOYEHHOIO OpraHa rno cepTudukaumu.

e OpraHmMs3oBaTb W WCMNONb30BaTb CUCTEMY ayAuTa, OpraHW3oBaTb perynaspHbli  aHanus
pe3yfnbTaToB ayauTa.

e OpraHmM3oBaTb M MCMOJ/Ib30BaTb KOMMIEKC MEPONPUATUIA aHTUBUPYCHOW 3aLnThl.

e [JOJIXHO 6bITb 3anpeLleHo ncnonb3oBaHne CK3W ang 3awmtbl pedeBor MHDOPMaLNK.

e fO/XHA ObiTb 3anpelwieHa pabota CK3W npu BkAOYeHHbIX B M39BM wTaTHBIX CpeacTBax
BbIXOAa B paguoKaHan.

PekoMeHAyeTCs annapaTypy, Ha KOTopoi ycTaHaBnueaeTcs CK3W, mMpoBepuTb Ha OTCYTCTBME
annapaTtHbIX 3aKNafoK.

HE AONYCKAETCA:

1. OcywecTBnsaTb HECAHKLUMOHNUPOBAHHOE KOMUPOBaHME KITHOYEBbIX HOoCUTEenen.

2. Pa3rnawaTtb COAEPXMMOE HOCUTENEen KyeBorM MWHpoOpMauMm wan nepegasaTb caMu
HOCUTENW NNLAM, K HUM He AONYLIEHHbIM, BbIBOAUTL KOYEBYIO MHMOPMaLUUIO Ha AUCNAEN U NMPUHTEP
(3a ucknyeHnem cnyyaes, NpegycMOTPEHHbIX AaHHbIMW NpasuiaMmn).

3. BcTaBnaTb K/AHOYEBOW HOCUTENb B  YCTPOWCTBO  CUYMTbIBAHUA B pexumax, He
NpPeAyCMOTPEHHbIX LITAaTHbIM PEXMMOM UCMNONb30BAHUSA KNOYEBOrO HOCUTENS.

4. MoakntoyaTtb K NMOBM gononHUTENbHbIE YCTPOMCTBA U COEAUHUTENN, HE NPEAYCMOTPEHHbIE
WTATHOM KOMMAeKTaumneun.

5. PabotaTb Ha KOMMbIOTEpPE, €CAM BO BPEMA €ro HauvaslibHOW 3arpy3kum He npoxoauT
BCTPOEHHbI TecT O3Y, npeaycMoTpeHHbIn B NDBM.
6. BHOCUTb Kakme-nnbo nameHeHus B nporpammHoe obecrneveHne CK3W.

7. N3MeHaTb HacCTpoKKM, YCTaHOBJ/IEHHbIE nporpammonm YCTaHOBKMU CK3Un Nz
aAMUHUCTPATOPOM.

8. Ncnonb3oBaTb CMHXPOMOCKIZIKK, BbipabaTbiBaeMbie He cpeactBamm CK3U.
9. O6pabaTtbiBaTb Ha M3BM, ocHaweHHon CK3WN, nHdpopmaumio, coaepxallyo
rocyfapCTBEHHYIO TalHy.
10. NUcnonb3oBaTb 6biBWME B paboTe KAoUeBble HOCUTENN ANS 3anMcn HOBOW MHdopMauun 6e3
npeaBapuUTENIbHOrO YHUUTOXEHUSA Ha HUX KAoYeBon MHdopmaumm cpeacteamm CK3U Kpuntollpo CSP.
11. OcywecTBNATb HECAHKUMOHMPOBAHHOE BCKpbITUE CUCTEMHbIX 6510k0B MMOBM.
12. MpuHOCUTE WM WCNOMb30BaTb B MOMEWeHnU, rae pasMmeweHbl cpeacrtea CK3U,

paavoTenedoHbl U APYrylo pagavonepegatowyto annapaTtypy (TpeboBaHWe HOCUT peKoMeHAaTeNbHbIN
XapakTep).

15.5. TpeboaHuda no nogkntodeHuto CK3UN gna paboTol
no obLwenoCTYNHbIM KaHanaM nepeaaym gaHHbIX

1. Nopagok nogkntoyeHua CK3UM K KaHanam cBA3M p[o/mKeH ObiTb onpegeneH 3sKCnayatupytowemn
opraHusaumeit. JInuom, oTBETCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no obuwenocTynHbIM KaHanam, Kak
npaBuao, O0NXKeH 6bITb aAMUHUCTPaTOP 6e3onacHOCTK.

2. Mpw nogxntoueHmn CK3U K o6LLeA0CTyNHbIM KaHanam nepeaadn AaHHbIX A0MKHA 6biTb obecneyeHa
6e30MacHOCTb 3alLMLLEHHOM cBA3M. MpKn 3TOM A0NXKHbI 6bITb ONpeaeneHbl:

e [lopagok nogkntoveHna CK3U K KaHanam.

e BblgeneHo ML, oTBETCTBEHHOE 33 6e30MacHOCTb PaboTbl MO 06LLEeAOCTYMHbIM KaHaNaMm.

e Pa3paboTaH TMNOBOW perfiaMeHT 3aLlMLLEHHOW CBA3W, BKIHOYAIOLLMNA:

- NONINTUKY 6€30NacCHOCTM 3aLLULLEHHOWN CBA3W.

- [ONYCTUMbIA COCTaB MPUKAAAHbLIX MPOrPaMMHbIX CPeacTs, ANA KOTOPOro AOJ/IKHO ObiTb
nccnenoBaHo M 060CHOBaHO OTCYTCTBME HEraTUBHOTO BAMAHUA Ha CK3U no KaHany nepegayn AaHHbIX.

- nepeyeHb JONYCTUMbIX CETEBbIX MPOTOKO/I0B.

- 3aLUTY CETEBbIX COEANHEHMI (NEepeYeHb AOoMYCTUMbIX CETEBbIX 3KPaHOB).

- CMCTema M cpeacTBa aHTUBMPYCHOM 3aLMTbl.

3. lMepeyeHb CTaHAAPTHbIX cpeacTs OC, MOMKET BK/IYATLCA aAMUHUCTPATOPOM B TUMOBOWN pernameHT
6e3 npoBegeHUA AOMNOJHUTENbHbIX MCCAEA0BaHMI MO OUEHKe MX BaAMAHMA Ha CK3W. Mpu 3TOM A0/KHBI
BbINOJIHATLCA:
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® (CBOEBPeMeHHoe 0OHOB/IEHNE MPOrPaMMHbIX CPEACTB, BKAOYEHHbIX B COCTAB PernameHTa.

® KOHTpPOAb cpeabl PyHKUMOHMpPOoBaHUA CK3U.

® onpejeneHne U KOHTPO/Ib 32 NCMO/b30BaHMEM CETEBbIX MPOTOKO/0B.

e cobnoaeHue npaBua nonbzoBaHusa CK3U v cpepont dyHKuMoHMpoBaHMa CK3U.

4. NomkeH 6bITb obecnedeH OpraHWM3auUMOHHO-TEXHUYECKMA KOHTPO/Sb 3anpocoB Ha
yCTaHOBNEeHMe coeauHeHnss aboHEeHTOB MO MpoTokony TLS c uMcnonb3oBaHWEM 3@EMEpPHbIX KYen,
WCK/TtoYaroLWwme BO3MOXHOCTb MCMNOSb30BaHUs aboOHEHTOM He CBOMX aTpubyToB coeamHeHus (Takue,
kak Client_Id n T.n.).

5. Mpu ucnonbsosaHmun CK3U ¢ gpyrmmun CTaHZAPTHLIMU NPOrPAMMHbLIMU CPEACTBAMM, BO3SMOXKHOCTb
noakatoueHns CK3U K obuiefoCcTynHbIM KaHanam nepefadm AaHHbIX OO/KHA ObiTb onpeaeneHa To/bKO nocne
NpoBeAeHNA AONONHUTENbHBIX UCCNeA0BaHUM C OLEHKOW HEBO3MOMXKHOCTU HEFAaTUBHOTO BIMAHUA HapyLUMTENA Ha
dyHKUMoHMpoBaHMe CK3U, cnonb3ytoLero BO3MOXKHOCTM 06LLEeA0CTYNMHbIX KAHANO0B.

15.6. TpeboBaHusa no ncnonbszosaHunto B CK3M nporpaMMHoO-
annapaTHbIX cpeacTs 3awnTtbl oT HC

B kauvecTBe nporpaMMHo-annapaTHbIX cpeacTs 3awmTbl oT HCA B CK3M MOryT ncnonb3oBaTbCs
MporpamMMHo-annapaTtHbi koMmnnekc "Akkopa-AMA3", "KPUMTOH-3AMOK" u 3nNeKTpOHHbIM 3aMOK
“Cobonb”. WNaeHTU(dUMKAUMOHHbIE [AaHHblE YKa3aHHbIX CpeaACTB MNpuUBEAEHbl B AOKYMEHTe
“XTAKN.00083-01 30 01. KpunTtollpo CSP. ®opmynsap”, n.3.10.

15.6.1. T[llporpaMMHo-annapaTHbli KoMnnekc "Akkopa-AMA3"

MporpamMMHo-annapatHbii koMmnnekc (MAK) "Akkopa-AMA3" npegHasHadyeH Ans 3awuThl
nHdopmMauum ot HCAl npn ee o6paboTke B NIBM.

MAK "Akkopa-AMA3" ncnonb3yetcs Ha nnatdpopmax
e Windows (nnatgopma IA32);

e Linux (nnatdopma IA32);

e FreeBSD 7/8/9/10 (nnatdopma IA32);

e Solaris 10/11 (nnatdopma IA32).

MAK "Akkopa-AMI3" obecneumBaert:

e naeHTUdUKaUunio, NpoBepKy MOANMHHOCTW, pasrpaHuyeHne gocrtyna K pecypcam MN3BM Ha
YPOBHE BbIMOMHAEMbIX 33434 U KOHTPOb AocTyna cybbekToB B cuctemy (MIBM);

e perucrpaumio n ydyet Bxoaa (BbIxoda) nosib3oBaTesnien B cMcTeMy (M3 CUCTEMbI), 3anycka
(3aBeplieHnsa) nporpaMM M NpoLECcCOoB, AOCTyNa Nofb30oBaTeNien K 3awmwaembiM daiinam, n3MeHeHus
MOJIHOMOYMI Mosib30BaTenen;

e obecneyeHune LENOCTHOCTM NMPOrpaMMHbIX CPeacTB.

B «kauvectBe wugeHTMdukatopa B [IAK "Akkopa-AMA3" u1cnonb3yeTcs MepcOoHanbHbIN
naeHTngukatop DS 199x (Tabnetka Touch-Memory).

YctaHoBka u HacTtpoiika MAK "Akkopa-AMA3" Ha APM nonb3oBaTens oJ/ixXHa NpoM3BOAUTLCS
B COOTBETCTBUM C 3KCNNyaTaUuMOHHOM AokyMeHTaumen Ha MNAK "Akkopa-AMA3".

Mpumeuanmne. T[lepen yctaHoskon [1AK "Akkopa-AMA3" T3BM,
L!!| ucriono3dyemble B KadyectBe APM nonb3oBaTtenen, [AO/KHbI  6biTb
NpOBEpEeHbl Ha NpeaMeT X KOPPEKTHOro B3aMMOAENCTBUS.

YcTtaHoBKa nporpaMMHoro obecriedeHms M annapaTHoi 4actm komnnekca "Akkopa-AMA3" Ha
APM MOXeT BbIMONMHATLCA cneunanucTtamm noctaswmka CK3UM wnu npeacrasutensiMm  cnyxbol
MHOpMauuoHHOW  6e3omacHocTn. HacTtporika komniekca "Akkopa-AMI3" Ha  Tpebyemyto
KOHpUrypaumio BbIMOJIHAETCS aAMUHUCTpATopoM 6e30nacHOCTM. HacTponka A[O0/MKHA MCK4aTh
BO3MOXHOCTb BMeLlaTeNbCTBA MOJIb30BaTeNss B MNPOLECChbl 3arpy3km OnepauuMoHHOM CUCTEMbI W
npuknagHoro MO 1 NpoBEpPKM LLEeN0CTHOCTM NPOrpaMMHON cpeabl.

15.6.2. 32nekTpoHHbIN 3aMok "Cobonb"

Cucrema 3J1eKTp0HHbIr1 3aMOK npegHa3HadyeHa Angd opraHun3aunn 3alinTbl KOMMNObKOTEPaA OT
BX04a MOCTOPOHHUX nonb3oBatenen. MNoa MOCTOPOHHUMM NONb30BaTENAMU MOHUMAKOTCA BCE N1Ua, He
3aperncTpnpoBaHHbIe€ B CUCTEME 3neKTpOHHbIﬁ 3aMOK KaK nosb3oBaTenn AaHHONo0 KOMNbOTEPA.
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DNEeKTPOHHbIN 3aMok “Cobonb” ncnonb3yercs Ha nnatdhopmax
Windows (nnatdopma IA32);

Linux (nnatdopma IA32);

FreeBSD 7/8/9/10 (nnatdopma IA32);

e Solaris 10/11 (nnatdopma IA32).

DNneKTPOHHbIN 3aMok “Cobonb” obecneumBaert:

e peructpauuio  nosb3oBaTesieil  KOMMblOTEpa W Ha3HAUYeHWEe UM MNepCcoHasbHbIX
NAEHTUDNKATOPOB U Naposieil Ha BXO4 B CUCTEMY;

e 3aMpoC MepCoHanbHOro MAEHTUGMMKATOPa M Napons Mofb30BaTens npu  3arpyske
KOMMbIOTEPA;

® BO3MOXHOCTb 6J'IOKVIpOBaHVIFI BX04a B CUCTEMY 3apeErmMcTtpnupoBaHHOro noJsib3oBaTtens,

e Be/eHMEe CUCTEMHOTO XYypHasna, B KOTOPOM MPOM3BOAUTCS perncrpaumst cobbiTuii, MMeLWwmx
OTHOLLEeHWe K 6e30MacHOCTU CUCTEMBI;

e KOHTPOJIb LENOCTHOCTM hpannoB Ha XeCTKOM aucke (Tonbko B OC Windows);
e KOHTPOJib LENOCTHOCTU (PU3NUECKUX CEKTOPOB XeCTKoro gncka (tonbko B OC Windows);

e annapaTHyk 3awWwuTy OT HEeCaHKUMOHMPOBAHHOWM 3arpy3kuM OMnepaumoHHOM CUCTEMbI C
rmébkoro amcka n CD-ROM aucka.

YCTaHOBKa W HacTpoWnKka 3N1eKTPOHHOro 3amMka Ha APM nonb3oBaTens AoJXXHa NpOU3BOAUTHLCS
B COOTBETCTBMM C dKCMyaTauMOHHOM AOKyMeHTaumen. MNepen akcnayataumMen 31eKTPOHHOro 3aMka B
coctase APM nonb3oBaTens Heob6XoAMMO O3HaKOMUTBLCA C KOMMJEKTOM AOKyMeHTauum (B
COOTBETCTBMKU C nacropToM YBAJ1.00300-04 lNC) Ha AaHHbIA KOMMJIEKC U NMPUHATbL PEKOMEHAYEMbIE B
OOKYMEHTaLUMN 3alunTHbIe OpraHn3aunoHHbIE Mepbl.

HacTporika  37eKTpOHHOro 3aMka Ha  Tpebyemyio  KOHOUrypauumio  BbIMOJIHAETCA
aaMuHUcTpaTopoM 6e3onacHocTU. HacTpolika AOo/MHKHA WCKAYaTb BO3MOXHOCTb BMeLlaTenbCTBa
nonb3oBaTens B MNPOLECChl 3arpy3kyM OnepaunoHHOM cuctembl M npuknagHoro MO wn npoBepku
LLesIOCTHOCTU NPOrpaMMHON cpeabl.

16. TpeboBaHuda No KpunTorpadunyeckon sawmre

[OonXKHbI BbINONHATLCA Tpe6OBaHMF| no KpMHTOFpaCI)MHECKOﬁ 3auuTe:

1. Vcnonb3oBaHWe TOIbKO JIMLEH3NOHHOIO0 CUCTEMHOIO NpOrpaMMHOro obecneyeHms.
2. HacTtpoiikn onepaumoHHbIX cuctem ans pabotbl ¢ CK3U, BKAIOYEHHbIE B JOKYMEHTbI:
XTAN.00083-01 90 02-01, XTAN.00083-01 90 02-02, XTAN.00083-01 90 02-03,
XTAN.00083-01 90 02-04, XXTAN.00083-01 90 02-05, XXTAM.00083-01 90 02-06,
XTAN.00083-01 90 02-07.
3. Mpn uHcTtannsumn CK3U pomkHbl 6biTb 0becnedeHbl OpraHM3aLMOHHO-TEXHUYECKME Mepbl MO
WCK/TFOYEHMIO NOAMEHBI ANCTPUBYTUBa 1 BHECEHWSI 3MeHeHu B CK3W nocne ycTaHoBKw.

4. WUcknoyeHne un3 nporpaMMHoro obecriedyenmss M3BM c yctaHoBneHHbiM CK3W cpeacts
OTNaAKW.

5. CK3M pomkHO MCnonb3oBaTbCs CO CPeACTBaMM aHTUBMPYCHOM 3alumTbl. Knacc aHTUBUPYCHbIX
CPeACTB 3aWmTbl onpeaenseTcs ycnosmsamm akcnayataumm CK3M B aBTOMaTU3NMpPOBaHHbIX CUCTEMAX.

6. KnoueBasa nHdopMaumusa aBnseTcs KoHdnaeHUManbHOM.

7. BHewHsas ramma, ucnonb3lyeMmas Ans WMHUUMANU3aunMM COCTOSAHUS nporpammHoro [CH,
ABNSeTCS KOH(PUAEHLNaNIbHOM.

8. Maponb, McCNonb3yeMmbll ANa ayTeHTMdMKaummM nosb3oBaTenein, AO/HKEH YyAO0BIETBOPSATb
TpeboBaHuam n. 15.4.
9. MNMepnoaANYHOCTb TECTOBOIO KOHTPOS KpunTorpaduyecknx dyHKunm - 10 MUHYT.
10. BExecyTouyHasq nepesarpyska [M2BM.
11. NMepuoanyHocTb ocTtaHoBa [19BM ¢ ob6s3aTenbHOM MNPOBEPKOM CUCTEMbl OXNaXAeHus
npoueccopHoro 6noka NMN3BM - 1 mecsu.
12. 3anpewaercs 1CMNoib30BaTb pexXuM nNpoctor 3ameHbl FTOCT 28147-89 ana wudpoBaHus
nHdopMaunm, KpoMe Ko4eBON.
13. [JonxHO AaBaTbCs npeaynpexaeHue o TOM, YTO MPU UCMOAb30BaHUN pexunMa LWndpoBaHUs
CRYPT_SIMPLEMIX_MODE w™aTtepunan, o6bpabaTtbiBaeMbin Ha OAHOM KJllOYe, aBTOMaTUYECKMU
orpaHumymBaeTcst BeIn4mHon 4 MB.
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14. Mpun dyHKUuMoHMpoBaHMu CK3WM #O/MKHbI BbINOSHATLCS TpeboBaHUS  3KCMyaTauMOHHOMN
AOKYMeHTaumn Ha ncrnonb3dyemblin NMAK 3awmtel ot HCA.

15. [JdomxHo 6bITb 3anpewieHo mncnonb3oBaHne CK3W ansa 3awmTbl peyeBon MHgopMmauunm 6e3
npoBeAeHns COOTBETCTBYHOLWMX AONOAHUTENBbHbIX NCCNEeA0BaHUN.

16. [JomkHa 6biTb 3anpeuweHa pabota CK3W npu BkAOYeHHbIX B M3BM wTaTHbIX CpeacTBax
BbIX04a B paanoKaHars.

17. Tpu dyHKUMOHUpoBaHUM ucnonHeHus 2 CK3M B nporpamMMHo-annapaTtHbix cpegax OC
Solaris 9/10 (sparc, ia32, x64) nHuumanmzauusa MNACY pgoskHa NpPoOU3BOAUTBLCA C MCMOSIb30BaHUEM
BHELUHEN raMMbl.

18. Mpu dyHKUMOHMPOBaAHUNM ucnonHeHns 2 CK3W B nporpaMMHo-annapaTHbIX cpedax, Ans
KOTOPbIX B HacToswee BpeMsa HeT pabotalowmx ¢ Humu TAK 3awmTtel ot HCA, wnu npwm
TEXHONOrMMYECKON HEBO3MOXHOCTM UX MPUMEHEHUS, AO/KHbl BbIMNOJHATBCSA OpraHM3auMOHHO-
TexHunyeckume Mepbl, nckayawowme BO3MOXHOCTb HEeCaHKUMOHMPOBAHHOIO  A40CTyna K
KOHdUAeHUNaNbHON MHMOpMauMn B OTKPbLITOM Buae U obecrneveHo ee xpaHeHue B [MIBM Tonbko B
BUAe, 3aWndpoBaHHOM Ha KJlKoYax Nosib30BaTesnen.

19. KOHTpOneM LesIoCTHOCTU AO0JIXKHbI BbITb 0XBayeHbl dalinbl, yKasaHHble B pasgenax
«TpeboBaHunsa No Kpuntorpadunyeckon 3awmte» aokymeHToB XTHAKM.00083-01 90 02-01, XTAWN. 00050-
03 90 02-02, XXTAKM.00083-01 90 02-03, XTSAWN.00083-01 90 02-04, XKTAKN.00083-01 90 02-05,
XTAN.00083-01 90 02-06, XKTAKN.00083-01 90 02-07.

20. 3ANPELWWAETCSH ncnonb3oBaHme 6ecnpoBOAHbIX KiiaBUATyp M KOMIMbIOTEPHbIX MbILIEN.

17. TpeboBaHusa no BCTpanBaHUIo 1 ucnosibzosaHuto MO CK3N

BctpanBaHme CK3W B 3awmuaeMbie MHGPOPMaLMOHHbIE CUCTEMbI AO/IKHO MNPOM3BOAMTHLCA B
cooTBeTCcTBUM C lMonoxeHuem MK3-2005. BcTpanBaHne AO/MKHbI NPOBOAMTbL OpraHmM3aumu, nMmerowmne
NIMLEH3MIO Ha NpaBo NpoBeaeHnsa Takux pabor.

ansa obecneyeHus 3alnTbl JIEKTPOHHbLIX  OOKYMEHTOB n co3gaHunda 3alWmLLLEHHOMN
aBTOMaTVI3VIpOBaHHOl7I CUCTEMbI B MNEPBYHD o4Yepeab WCNOJIb3YyHTCA KpMI'ITOI'paCI)VI‘-IECKVIe METO bl
3alnTbl, KOTOpPblE MO3BOJIAOT obecneunTtb 3alnTy UENOCTHOCTHN, aBTOPCTBa U KOHCDVI,CI,eHLLVIaJ'IbHOCTVI
BHEKTpOHHOVI MHCbOpMaU,VIVI n peann3oeatb MX B BUAE MNPOrpaMMHbIX WKW annapaTHbIX CpeacTts,
BCTpanBa€MbIX B aBTOMATU3NPOBAHHYO CUCTEMY.

Mpu co3aaHuM 3alULLEHHON MHMOPMALMOHHON CUCTEMbI AOMKHbI ObITb OnpeaeneHbl Moaenb
BO3MOXHbIX Yrpo3 M nonutmka ee 6e3onacHoctn. B 3aBucumMocTM OT nonmTuku 6e3o0macHOCTU
onpeaensieTcs HeobxoAMMbI Habop kKpuntTorpaduyeckmx GyHKUUA M OpraHM3auMOHHO-TEXHUYECKUX
Mep, peannsyeMbixX B CO34aBaeMOl CUCTEME.

OyHkumm CK3W npu BCTpaMBaHuuM B MpuknagHoe nporpammHoe obecneyeHue MoryTt 6biTb
MCNOJIb30BaHbl:

1. Yepe3z wuHTepdenc dyHkumi CryptoAPI 2.0, 4TO nNO3BONSET MNPUMEHSATb BeECb
MHCTpyYMeHTapuii  dupMbl  Microsoft. [na  3Tux uenen  pa3paboTumkm  MOryT
BOCMO/1b30BaTbCA MPOrpamMMHON AOKyMeHTauuen, copepxawenca 8 MSDN (Microsoft
Developer Network), a Takxe nocrtaBnsieMbiM TectoBbiM [10; Ha Unix-nnatdopmax
(Linux, FreeBSD 5, Solaris 10) uepe3 uHTepdeinc 6ubnmotekm capilite.dll, asnsawowencs
noaMHoxectBoM MHTepdenca CryptoAPI 2.0. [ns 3Tux uenein B KOMMJIEKT NMOCTaBKU
BKJ/IlOMaeTca AokyMeHT XTHAU.00083-01 90 05 "Kpuntollpo CSP. PykoBoacrso
nporpamMmMucra”.

2. HenocpeacTteBeHHbIM Bbi30BOM (pyHKUMI CK3W nocne 3arpysku Moayns € UCMOSib30BaHNEM
¢dyHkuun LoadLibrary. [lns 3TMx uenen B KOMMAEKT NOCTaBKU BKtoYaeTcs AokyMeHT XTAN.00083-
01 90 05 "Kpuntollpo CSP. PykoBoAcCTBO nporpamMMucta”, onucbiBaoWmMin cocTaB GyHKUNIA N TeCTOBOE
no.

3awuTa oT 3aKnanokK, BUpYCcoB, MoanduKaumMm CUCTEMHOroO 1 npuknagHoro MO goskHa 6bITb
obecneyeHa ncnosb3oBaHNEM, CPeACTB aHTUBUPYCHOWM 3alMTbl U OPraHU3auMOHHbIX MEPOMPUSATUIN.

MpaBuna BCTpanBaHusa n ncnonb3oBaHmna CK3U

Mpun BctpamBaHum CK3W Kpuntollpo CSP B npuknagHoe nporpammHoe obecnedyeHuve wnum
MCMNosb30BaHNUM €ro B COCTaBe cTaHAapTHOro npuknagHoro MO AO/MKHbI BbINOMHATLCA creayowmne
TpeboBaHus:

1. Tpu wncnonb30oBaHMM OTKPLITOrO KAKYa WM Kaw4va nposepkn DI AomkHbl  6bITb
obecneyeHbl ero aBTopmM3auns, 4OCTOBEPHOCTb, LEOCTHOCTb U MAEHTUYHOCTb. DTO MOXET
6bITb peann3oBaHo:
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e NyTeM 3aBEpPeHUs OTKPLITOrO K4a unun Kao4va nposepkun 3l AOBEPEHHON CTOPOHOWN
(HanpumMep, B cnyyae NCrnonb3oBaHUsA CepTUMUKATOB OTKPbITbIX KSHOYEN);

e MNyTEM [OBEPEHHOr0 PacrnpoCTpaHEHUS WU XpaHEHUS OTKPbITbIX KIYEN U KIKYENR
npoeepku 3l B BMAE CNPaBOYHUKOB.

2. Mpy UCnonb3oBaHUM CepTUPUKATOB OTKPbITbIX KOUYeln M  Kiodeir nposepku I,
3aBepeHHbIX MOAMUCHI0 [JOBEPEHHOM CTOPOHbLI, AO0/KHA 6biTb ob6ecneveHa 6GesonacHas
[OCTaBKa W XpaHeHWe cepTuduMKaTa Kaova [AOBEPEHHON CTOPOHbI, C MCMO/b30BaHUEM
KOTOPOro NpoBepsIOTCS OCTasibHble cepTUdUKaTbl Kouvei nposepku I nonb3oBaTenei.

3. Kpuntorpaduyeckoe cCpefcTBO, C MOMOLLbO KOTOPOro MpOM3BOAMTCS 3aBEPEHME KIoYel
npoBepkn 3Sl1, OTKPbITbIX K/OYEA WU CNPaBOYHMKOB OTKPbITbIX  K/IOYEl, [AOKHO 6biTb
cepTMhULMPOBAHO MO K1acCy, COOTBETCTBYIOLLEMY MPUHSATON NoanTnke 6e3onacHoCTy.

4. [nsa oTt3biBa (BblBOAA U3 AENCTBMSA) OTKPbITbIX KIKOYEN U KtoYeln npoBepkn DI AOMKHbI
MCNoMb30BaTbCs CpeAcTBa, MO3BOMSKOLWME MPOU3BECTU aBTOpM3auMio oT3biBalowero nuua (B 3Tux
Lensx MoxeT 6biTb MCMONb30BaH CMMCOK OTO3BaHHbIX CEpTU(UKATOB, 3aBepEeHHbI DI fgoBepeHHON’
CTOPOHBI).

5. Mpwn BbizoBe [lpunoxeHunem dyHkumn CK3W B npuknagHoM nporpaMMHoM obecneyeHum
[OMKHa 6bITb NMpeayCcMOTpeHa NpoBepKa KoAa 3aBepLUEHMs Bbi3biBaeMo PyHKLNN.

17.1. TpeboBaHung no BcTpamBaHuio Mmoaynen Kpuntollpo IPSec

C wucnonb3oBaHueM moaynen IPSec ocywecTteBnsercs 3awuta MHGOpMauuMm npu BbiXoAe B
KaHan CBSA3M, NO3TOMY BCTpavBaHWE AaHHbIX MOAyfnein paBHOUEHHO pa3paboTke CaMOCTOATENbHOrO
CK3U 1 fomKHO NpoBOANTBLCS B cOOTBETCTBMM C MK3-2005.

B coctase CK3U Kpuntollpo CSP 3.9 He Bce pexuMbl Moaynen IPSec npownu ceptudukaumio,
3TO OTHOCUTCA K pexumam ayteHTudukaumm GSS_API 6ubnuotekn libike_gost (cpike_api) nogaepxkm
npotokona IKE u k pexumam moayns esp_gost (cpesp_drv) npotokona ESP. Ceptudukauma AaHHbIX
pexXuMOoB A0/TKHA NPOBOAUTLCH B cocTase paspabaTtbiBaeMbix CK3U.
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26.

JlntepaTtypa

3akoH PO "O6 anekTpoHHON nognucn”, 06 anpens 2011 r. N2 63-03.

3akoH PO "O6 nHdopmauunm, MHPOPMALIMOHHbBIX TEXHOOMMSAX U O 3awuTe nHdopmaumm”, 27 nons
2006 roga N? 149-03.

FOCT 28147-89. locymapcTBeHHbI cTaHaapT Poccuitickonn ®egepauun. Cuctembl 06paboTku
nHdbopmMauunm. 3awmTa Kpuntorpaduyeckas. AIroputMm Kpuntorpacdunyeckoro npeobpasoBaHus.

FOCT P 34.10-2001. locynapcTBeHHbI cTaHgapT Poccuinckon ®depepaunun. MHPpopMaumoHHas
TexHonorusa. Kpuntorpadudeckas sawmrta mHdopmauum. Mpoueccbl GOPMUPOBAHUSA U MPOBEPKMU
3/1EKTPOHHOM UMb poBOM NoaNnUCK.

FOCT P 34.11-94. locypapcCTBeHHbIMi cTaHaapT Poccuinckon depepaumn. WMHPopMaumoHHas
TexHonorusa. Kpuntorpaduyeckas 3awmrta nHpopmaunm. OyHKUNSA X3WMPOBaHUS.

MonoxeHne o pas3paboTke, NpPOM3BOACTBE, peanmsaumMnm W 3SKCnayatauum wudpoBanbHbIX
(kpunTorpadunyecknx) cpeacTts 3awmTbl MHPopMauun (MonoxeHne MK3-2005).

XKTAN.00083-01 30 01. Kpuntollpo CSP. ®opmynsp.
XKTAN.00083-01 90 01. KpunTollpo CSP. Onucanne peanunsaumu.

XKTAN.00083-01 90 02-01. Kpuntollpo CSP. PykoBoAacTBO aaMuHucCTpaTopa 6e3onacHocTw.
Mcnonb3oBaHne CK3U nog ynpasnenHmem OC Windows.

XKTAN.00083-01 90 02-02. Kpuntollpo CSP. PykoBOACTBO aAMMHMUCTpaTopa 6e30nmacHoCTW.
Ncnonb3osaHne CK3W nop ynpasneHnem OC B OC Linux.

XKTAN.00083-01 90 02-03. Kpuntollpo CSP. PykoBoacTBO aaMuHucTpaTopa 6e3onacHocTw.
Mcnonb3osaHue CK3W nog ynpasneHneMm OC FreeBSD.

XKTAN.00083-01 90 02-04. Kpuntollpo CSP. PykoBOACTBO aaMuHuUCTpaTtopa 6e3onacHocTu.
Mcnonb3oBaHmne CK3U nopg ynpasnenmem OC Solaris.

XKTAN.00083-01 90 02-05. Kpuntollpo CSP. PykoBoACTBO aaMMHUCTpaTopa 6e3onacHocTw.
Ucnonb3oBaHne CK3W nog ynpasneHuem OC AIX.

XKTAN.00083-01 90 02-06. Kpuntollpo CSP. PykoBOACTBO aaMuHuUCTpaTtopa 6e3onacHocTu.
Mcnonb3osaHue CK3WM nog ynpasneHneMm OC Mac OS X.

XKTAN.00083-01 90 02-07. Kpuntollpo CSP. PykoBoACTBO agMMHMCTpaTopa 6e3onacHocTw.
Mcnonb3osaHue CK3WM nog ynpasneHnem OC iOS.

XKTAN.00083-01 90 03. CK3U "KpunTolpo CSP". NHCTpyKUMst MO MCNOMb30BaHMIO.
XKTAN.00083-01 90 04. CK3U "KpunTolpo CSP". APM BblpaboTky BHELLHEN raMMbl.
XKTAN.00083-01 90 05. Kpuntollpo CSP. PykoBoACTBO NporpaMmMucTa.
XKTAN.00035-01 30 01. YaocTtoBepstowun ueHTp "Kpuntolpo YL". ®opmynsap.
OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)

ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems
Interconnection — The Directory: Authentication Framework, June 1997.

RFC 3280, R. Housley, W. Polk, W. Ford, D. Solo, "Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile", RFC 3280, April 2002.

RFC 3369, "Cryptographic Message Syntax", August 2002.

RFC 4357, "Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94,
GOST R 34.10-2001, and GOST R 34.11-94 Algorithms".

RFC 4490, "Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-
2001 Algorithms with Cryptographic Message Syntax (CMS)".

RFC 4491, "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms
with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".
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MpunoxeHne 1. AKT rOTOBHOCTU K paboTe

YTBEPXOAIO

(BOMKHOCTL)

(HaMMeHOBaHME y4ypexaeHus)

(noanuce) (®.1.0.)

AKT

rOTOBHOCTU K paboTe C

(HanMeHoBaHue y4dpexaeHuns) (HanMeHoBaHWE U3LENNN)
" " 201 r
KoMuncecusa B coctaBe npeacenatens

W YneHoB

(monxHOCTBL) (©.1.0.)
Ha3Hau4eHHas COCTaBMW/Ia HACTOSLUMI aKT O TOM, YTO NoMeLleHne
3KCNAyaTMpytoLero opraHa , pasMelleHne ,
XpaHunuua

HasBaHue obopynosaHue

KTHO4YEBbIX HOCVITGJ'IEVI, OXpaHa noMeLLeHn 1 NoAroTOBNEHHOCTb COTPYAHUKOB K 06CJ'Iy>KI/IBaHI/IPO

obopyanoBaHue
COOTBETCTBYIOT:

(FOCT, VMHCTPpYKUNSA, pYKOBOASALLME AOKYMEHTbI, MpaBusa nNosib30BaHUsS U T.M.)
Komunccusa otmevaeT, 4To nHcTannsaums MO BblIWEYNOMAHYTbIX U34enni npoBeaeHbl B COOTBETCTBUM C

NHCTPYKLMM
BbiBOA: KOMUCCUSA CUMTAET, 06BEKT oTBeyaeT TpeboBaHUAM

Ha3BaHWe obbekTa

Ha3BaHWE UHCTPYKUUU

no obecneveHunto 6€30NacCHOCTM CBSA3M NO YPOBHIO M MoxeT 6bITb BBEAEH B
nencTeume.
lMpeacepatens:

(noanuceb) (©.1.0)

YneHbl KOMUCCUN

(noanuck) (9.1.0)
(noanucek) (©.1.0)
(noanucek) (©.1.0)
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MpunoxeHune 2. XXypHan permcrtpaumm aaMMHUCTPATOPOB
6e30nMacHOCTK 1 Nosib3oBaTenemn

n/n | Opraumsaums d.1.0. IlaHHEIE permucTpaumumn JaTa [IprMedaHue
aIMMHMCTPaTopa perucrpaunmu (monp30BATEND,
6e30IacHOCTHU AIMVMHMCTPAaTOP)
IOJIb30BaTeNd
CHCTeMH
Cunopos A. A. HET 21.01.2010 AIMVMHUCTPATOP

0e30MacHOCTI
ViBaHoB WM. WU. IIOYTOBEIL ampec: 01.02.2010 OneparTop

a.sidorov@acme.ru pacuyeTHOM
JOJIXHOCTS : CHCTeMsl

MpunoxeHune 3. XXypHan nonb3oBaTens cetu

n/mn Jara ®.11.0. CoBrIT JOonosIHuTEeIbHEle IaHHBIE [IprMeduaHue

Bpemsa | mosib30BaTeNA ne
CHCTEeMH
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MpunoxeHune 4.«ypocrtosepswowmm ueHTp «Kpuntollpo YL»

MporpaMMHbIN KOMMNeKkc <«YaocTtosepswowmin LeHTp «Kpuntollpo YU» npegHasHadeH ans
BbIMOJSIHEHUS  OpraHM3auMOHHO-TEXHUYECKUX MeponpusaTui  no obecnedyeHWio  Mosib3oBaTenew
YpocTtoBepsitowero LleHTpa kak opraHusaumm cpeacrBamum u cneundukaumamm anas UCnosib30BaHUS
cepTMdnNKaTOB OTKPbITbIX K/lOYeR B Lensax:

e KOHTPONS LIENOCTHOCTW 3MEKTPOHHbIX JOKYMEHTOB, MepefaBaeMblX B aBTOMaTU3MPOBAHHbIX
WMH(OPMALIMOHHBIX CUCTEMAX;

e KOHTPONS LENOCTHOCTU NMYBANUYHbBIX MHDOPMALUMOHHBLIX PECYPCOB;

e TNpOBEPKHU NnOoANTMHHOCTU BSaMMOAEVICTBYIOU.lMX NnporpamMMHbIX KOMIMOHEHTOB n
KOHCbVI,CleHLI,VIaJ'IbHOCTVI nepenaBaemMblX AaHHbIX MpU VIHCbOpMaLI,VIOHHOM B3aMMOAENCTBUN;

e (CO34aHUA CUCTEMDbI ropnanyecku 3HauYnMMom 3)'IeKTpOHHOl‘;| noanncmn B  CUCTEMAxX
SNTEKTPOHHOIO ﬂ,OKYMeHTOO60pOTa;

e obecneveHuns 6e3onacHoOCTN U pa3rpaHnyeHunsa oocrtyna npu B3aMMOAEeNnCcTBUU CY6'beKTOB
aBTOMaTU3NPOBAHHbIX MHd)OpMaLI,VIOHHbIX CUcrtemMm,

e CO34aHuUA MepapxmquKoﬁ CUCTEMDI ynpaBneHuna Knro4yamMu noanucu CY6'beKTOB
aBTOMaTU3NPOBAHHbIX VIHd’.)OpMaLLVIOHHbIX CUCTEM.

MporpaMMHbIN KOMMNeKC «Yaoctosepsowmni Lientp «Kpuntollpo YU » obecneumnBsaert:
e Peanusaunio MHOroposieBon Mogenu ynpasneHusamm obbektammn «Kpuntollpo YLi»
e Co3sgaHue VMIHdpacTpyKTypbl YaocToBepsowmx LleHTpoB, NOCTPOEHHbIX MOo:

- Mepapxuyeckon mogenu;

- ceTeBOM (MOCTOBOW) MoAENN.
e AyaumT cobbITUiA, CBA3aHHbIX C 3KCMNyaTaunen NnporpaMMHOro Komnaekca

e Peanusaumio MexaHM3Ma 3aHeceHMss B cepTuduKaT kfouya nposepku M noanucu
cBefleHUn 06 OTHOLUEHMSIX, MPWU KOTOPbIX 3MNEKTPOHHbIN AOKYMEHT WMEET HpUANYECKY cuiy, u
o6acTsix NpUMeHeHUst cepTudmrkaTa

e BepeHus peecTpa 3apernMcTpupoBaHHbIX nosb3oBaTtesnen

- BbinonHeHne npoueaypbl permcTpaumnmn rnosib3oBaTeNns B LEHTPasIM30BaHHOM peXxuMme C
NpuBbLITUEM PEFMCTPUPYEMOrO MOJIb30BATENS B YA0CTOBEPAOLWMA LieHTp;

- BbINoNHEHME npoLeaypbl perncTpaumMmn nosib3oBaTeNlsl B pacnpeneneHHoM pexume 6es
NpubbITUS PEFMCTPUPYEMOIO MOJIb30BaTENS B YA0OCTOBEpSOWNIA LieHTp;

- BbimonHeHuWe npoueaypbl yAaneHus Mnosib3oBaTefieit M3 peecTpa NoJsib3oBaTenell no
3anpocaM agMUHUCTpaTopa Yaoctosepstollero LieHTpa;

- BbIinonHeHue npouenypsbl yaaneHus nonb3oBartenen wm3 peecTpa nonb3oBaTtenen B
dBTOMAaTU4YECKOM pexunme;

e [eHepaumsa ka4ven NoaNUCK 1 WN@pPoBaHUS
- BbinonHeHWe npouenypbl reHepaunn nnYHbIX Kntodern 3 n kntodeinr nposepku M um
WwndpoBaHMa Noab3oBaTens Ha paboyem MecTe Nonb30BaTenNs;
- BbinoOnHeHMe npoueaypbl reHepaumn AndHbiX kKatoven Il mn kawden nposepku 31 um
wndposBaHMs Ha paboyeM MecTe agMUHUCTpaTopa Yaoctosepstowero LieHTpa;
- BbinonHeHMe npoueaypbl reHepaumu NnYHbIX Kaoden I mn kawder nposepku 3l
yrnoJIHOMOYEHHOro nnua Yaocrtosepsiowero LleHTpa;
- BbinonHeHue npoueaypbl reHepauum NuYHbIX Kaoder 3 u kaodven nposepku Il
YNOSIHOMOYEHHOI0 Nnua Nog4YMHEHHOro YaocToBepsowero LleHTpa;
e BepgeHue peecTtpa 3anpocoB M 3asBNAEHWUI Ha cepTUdUKaTbl OTKPbITbIX KKYENn N Ko4Yen
nposepkn 3l B 3/IeKTPOHHOM BUAE
- ®opMupoBaHMe 3anpoca Ha cepTuduKaT HOBOro knw4a nposepkm 3l Ha pabouem
MecTe nosb3oBaTens;
- ®opMupoBaHMe 3anpoca Ha cepTU@uKaT HOBOro kKawo4a nposepkum 3l Ha pabouem
MecTe aAMUHUCTpaTopa YaocTtoBepstowero LleHTpa;
- BbiBO4 3anpocoB Ha cepTudukaTthbl Katoyer nposepkn I nonb3oBatenen Ha 6yMaxHbIn
HocuTenb Ha paboyeM mMecTe nNonb3oBaTens;
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e BeaeHue peectpa cepTUdUKATOB OTKPLITbIX KAOYen Wn kntoyern nposepkn M1, U3AaHHbIX
YpocTtoBepsoOWNM LIeHTPOM B 3/1€KTPOHHOM BUAE

- KOHTpO/Ib YHMKaNbHOCTM OTKPbITbIX Koven wudposaHna n kioden nposepku M1 B
dopmMnpyemMbix ceptTudmnkaTax;

- @opmMupoBaHMe cepTMdMKATOB OTKPbLITbIX K/OYEH W Ka4yen npoBepku Il
rnosib3oBaTeNiel B 3/IEKTPOHHOM BUAE B COOTBETCTBMWM C pekoMmeHaaumsmm X.509 Bepcum 3 n RFC
2459, no3BONAKWMX C NOMOLWbLIO KpuATorpaduyecknx metogos (3M1) UeHTpanM30BaHHO 3aBepsATb
COOTBETCTBME OTKPbITOrO Kjtoua U Ktoya nposepku I n atpubyToB onpeaeneHHOMY MoJsib30BaTesNto;

- BbiBoa cepTudmkaToB knto4ven nposepku Il nonb3oBatenen Ha 6ymMaxkHblA HOCUTENDb
Ha pabouyeM MecTe nosib3oBaTeNs;

- BbiBoa cepTudukaToB kawo4den nposepku Il nonb3oBaTtenen Ha ByMaxHbI HOCUTENb
Ha paboueM MecTe agMUHUCTpaTopa Yaoctosepstowero LieHTpa;

e BepeHne peectpa 3anpocoB W 3aAB/IEHUA Ha  aHHynAuMpoBaHue  (OT3biIB) "
NMPUOCTaHOB/IEHME/BO30OHOBIEHNS AENCTBUS CEPTUMUKATOB OTKPbITbIX KJIOUEN U KIHOYEN MPOBEPKMU
2l B 2N1eKTPOHHOM Buae

- BbinonHeHne npoueaypbl GOPMUPOBAHUSA 3aNpoCOB Ha OT3blB CEPTUMUKATOB KIIHOYEN
nposepkn 3l Ha paboyeM MecTe nonb3oBaTens;

- BbinonHeHue npoueaypbl HGOPMUPOBAHMA 3aMpoCOB Ha OT3blB CEPTUGDUKATOB KIouei
npoeepku I nonb3osarteneit Ha paboyeM MecTe aAMUHUCTpaTopa YaocTtoBepstouwero LieHTpa;

- BeinonHeHne npoueaypbl GOPMUPOBaHUS 3anpocoB OT Nosb3oBaTesnen Ha
NnpUoOCTaHoOB/IEHME/BO306HOBEHME AeNCTBMSA CeEPTUPUNKATOB Ktoven nposepkn Il Ha paboueM mecTe
nonb3oBartens;

- BbinonHeHne npoueaypbl dopmMmnpoBaHus 3anpocos Ha
npuocTaHoBfieHne/Bo306HOBNEHNE AENCTBUA CEPTUPUKATOB KtoYeln nposepku Il nonb3osaTenen Ha
paboyem MecTe aaMMHUCTpaTopa YaocTtosepstowero LeHTpa;

- ®opMmMpoBaHMe M AOCTaBKY 3apermcTpupoBaHHbIM MOSb30BATENSIM CMMCKA OTO3BaHHbIX
cepTudunKaToB Kouen npoBepku 3l nonb3oBaTenein;

e BbinonHeHne npoueaypbl NOATBEPXAEHUSA NOATMHHOCTY D

- BbinonHeHne npoueaypbl  NOATBEPXAEHWA  MNOANMHHOCTM 31 B 3NEKTPOHHbIX
AOKYMEHTax,

- BbinonHeHWe npoueaypbl MOATBEPXAEHUS MNOANMHHOCTM DI YyNoJHOMOYEHHOro Juvua
YanocTtoBepsitollero LieHTpa B n3aaHHbIX cepTudurkaTax kaoden nposepku M.

e Peanu3auuio CUCTEMbI OMOBELLEHMSA MOJIb30BATENEN C  WCMOJSIb30BAHUEM TMOYTOBbIX
coobLeHnmn

- YnpaBneHue onosBeLeHneM nonb3oBartenen o cobbITUAX B npouecce permcrpauumum;

- YnpaBfneHue onoBelleHWeM Mnosb3oBaTenel 0 CobbITUAX B TEYEHUU BCEro XU3HEHHOrO
uMkna ceptudmkaTos Kaw4yen nposepkn Jr1.

ApxutekTtypa NK «Kpuntollpo YL|»

MporpaMMHbIN KOMMNEKC «Yaoctosepsaowmnin ueHTp «Kpuntollpo YL» cocTtouT 13 cneayrowmx
KOMMOHEHT:

e LleHTp Ceptudmkaumm (LC)
e LleHTp Peruncrpaunu (LP)
e APM agmuHuctpatopa UP
e APM pa3zbopa KOHDAUKTHbIX CUTyaLui
e [lonb3oBaTeNbCKMX CPeacTB B3anMmoaencrems ¢ YL
- APM perucTtpauuun nosb3oBaTtens
- APM 3apernctpupoBaHHOro rnosib30BaTesid C MapKepHbIM AOCTYMOM;
- APM 3apernctpupoBaHHOro rnosib30BaTesia C K/IH0YEBLIM AOCTYMOM.
e [IporpammHoOro nHtepderica ssanmogerictens c YU (MHTepdenc BHewHnx MpunoxeHuin)
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Monb3oBaTenn

LleHTp CepTudukaumm

LleHTp cepTudmnkaunm- KoMnoHeHT Komnnekca «Kpuntollpo YL», npeaHasHayeHHbI ans
dopmMmnpoBaHmsa cepTudukaTos Karo4ven nposepkn I nonb3oBaTenen n agMMHUCTPATOPOB
YpocToBepstoLwero LeHTpa, CNUCKOB OTO3BaHHbIX CepTUhUKATOB, XpaHeHMs TasloHHoW 6a3bl
cepTUdUKATOB N CNUCKOB OTO3BaHHbIX cepTudurkaTos. LlenTp CepTudunkaumm @yHKUMOHUPYET B
onepaunoHHon cucteme (OC) Microsoft Windows 2003 Server/2008 Server/2008R2 Server n
ncnonb3lyeTt 6a3y aaHHbix Microsoft SQL Server 2005 Express (no ymonyanuiw) (MSSE) n 6a3y
AaHHbIX cNyx6bl cepTndmkaumm Microsoft Certificate Authority (CA). MSSE ycTtaHaBnuBaeTcs
nporpamMmon yctaHoBku MO LeHTpa CepTudumkaumm n He TpebyeT oTA€NbHON YCTaHOBKM.

B kayectBe cuctembl ynpasfneHus 6a3on  gdaHHbiX LeHTpa CepTudukauum MoxeT
ncnonb3oBatbeca Microsoft SQL Server 2005, Microsoft SQL Server 2008 (¢ yCTaHOBAEHHbIM NAKETOM
coBMectMMoctm ¢ SQL 2005), Microsoft SQL Server 2008 R2 (c yCTaHOBNEHHbIM MNaKETOM
coBMmecTMMocTm ¢ SQL 2005), Microsoft SQL Server 2012 (c yCTaHOB/IEHHbIM NAKETOM COBMECTMMOCTMU
c SQL 2005).

LC B3aumopencTtBsyer TOoNbkO C LleHTpoM Perucrpaumm wnm HECKONbKMMKU LleHTpamu
Perncrpaunm no otaenbHOMY CerMeHTy JIOKasbHOW CEeTM C MCMOJIb30BaHWEM 3allMLLEHHOr0 CETEBOro
npoTokona.

LleHTp perncrtpauuu

LeHTp Pernctpaumm - komnoHeHT MAK «Kpuntollpo YU», npegHa3Ha4yeHHbI ANS XpaHeHus
pPerncTpauMoHHbIX AaHHbIX MOfNb30oBaTeneln, 3anpocoB Ha cepTudukatel W cepTudukaTol
nonb3oBaTenen, NpeaocTaBfieHns MHTepdenca B3anMoAenCTBUA Nonb3oBaTenen ¢ YA0CTOBEpPSAOWUM
LeHTpoM. LleHTp Peructpaumm dyHKUMOHMPYET B onepaunoHHon cucteme (OC) Microsoft Windows
Server 2003 x86, Microsoft Windows Server 2008 x86 wnun x64, Windows 2008 R2 n wncnonb3syeTt
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6a3y aaHHbiX Microsoft SQL Server 2005 Express (MSSE) (no yMmonuaHuto). MSSE ycTtaHaBnnBaeTcs
nporpamMmMoin yctaHoBku MO LleHTpa Perncrpaunm.

LeHTp Peructpaumu B3aummogenctsyeT c LeHTpom CepTudukaumm no OTAE/bHOMY CErMeHTy
JIOKanbHOM CeTn C MWCNoNb30BaHWEM 3allMLWEHHOro CeTeBOro npoTokona. B3auMmopgeincTsue
nonb3oBaTenen C YA0CTOBEPSAOLWUM LeHTPOM obecneumBaeTcs 3a CYeT MCMOSb30BaHUSA MPUIOXKEHUN
(APM 3apernctpupoBaHHOro nosib3oBaTens C K/AKYEBbIM A0CTynoM, APM 3aperucrtpupoBaHHOro
nonb3oBaTenis C MapkepHbiM fgoctynoMm, APM perucrtpaummn nonb3oBaTtens), nNpeaocTaBasieMblX
LleHTpom Peruncrtpauuu.

LleHTp Peructpaumun asnseTca eQMHCTBEHHON TOYKOW BXxoAa (perncrpauum) nosib3oBaTesien B
cucteme. TONbKO 3aperncrpupoBaHHbii B LleHTpe Peructpaumu nonb3oBaTenb MOXeET MONy4YnTb
cepTuduKaT Ha CBOM OTKPbITbIA KoY B YAaocToBepsoLweMm LleHTpe.

APM agaMuHucTtpatopa UP

KomnoHeHT APM AamuHucTtpatopa WP npeaHasHadeH AN BbIMOSIHEHUSA OPraHM3auMOHHO-
TEXHUYECKMX MEpOnpusATU, CBSA3a@HHbIX C perncrpaunernt nosnb3osaTtenen, GdopMnUpoBaHUeEM
cnyxebHbIX Knwyen n cepTudMKaToB Nosb3oBaTeneh M ynpasneHus LleHTpom peructpauuun. APM
aaMuHucTpatopa dyHkumoHupyetr B OC Microsoft Windows 2000/XP/2003. APM aagmuHucTpaTtopa
B3ammogencteyeTt c¢ LeHTpoMm Perucrpaumm no noKanbHOW CETU C WUCMOJIb30BaHMEM 3allMLLEHHOMO
CeTeBOro NpoToKosa.

MporpaMmMHoe ob6ecneueHne APMa agMUMHUCTpaTopa SBASIETCA  YHUMBEpPCalbHbIM WU
MCMONb3yeTCcs ANs BCEX POJEN MPUBUNErMPOBaHHbIX Nosib3oBaTenien (aAMUHUCTPATOPOB, ONMepaTopoB
nT.4a.).

APM pazbopa KOHMANKTHbIX CUTYaLNi

APM pa3bopa KOHMAWKTHLIX CUTyauuit npeaHasHayeH ANS BbIMNOSIHEHUS OpraHM3auMoHHO-
TEXHNYECKMX MEPOMNPUATUIA, CBA3AHHbIX:

e C NOATBEPXAEHWEM MOANNHHOCTU DI B 3NEKTPOHHbIX AOKYMEHTaxX W OnpeaeneHus cratyca
cepTM(dUKaATOB OTKPLITLIX K/OUYE Nosb3oBaTenei;

e C MNOATBEPXAEHMEM MOASAMHHOCTU DI yNnosHOMOYEHHOrO nnua Yaoctosepsiowero LleHTpa B
N3roTOBJSIEHHbIX UM cepTUdUKaTax OTKPbITbIX KIOYEN.

APM pasbopa KOHMAUKTHbIX cuTyaumin dyHKumoHnpyetr B OC Microsoft Windows
2000/XP/2003. APM pasbopa KOHMAMKTHbIX CUTyauuit He B3aUMOAEWUCTBYET HU C KakuM ApYyrum
KOMMNOHeHTOM YpaocTtoBepstowero LleHTpa u ucnonb3dyetr B cBoel paboTe o6bekTbl, NpeabsBAsSEMble
CTOPOHaMM KOH(MINKTA B KavyeCTBe A0KA3aTeNbCTBA TEX UMW UHbIX (PaKTOB (3/1EKTPOHHbIA AOKYMEHT C
3N, cepTndurKaTbl, CINCKMU OTO3BAHHbLIX CEPTUDUNKATOB U T.4.).

APM peruncrtpaunn nonb3oBartend

APM peructpauumn nonb3oBaTens LleHTpa Peructpaumn npeaHasHayeH ANS BbIMNOJMHEHUS
OpPraHM3aLMOHHO-TEXHUYECKMX MEpPONPUSATUIA, CBA3AHHbIX C BbIMNO/IHEHWEM MpOUEAypbl perncrpaumm
nosnb3oBaTtens Ha YaocTtosepsioweM LieHTpe B pexuMe pacnpefeneHHon perncrpaumnm.

APM peructpauun nonb3oBatens gyHkumoHupyetr B OC Microsoft Windows 98 un Bbiwe (c
ycTaHoBneHHbIM MS IE 5.0 v Bbiwe). APM peructpaumm nosnb3oBaTtens B3anMmoaencTesyeT ¢ LleHTpom
permnctpaumm no npotokony HTTP(S) c 0oAHOCTOpOHHEN ayTeHTUdMKaUNEN.

K O0CHOBHbIM pyHKUMAM APM perncrpauunm noab3oBaTens OTHOCATCA:
¢ obecneveHune B3anmoaencteuna c LeHtpom Peructpaumu.

e obecreyeHne BO3MOXHOCTM (OPMUPOBAHWA M TMepefayyM 3anpoca Ha perucrpaumio
nosib3oBaTesns.

e lndpoBaHMe uHdOpMauMM, nepefaBaeMon Mexay nonb3oBaTeneM u  LleHTpom
Perncrpauuu, ¢ ncnonb3osaHmem npotokona TLS ¢ 04HOCTOpPOHHEN ayTeHTudnKaumen.

APM 3apernctpmpoBaHHOro nosib3oBaTensd C MapKepHbIM
NOCTYMOM

APM 3aperucrtpmpoBaHHOro rosib3oBaTtens C MapKepHbIM AOCTYNnoM npeAHa3HavyeH Aangd
BbIMOSIHEHUSA OpraHM3auNOHHO-TEXHUYECKNUX MEPONPUATUIA, CBA3aHHbIX C reHepauuwen cnyxebHbix
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Kno4yen, GopMmMpoBaHMEM 3anpoca Ha CAyXebHbli cepTudukaT Kawdya npoBepku Il M nony4vyeHue
cny>xebHoro ceptudukaTa kaoda nposepku Ir1.

AyTeHTUdMKaUUS 3aperncTpupoBaHHOro MOMb30BaTesNsl OCYLLECTBNASETCS C WUCMOSb30BaHUEM
BPEMeHHOro Mapkepa A0CTyrna, NpeAcTaBnsioLwero cobo COBOKYMNHOCTb C/IeAYOWMX CYLLHOCTEN:

e WpeHtndwukatop (ID);
e [laponb.
NpeHTudunkatop dopmupyetca LleHTpom Pernctpauum u npeacrasnset cobor uenoe 4mcno.

Maponb @opmupyetca LeHTpoM Peructpauum u npeacraBnseT cobon CTPOKY CUMBOJIOB
AONVHON 6.

Mapkep goctyna, copMUpoBaHHbIi LleHTpoM Perncrtpauuun, nepefaetcs nosb3oBaTesnto ambo
B npouecce peructpauum (c wucnonb3oBaHnem APM 3ao4Hol (yAaneHHOW) perucrtpaumun) no
3alLMLIEHHOMY KaHany nM6o coobliaeTcsi Nob30BaTeNt0 aAMUHUCTPATOPOM.

APM 3apeructpupoBaHHOro nosib3oBaTesns C MapKepHbIM  AOCTYNMOM, KakK npaswuio,
NCMNoNb3yeTcs B ABYX Cnyyasx:

e B npoueaype pacnpeaesieHHOW perucTpauuu nosib3oBaTtensi, Mnocse MCnosib3oBaHus APM
permcTpauumn noab3oBaTens;

e B C/lyyae MoTepu K/ua ayTeHTUdUKauun (Npu KOMMpOMEeTauuMuM WKW B WMHBLIX Clydasx)
3aperucTpMpoBaHHOrO MOMb30BaTENA M HE MMEWLWEro BO3MOXHOCTM JIMYHOMO MpubbITUA B
YaocTtoBepsawLwmii LIeHTp Ana nonyyeHuns Knwuen n cepTudrUKaTos.

APM 3apermctpuMpoBaHHOr0 MoJjib3oBaTeNs C MapKepHbIM A0CTynoM dyHKuuoHupyetr B OC
Microsoft Windows 98 u Bbiwe (C yctaHoBneHHbIM MS IE 5.0 u Bbiwe). APM 3aperMcTtpupoBaHHOMo
nonb3oBaTtens C MapKepHbIM AOCTYNOM B3auMoAencTByeT C LleHTpoM perucrtpaumm no npoTOKONy
HTTP(S) c oaHOCTOpOHHEN (CcepBepHOIi) ayTeHTUdUKaumen.

APM 3apernctpupoBaHHOro nosb3oBaTtend C KJ4eBbliM
AOCTYINOM

APM 3apernctpMpoBaHHOro nmnosib30BaTeNid C KJ/IHOYEBbIM [OCTYNOM npefHasHadeH Aangd
BbIMOSIHEHNA OpraHM3auMOHHO-TEXHUYECKUX MEPONPUATUIA, CBA3AHHbLIX C YMNpaBfieHWEM JIUYHOW
Knoyeson wuHdoOpmaunen un ceptudukatamm, TakuMm Kak opMupoBaHue paboumx KIKYEN WU
3a89BNEHMA HaA W3roTOBJIEHME CepTUPUKATOB, 3a8BAEHWN Ha aHHyJMpoBaHWe CcepTUdUKaTOB,
NpUOCTaHOB/IEHME U1 BO30OHOBNEHUSA AENCTBUSA, MNONyYEHWE U YCTaHOBKA CMUCKa OTO3BaHHbIX
cepTndmnKaTos.

APM 3apernctpyupoBaHHOro nosib30BaTens C KAK4YeBbIM A0CTYyNoM dyHkumoHupyetr B OC
Microsoft Windows 98 u Bblwe (c ycTtaHoBfieHHbIM MS IE 5.0 u Bbiwe). APM 3aperncrpmpoBaHHOro
nonb3oBaTens C K/KYEBbIM AOCTYNOM B3auMMoaencrsyeT C LleHTpoM perncrtpauuMm Mo npoToKony
HTTP(S) c ABYXCTOpPOHHEN ayTeHTUDUKaUNEN.

NHTepdenc BHewHnx Mpunoxennn «Kpuntollpo YL»

MporpamMmmHoe obecneveHune LleHTpa Perncrpauunm peanusosaHo B Buae seb6-cepsuca. Beb-
cepuc LleHTpa Peructpaunun 6a3mpyroTcs Ha Tpex OCHOBHbIX Beb-cTaHaapTax:

e SOAP (Simple Object Access Protocol) —npoTokon Ans NocblKM CO0bLEeHni No NpoToKoNy
HTTP(HTTPS) n gpyrum Internet-npoTokonam;

e WSDL (Web Services Description Language) — Ha s3blke Ans onucaHus NpOrpaMMHbIX
nHTepdelicos Be6-cepBUCOB;

e UDDI (Universal Description, Discovery and Integration) — Ha cTaHaapTe Ans nHaekcauum
Be6-cepBMCOB.

Hanpumep, KoHconb agMuHucTtpatopa LleHTpa Peructpaumm obwaetrca c cepBepoMm

NpUNOXeHNs NyTeM Bbi30Ba METOAOB YyAasieHHbIX 06bekToB Mo SOAP npotokony, ucnonb3ys WSDL
onucaHue Beb-cepsunca RA.wsdl.

LleHTp perncrpaumm npenoctaBnsieT NporpaMMHbI MHTepdenc BHewWwHnX npunoxexHnn (UBIT)
ana pgocryna kK dyHkumoHanbHoctu LUP. TlporpamMmHbiii  nHTepdenc WCNoNAb3yeTCs BHELWHUMMU
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NMPUNOXEHNAMU, KOTOPbl€ MOryT BbICTYNaTb B pPOJIM NnoJsib3oBaTend win aaAMUHUCTpATOopa, B
3aBNCUMOCTHM OT NpeaoctaBiaemMoro CepTVICbVIKaTa.

Onsa obecneyeHns BbI3OBOB yAasieHHbIX 06bEKTOB € ncnonb3oBaHneM SOAP npoTtokona LieHTp
Pervctpaumn coaepxuT cneuuanbHyto ASP ctpaHuuy «RA.asp» — o6paboTtumk SOAP-3anpocoB. DT0T
obpaboTunk npuHumaeTr SOAP 3anpocbkl, nocTynatowue no npotokonam HTTP wnm HTTPS, B BuAe
pokymeHToB XML. C ncnonb3osaHnem WSDL n WSML onucaHusa Beb6-cepBuca, oH npeobpasyeT umx B
BbI30Bbl 06bekTOB NpunoxeHna COM+ LeHTpa Permnctpaumu. Mo OKOHYaHWIO Bbi30Ba, OH MOJlyyaeT
BO3BpallaeMble 3Ha4YeHNs, ynakoBbiBaeT nx B SOAP coobLieHne n oTnpasBnsieT ero KIMeHTCKOW 4acTu
NPpUIOXeHUs.

dakTnyeckn, paspaboTka MpUIOXKeHUs, KOTOpoMy Heobxoamma dyHKUMOHaNbHOCTb LleHTpa
Perncrtpauuun, cBOoAMTCA K HanWCaHUO MporpamMMbl, KOTOpas (OpMUPYET «MNpaBuiibHble», B
cootBetctBMM Cc WSDL onucaHmem, SOAP 3anpochi, coaepxaliMe Ha3BaHuWe Beb-cepBuca, nopTa,
BbI3bIBAEMOr0 MeTOoAa, HauMeHOBaHWsa W 3HayeHus napamMeTpoB MeToda. [MoToM HekoTopbiM 06pa3om
3Ta nporpamMma oTnpasnseT ux no nportokonam HTTP unan HTTPS Ha URL agpec RA.asp. B oTBeT aTa
nporpamMma nosy4daetr SOAP oTBeT C pe3ysbTaTaMu Bbi30Ba, 3aTeM pa3bupaeT 3TOT NakeT n usBnekaer
BO3BpallaeMble 3HaYeHus.

Pexunmbl paboTtbl «KpunTtollpo YLI»

Pe>xnMbl perucrpauuvm nosib3oBaTtenein yagocrosepsawwero LleHTpa

MK «Kpuntollpo YL» obecneunMBaeT peanm3auuio Cneaywwmx pexuMoB permcrpaumm
nonb3oBaTenen:

LleHTpann30BaHHbIN pexnm

Mpwn LLeHTpanM30BaHHOM pexume perncrpauum, naeHTndbnKaums nosnb3oBartens
OCYLEeCTBNAETCA aAMUHUCTPATOpPOM YaocTtoBepstowero LleHTpa Ha OCHOBaHMM  [OKYMEHTOB,
YAOCTOBEPSAOLWMX INYHOCTb NONb30BaTeNs, NPU JIMYHOM NpMOBITUM pPEerMcTpupyeMoro noab3osaTtens B
yu.

AOMUHUCTPATOpP C wucnonb3oBaHmem [10 APM aamuHuctpatopa LUeHTpa Perucrtpaunm
dopmMmpyeT 3anpoc Ha perncTpaumio B 3/1EKTPOHHON (opMe OT MMEHW Mofb3oBaTens U npuHuMaeT
ero.

PacnpeneneHHbIn pexum

PacnpepeneHHblli pexuM perncrpaumm Mnosib3oBaTeNns SBASETCS OMNUMOHANbHbIM PEXUMOM U
ncnonb3yeTca npum HEBO3MOXHOCTU (I'IO pa3HbiIM MNpunyinHaM, B TOM 4Yucne w”n nMNO TMpUdHnNHe
3KOHOMMYECKON uenecoobpasHOCTM) permcrtpaumm rnoab3oBaTeNen B LeHTPAIM30BaHHOM peXnMe.

NaeHTUdMKaLMs  MOMb30BaTeNsl  OCYLUECTBASETCS  HOTapUyCcoOM  MyTEM  COBEpLUEHUs
HOTapuanbHbIX AENCTBUIN MpW 3aBEpeHUM 3asiBNIeHUs] Ha perncrpauuio nosib3oBaTensi, Ha OCHOBaHMUM
[OKYMEHTOB, YA0CTOBEPSIOLWMX JIMYHOCTb NOJIb30BaTENS.

C nomowbto MO APM peructpauumm nonb3oBaTesns perncTpupyemblie nosb3oBatenn GopMupyroT
3anpoc Ha perncTpauuto B 371eKTpOHHON opme.

Perncrtpauna nonb3oBaTena B pacrnpefeneHHoM pexume Ha YL ocywecTtsnsercs
aAMWHUCTpaTOpOM YaocTosBepswwero LleHTpa Ha OCHOBaHWM HOTapuasbHO 3aBEPEHHOrO 3asABSIEHUS
Ha perncTpauuio U 3anpoca Ha perncTpauuio B 3NEKTPOHHOM opMe nyTeM MPUHATUSA 3arnpoca Ha
perncTpauuio B 31eKTpPOHHOW dopmMe.

YnpaBneHune knw4vYaMum U ceptudumkKaTtaMM OTKPbITbIX KJ/IlOYMEW noNb3oBaTenen
YpocrtoBepsioulero LleHTpa

LleHTpann3oBaHHbIN pexunm

Monb3oBaTtenu YL nony4awT KAOUM U CeEPTU@UKATBI OTKPbITbIX K/IOYEN Yy OTBETCTBEHHOrO
coTpyaHuka (agMuHuctpatopa) YL.

AAMWUHUCTPATOP BbIMOAHAET Npoueaypbl reHepauum Kiden n ceptudurkaTos nosib3oBaTesnen
Ha cBoeM paboueMm mecTe ¢ ucnonbsosaHueM NO APM agmuHucTpaTopa LleHTpa Peructpauuu.

YnpaeneHue ceptudmkatamm Mofb3oBaTeNlen B TEUYEHUM WX JXKXM3HEHHOrO UMKIA, TakXe
ocyLlecTBnseTCcsa aaMUHUCTPATOPOM YLI.

PacnpeaeneHHbIn pexum

Monb3oBatenn YaocrtoBepsiowero LleHTpa caMOCTOATENbHO OCYLWECTBASAT npouenypy
reHepaumm kao4en n GopMmMpoBaHMe 3anpocoB Ha CepPTUdMKAT OTKPbLITOro KJo4a.

BbirnonHeHne 3TUX npoueayp OCYLECTBASETCA C ucrnosib3osaHneMm APM 3aperncrpmpoBaHHOro
nonb3oBaTtesnis Ha paboyem mecTe.

60



XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

MocTynatowme 3anpockbl Ha cepTndmKaTbl OTKPbITLIX KJHOUEN Nosib3oBaTesiet obpabaTeiBatoTcs
aAMuHucTpaTtopoM YL ¢ ncnonblosaHmem APM agMuHuctpaTtopa LieHTpa Perucrtpauuu.

YcTaHoBKY Ha paboyeM MecTe BbiNyLEHHbIX CEpTUMOUKATOB OTKPbITLIX K/OYeln Mofib3oBaTeb
OCyLLecTBNSeT TakXe C wucnonb3oBaHnem APM 3apeructpmpoBaHHOro nosnb3osaTtens. Ha APM
3aperncTpmpoBaHHOro Mnosb3oBaTeNs MNpefoCTaB/IsSeTCAd BO3MOXHOCTb OCYLEeCTBUTbL (opMUpoBaHuE
3anpoca Ha OT3bIB (MpUOCTaHOBIEHNE/BO306HOBNEHME AEACTBUS) CEPTUDMKATOB OTKPbITLIX KOYeEn 1
Knouen nposepku M.

MacwTtabupyeMocTb U npomssoanTenbHOCTb K
«KpunTtollpo YL »

MacwTtabupyemocTb

Hannume B coctaBe nporpamMmHoro obecneyeHunss LeHTpa Perucrtpaunm nporpaMmMHOro
uHTepderica ana paboTbl C BHEWHWMW MPUIOXKEHUSAMWU TpeTbux GUPM MO3BONSET cCo34aBaTh
WHTEerpMpoBaHHble pellueHus.

MporpaMMHbIii MHTepdENC NPeaoCcTaB/ISieT BO3MOXHOCTb BCTPOUTb B CTOPOHHWE MPOrpaMMHbIe
npoaykTbl (yHKUMM N0 ynpaBneHuto obbekTamm LleHTpa Peructpaumm (y4yeTHble 3anucu
nosib3oBaTtenien, cepTuduKkaTbl, 3anpocbl OT Mosb30BaTesnei M T.4.). Takoe BCTpanmBaHWe MNO3BONSIET
ONTUMU3NPOBATb WHMOOPMALMOHHbIE MOTOKM B MNPUKIAAHbIX CUCTEMAxX 3a CYET COBMELLeHUS
peructpauuu nosb3oBaTeselli B MNPUKIAAHOM CUCTEME C  perucTpauueit nosb3oBaTens Ha
YaocTtoBepsoweM LleHTpe, ynpolleHMs aBTopu3aumMmM aboHEHTOB B CUCTEMAX 3alULLEHHOMO
[OKyMeHToo60poTa U Tak Aanee.

PeanusaumMs nporpamMmHoro wuHTepderica LleHTpa Peructpaumm C  MCNO/b30BaHMEM
3alMLWEeHHOro TPaHCMOPTHOro npotokona TLS u cTporon ayTeHTMdMKauMn B3anMMOAENCTBYHOLLMX
KOMMOHEHTOB Ha OCHOBE CEPTUMUKATOB OTKPbITbIX KtOUen, obecneunBaeT aBTOPMU3aLMNIO KIIMEHTCKNX
W CepBepHbIX YacTel WHTErpuMpoOBaHHOIO MpuUIoXKeHNs wn obecneunBaeT KOHMOUAEHUMANBHOCTb
nepepaBaeMbliX AaHHbIX. TpebosBaHue obecnevyeHUss KOHMOUAEHUMANbHOCTU nepeaaBaeMbliX AaHHbIX
MeXxAy BHELHUM NpusioxeHneMm n LleHTpoMm Perncrtpaumn BO3HMUKAET B C/1eACTBMW TOrO, YTO B COCTaB
nepefaBaeMblX AaHHbIX BXOAMT W MepcoHanbHas WHQoOpMauusa nonb3oBaTene U MHdopmaums us
OOKYMEHTOB, perfiaMeHTupyrowmx obcnyxmsaHne nonb3osaTens B NPUKIaAHON cucTeme.

Moppnepxka  Heckonbkux  LleHTpoB  Pernctpaumm B coCTaBe  OAHOroO  KOMMJEKca
YpocTtoBepstowero LleHTpa CTaHOBWUTCHA akTyajibHa B Clydae Hananuusa pasnunyHblix 6usHec-mopenew
yrnpaBneHns perncrtpauuoHHbIMKM 3anncsaMyM  MNofnb3oBaTener M WX KIwyeBoW MWHdopMauum B
NpUKNagHbIX cucTeMax npeanpuatusa. W3MeHas HacTpoiku UM pexumbl paboTbl B LeHTpax
Perncrpauuun, o6cnyxuBarwmnx COOTBETCTBYOLWME MPUKIAAHbIE CUCTEMbI, B COOTBETCTBUM C
npeabsaBnseMbiMM  TpeboBaHUAMM [OCTUraeTcs ONTUMM3AUMSA CUCTEMbl  YMNPaBAEHUS  YYETHOWN
nHdopMaumun nonb3oBaTenen, KaYamMm U cepTMOUKaTOB OTKPbITbIX KIIOYen 1 kntoyer nposepkn M.

LleHTp Monb3o
Perucrt BaTenu

pauuu
<> lNpuknadHasi cucmema 1
LleHTp
CepTtudukaumm AomuH
ucTpar
op

LleHTp Monb3o
Peruncrt BaTenu

pauuu

<> MpuknadHas cucmema 2

AomMuH

uctpar
op
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B3anMoaencTBne KOMMOHEHT YaocTtoBepsitowero LleHTpa NocpeAcTBOM — 3aLUMLLEHHbIX
COeAMHEHUN C  WUCMOJIb30BaHMEM npoTokona HTTP(S) obecneunBaer TeppuTOpUanbHO-
pacnpefeneHHyto Moaenb Yaoctoeepstouwero LeHTpa. Wcnonb3oBaHMe B KayecTBe CUCTEMbI
Te/IeKOMMYHMKaUni ceTb MIHTEpHET No3BOSISeT 3HAYUTENbHO YAELEBUTb peanv3aunto Takom Moaenu
YpocTtoBepsitowero LleHTpa 6e3 cywectBeHHOro ocnabnenmsa tpeboBaHuii no 6e30nacHoOCTU.

MpoussoauTesibHOCTb

C uenbld nNpoBeAEHUS  HE3aBUCMMOW  3KCNepTU3bl  MNOTPEOBUTENbCKUX  CBOWCTB W
npoussoantTenbHoctn MK "Kpuntolpo YU", OO0 "KPUNTO-MNPO" (http://www.cryptopro.ru) n 3A0
"YpocTosepswownit Lentp" (http://www.nwudc.ru/) 3aknounnm corfaweHne, B paMmKax KOTOporo Ha
TexHonormdyeckon 6asze 3A0 "YgocrtoBepswwun LeHTp" cunamMmm crneuymanmctoB KoMnaHuu 6binn
npoBeaeHbl ucnboitanmsa MAK "Kpuntollpo YLU". MporpamMmma n metoanka mcnbiTaHuii 6bina paspaboTaHa
coBMecTHO cneumanuctamm 00O  "KPUMTO-MPO" wn 3A0 "Ypoctoepsiiowmin  UeHTp" 1
npeaycMaTpvBana BbIMOJIHEHWE TeCTOB, MOATBEpPXAAWWMX @YHKUMOHaNbHble BO3MOXHOCTM [MAK
"Kpuntollpo YU", 3asdBneHHbIX npou3soauTeneMm. Takxke B paMKax 3TUX [AOroBOPeHHOCTeN
BbINOJTHANNCh Harpy304Hble TeCTbl MO perncrpaumm nonb3osaTtenen Ha «Kpuntollpo YL».
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